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SecML, Release 0.15.dev0+fd905aa

SecML is an open-source Python library for the security evaluation of Machine Learning (ML) algorithms.

It comes with a set of powerful features:

Wide range of supported ML algorithms. All supervised learning algorithms supported by scikit-learn
are available, as well as Neural Networks (NNs) through PyTorch deep learning platform.

Built-in attack algorithms. Evasion and poisoning attacks based on a custom-developed fast solver. In addition,
we provide connectors to other third-party Adversarial Machine Learning libraries.

Dense/Sparse data support. We provide full, transparent support for both dense (through numpy library) and
sparse data (through scipy library) in a single data structure.

Visualize your results. We provide a visualization and plotting framework, based on the widely-known library
matplotlib.

Explain your results. Explainable ML methods to interpret model decisions via influential features and proto-
types.

Model Zoo. Use our pre-trained models to save time and easily replicate scientific results.

Multi-processing. Do you want to save time further? We provide full compatibility with all the multi-processing
features of scikit-learn and pytorch, along with built-in support of the joblib library.

Extensible. Easily create new components, like ML models or attack algorithms, by extending the provided
abstract interfaces.
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https://pytorch.org/
https://matplotlib.org/
https://joblib.readthedocs.io/
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CHAPTER
ONE

SOURCE CODE HOSTED AT: HTTPS://GITLAB.COM/SECML/SECML

SecML is currently in development. If you encounter any bugs, please report them using the GitLab issue tracker.
Also, have a look at our ROADMAP for an overview of the future development directions.

1.1 Installation Guide

We recommend installing SecML in a specific environment along with its dependencies.

Common frameworks to create and manage envs are virtualenv and conda. Both alternatives provide convenient user
guides on how to correctly set up the envs, so this guide will not cover the configuration procedure.



https://gitlab.com/secml/secml/-/issues
https://secml.gitlab.io/roadmap.html
.
.
.
https://www.apache.org/licenses/LICENSE-2.0
https://virtualenv.pypa.io
https://conda.io
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CHAPTER
TWO

OPERATING SYSTEM REQUIREMENTS

SecML can run under Python >= 3.6 with no additional configuration steps required, as all its dependencies are
available as wheel packages for the principal macOS versions, Linux distributions and Windows.

However, to support additional advanced features more packages can be necessary depending on the Operating System
used:

* Linux (Ubuntu 16.04 or later or equivalent distribution)
— python3-tk for running MatplotLib Tk-based backends;
— NVIDIA® CUDA® Toolkit for GPU support.
* macOS (10.12 Sierra or later)
— Nothing to note.
¢ Windows (7 or later)
— Microsoft Visual C++ Redistributable for Visual Studio 2015, 2017 and 2019.
— NVIDIA® CUDA® Toolkit for GPU support.



https://developer.nvidia.com/cuda-toolkit
https://support.microsoft.com/help/2977003/the-latest-supported-visual-c-downloads
https://developer.nvidia.com/cuda-toolkit
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CHAPTER
THREE

INSTALLATION PROCESS

Before starting the installation process try to obtain the latest version of the pip manager by calling: pip install
-U pip

The Python package setuptools manages the setup process. Be sure to obtain the latest version by calling: pip
install -U setuptools

Once the environment is set up, SecML can installed and run by multiple means:
1. Install from official PyPI repository:
* pip install secml
2. Install from wheel/zip package (https://pypi.python.org/pypi/secmli#files):
* pip install <package-file>

In all cases, the setup process will try to install the correct dependencies. In case something goes wrong during the
install process, try to install the dependencies first by calling: pip install -r requirements.txt

SecML should now be importable in python via: import secml.

To update a current installation using any of the previous methods, add the —U parameter after the pip install
directive. Please see our Update Guides for specific upgrade instructions depending on the source and target version.

3.1 Extra Components

SecML comes with a set of extras components that can be installed if desired.

To specify the extra components to install, add the section [extras] while calling pip install. extras will
be a comma-separated list of components you want to install. Example:

* pip install secml[extral,extral]

All the installation procedures via pip described above allow definition of the [extras] section.



https://pypi.python.org/pypi/secml#files
https://secml.gitlab.io/update.html
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CHAPTER
FOUR

AVAILABLE EXTRA COMPONENTS

e pytorch : Neural Networks (NNs) through PyTorch deep learning platform. Installs: torch
>= 1.4, torchvision >= 0.5 Windows only: the url to installation archives should be manu-
ally provided as pip install secml[pytorch] -f https://download.pytorch.org/whl/
torch_stable.html.

* foolbox : Wrapper of Foolbox, a Python toolbox to create adversarial examples that fool neural networks.
Installs: foolbox >= 3.3.0,eagerpy >= 0.29.0,torch >= 1.4,torchvision >= 0.5

e cleverhans : Wrapper of CleverHans, a Python library to benchmark vulnerability of machine learning sys-
tems to adversarial examples. Installs: tensorflow >= 1.14.%, < 2,cleverhans < 3.1 Warning:
not available for python >= 3.8

e tf-gpu : Shortcut for installing TensorFlow package with GPU support (Linux and Windows only). In-
stalls: tensorflow-gpu >= 1.14.%, < 2 Warning: not available for python >= 3.8

4.1 Usage Guide

SecML is based on numpy, scipy, scikit-learn and pytorch, widely-used packages for scientific computing and machine
learning with Python.

As a result, most of the library interfaces should be pretty familiar to frequent users of those packages.

The primary data class is the secml.array.CArray, multi-dimensional (currently limited to 2 dimensions) array
structure which embeds both dense and sparse data accepting as input numpy .ndarray and scipy.sparse.
csr_matrix (more sparse formats will be supported soon). This structure is the standard input and output of all
other classes in the library.

The secml .ml package contains all the Machine Learning algorithms and support classes, including classifiers, loss
and regularizer functions, kernels and performance evaluation functions. Also, a zoo of pre-trained models is provided
by the secml .model_zoo package.

The secml.adv package contains evasion and poisoning attacks based on a custom-developed solver, along with
classes to easily perform security evaluation of Machine Learning algorithms.

The secml.explanation package contains different explainable Machine Learning methods that allow interpret-
ing classifiers decisions by analyzing the relevant components such as features or training prototypes.

The secml . figure package contains a visualization and plotting framework based on matplotlib.



https://pytorch.org/
https://github.com/bethgelab/foolbox
https://github.com/tensorflow/cleverhans
http://www.numpy.org/
https://www.scipy.org/
https://scikit-learn.org/
https://pytorch.org/
https://matplotlib.org/
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4.2 Developers and Contributors

The contributing and developer’s guide is available at: https://secml.gitlab.io/developers/

4.3 How to cite SecML

If you use SecML in a scientific publication, please cite the following paper:

secml: A Python Library for Secure and Explainable Machine Learning, Melis et al., arXiv preprint arXiv:1912.10013
(2019).

BibTeX entry:

@article{melis2019secml,
title={secml: A Python Library for Secure and Explainable Machine Learning},
author={Melis, Marco and Demontis, Ambra and Pintor, Maura and Sotgiu, Angelo and
—Biggio, Battista},
journal={arXiv preprint arXiv:1912.10013},
year={2019}
}

4.4 Authors

This library is maintained by PRALab - Pattern Recognition and Applications Lab.
List of contributors:

e Marco Melis [1]

¢ Ambra Demontis [1]

e Maura Pintor [1], [2]

* Battista Biggio [1], [2]

[1] Department of Electrical and Electronic Engineering, University of Cagliari, Italy [2] Pluribus One, Italy
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* numpy Travis E, Oliphant. “A guide to NumPy”’, USA: Trelgol Publishing, 2006.

* scipy Travis E. Oliphant. “Python for Scientific Computing”, Computing in Science & Engineering, 9, 10-20,
2007.

* scikit-learn Pedregosa et al., “Scikit-learn: Machine Learning in Python”, JMLR 12, pp. 2825-2830,
2011.

* matplotlib J. D. Hunter, “Matplotlib: A 2D Graphics Environment”, Computing in Science & Engineering,
vol. 9, no. 3, pp. 90-95, 2007.

e pytorch Paszke, Adam, et al. “Automatic differentiation in pytorch.”, NIPS-W, 2017.

e cleverhans Papernot, Nicolas, et al. “Technical Report on the CleverHans v2.1.0 Adversarial Examples
Library.” arXiv preprint arXiv:1610.00768 (2018).
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* foolbox Rauber, Jonas, et. al. “Foolbox: A Python toolbox to benchmark the robustness of machine learning
models”, arXiv preprint arXiv:1707.04131 (2017).
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4.7 Copyright

SecML has been developed by PRALab - Pattern Recognition and Applications lab and Pluribus One s.r.l. under
Apache License 2.0. All rights reserved.

4.7.1 Machine Learning
Training of Classifiers and Visualization of Results

In this first tutorial we aim to show some basic functionality of SecML.

$%capture —--no-stderr --no-display
# NBVAIL_IGNORE_OUTPUT

try:
import secml
except ImportError:
Spip install git+https://gitlab.com/secml/secml

Creation and visualization of a simple 2D dataset

The first step is loading the dataset. We are going to use a simple toy dataset consisting of 3 clusters of points, normally
distributed.

Each dataset of SecML is a CDataset object, consisting of dataset .X and dataset .Y, where the samples and
the corresponding labels are stored, respectively.

random_state = 999

n_features = 2 # Number of features

n_samples = 1250 # Number of samples

centers = [[-2, 01, [2, —-21, [2, 21] # Centers of the clusters

cluster_std = 0.8 # Standard deviation of the clusters

from secml.data.loader import CDLRandomBlobs

dataset = CDLRandomBlobs (n_features=n_features,
centers=centers,
cluster_std=cluster_std,
n_samples=n_samples,
random_state=random_state) .load ()

4.6. Acknowledgements 11
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The dataset will be split in training and test, and normalized in the standard interval [0,

izer.
n_tr = 1000 # Number of training set samples
n_ts = 250 # Number of test set samples

# Split in training and test
from secml.data.splitter import CTrainTestSplit
splitter = CTrainTestSplit (
train_size=n_tr, test_size=n_ts, random_state=random_state)
tr, ts = splitter.split (dataset)

# Normalize the data
from secml.ml.features import CNormalizerMinMax

nmz = CNormalizerMinMax ()
tr.X = nmz.fit_transform(tr.X)
ts.X = nmz.transform(ts.X)

Let’s visualize the dataset in a 2D plane.

The three clusters are clearly separable and normalized as we required.
from secml.figure import CFigure

# Only required for visualization in notebooks
%matplotlib inline

fig = CFigure (width=5, height=5)

# Convenience function for plotting a dataset
fig.sp.plot_ds(tr)

fig.show ()

1.0 1

0.8 1

0.6 -

0.4 -

0.2 -

0.0 1

1] with a min-max normal-
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Training of classifiers

Now we can train a non-linear one-vs-all Support Vector Machine (SVM), using a Radial Basis Function (RBF)
kernel for embedding.

We will evaluate the best training parameters through a 3-Fold Cross-Validation procedure, using the accuracy as the
performance metric. Each classifier has an integrated routine, . estimate_parameters () which estimates the
best parameters on the given training set.

# Creation of the multiclass classifier

from secml.ml.classifiers import CClassifierSVM
from secml.ml.kernels import CKernelRBF

svim = CClassifierSVM (kernel=CKernelRBF ())

# Parameters for the Cross-Validation procedure
xval_params = {'C': [0.1, 1, 10], 'kernel.gamma': [1, 10, 100]}

# Let's create a 3-Fold data splitter
from secml.data.splitter import CDataSplitterKFold
xval_splitter = CDataSplitterKFold(num_folds=3, random_state=random_state)

# Metric to use for training and performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

# Select and set the best training parameters for the classifier
print ("Estimating the best training parameters...")
best_params = svm.estimate_parameters (

dataset=tr,

parameters=xval_params,

splitter=xval_splitter,

metric=metric,

perf_evaluator="xval'

print ("The best training parameters are: ",
[ (k, best_params[k]) for k in sorted (best_params)])

# We can now fit the classifier
svm.fit (tr.X, tr.Y)

# Compute predictions on a test set
y_pred = svm.predict (ts.X)

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: {:.2%}".format (acc))

Estimating the best training parameters...
The best training parameters are: [('c', 1), ('kernel.gamma', 10)]
Accuracy on test set: 98.80%

4.7. Copyright 13



[6]:

[7]:
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Visualization of the decision regions of the classifiers

Once the classifier is trained, we can visualize the decision regions over the entire feature space.

fig = CFigure (width=5, height=5)

# Convenience function for plotting the decision function of a classifier
fig.sp.plot_decision_regions(svm, n_grid_points=200)

fig.sp.plot_ds(ts)
fig.sp.grid(grid_on=False)

fig.sp.title("Classification regions")

fig.sp.text (0.01, 0.01, "Accuracy on test set: {:.2%}".format (acc),
bbox=dict (facecolor="white'))

fig.show ()

Classification regions

Accuracy on test set: 98.80%

Training other classifiers

Now we can repeat the above process for other classifiers available in SecML. We are going to use a namedtuple
for easy storage of objects and parameters.

Binary classifiers like CClassifierSGD can be extended to multiclass one-vs-all schemes using
CMulticlassClassifierOVA.

Please note that parameters estimation may take a while (up to a few minutes) depending on the machine the script is
run on.

from collections import namedtuple
CLF = namedtuple('CLF', 'clf name clf xval_parameters')

# Binary classifiers
from secml.ml.classifiers import CClassifierSGD

(continues on next page)
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(continued from previous page)

from secml.ml.classifiers.multiclass import CClassifierMulticlassOVA
# Natively-multiclass classifiers

from secml.ml.classifiers import CClassifierSVM, CClassifierKNN,
—CClassifierDecisionTree, CClassifierRandomForest

clf_list = [
CLF (
clf_name='SVM Linear',
clf=CClassifierSVM(),
xval_parameters={'C': [0.1, 1, 101}),
CLF (clf_name='SVM RBF',
clf=CClassifierSVM(kernel="rbf'"),
xval_parameters={'C': [0.1, 1, 10], 'kernel.gamma': [1, 10, 1001}),
CLF (clf_name='Logistic (SGD) ',
clf=CClassifierMulticlassOVA (
CClassifierSGD, regularizer='l2', loss='log',
random_state=random_state),
xval_parameters={'alpha': [le-7, le-6, le-5]1}),
CLF (clf_name="kNN',
clf=CClassifierKNN(),
xval_parameters={'n_neighbors': [5, 10, 20]}),
CLF (clf_name='Decision Tree',
clf=CClassifierDecisionTree (random_state=random_state),
xval_parameters={'max_depth': [1, 3, 51}),
CLF (clf_name='Random Forest',
clf=CClassifierRandomForest (random_state=random_state),
xval_parameters={'n_estimators': [10, 20, 30]}),

from secml.data.splitter import CDataSplitterKFold
xval_splitter = CDataSplitterKFold (num_folds=3, random_state=random_state)

fig = CFigure (width=5 % len(clf_list) / 2, height=5 x 2)
for i, test_case in enumerate(clf_list):

clf = test_case.clf
xval_params = test_case.xval_parameters

print ("\nEstimating the best training parameters of {:} ..."
"" format (test_case.clf_name))

best_params = clf.estimate_parameters (
dataset=tr, parameters=xval_params, splitter=xval_splitter,
metric='accuracy', perf_evaluator='xval')

print ("The best parameters for '{:}' are: ".format (test_case.clf_name),
[ (k, best_params[k]) for k in sorted(best_params)])

print ("Training of {:} ...".format (test_case.clf_name))
clf.fit(tr.X, tr.Y)

# Predictions on test set and performance evaluation

y_pred = clf.predict (ts.X)

acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Classifier: {:}\tAccuracy: {:.2%}".format (test_case.clf_name, acc))
(continues on next page)
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# Plot the decision function
from math import ceil

(continued from previous page)

# Use 'CFigure.subplot’® to divide the figure in multiple subplots

fig.subplot (2, int(ceil (len(clf_1list) / 2)), 1 + 1)
fig.sp.plot_decision_regions(clf, n_grid_points=200)

fig.sp.plot_ds(ts)
fig.sp.grid(grid_on=False)

fig.sp.title(test_case.clf_name)

fig.sp.text (0.01, 0.01, "Accuracy on test set: ".format (acc),

bbox=dict (facecolor="white'))

fig.show ()

Estimating the best training parameters of SVM Linear
The best parameters for 'SVM Linear' are: [('e', 1)1
Training of SVM Linear

Classifier: SVM Linear Accuracy: 99.20%

Estimating the best training parameters of SVM RBF

The best parameters for 'SVM RBF' are: [¢'c', 1), ('kernel.gamma',
Training of SVM RBF ...
Classifier: SVM RBF Accuracy: 98.80%

Estimating the best training parameters of Logistic (SGD)

The best parameters for 'Logistic (SGD)' are: [('"alpha', le-06)]
Training of Logistic (SGD)
Classifier: Logistic (SGD) Accuracy: 98.80%

Estimating the best training parameters of kNN

The best parameters for 'kNN' are: [ ("'n_neighbors', 10)]
Training of kNN

Classifier: kNN Accuracy: 98.80%

Estimating the best training parameters of Decision Tree

The best parameters for 'Decision Tree' are: [ ('max_depth', 3)]
Training of Decision Tree
Classifier: Decision Tree Accuracy: 99.20%

Estimating the best training parameters of Random Forest

The best parameters for 'Random Forest' are: [('n_estimators', 20)]

Training of Random Forest
Classifier: Random Forest Accuracy: 98.80%

10)]
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SWM Linear SVM RBF Logistic (SGD)

Accuracy on test set: 99.20% Accuracy on test set: 98.80% Accuracy on test set: 98.80%

0.0 0.2 0.4 0.6 0.8 10 0.0 0.2 0.4 0.6 0.8 10 0.0 0.2 0.4 0.6 0.8 10

Decision Tree Random Forest

Accuracy on test set: 98.80% Accuracy on test set: 99.20% Accuracy on test set: 98.80%

Neural Networks with PyTorch

In this tutorial we will show how to create a Neural Network using the PyTorch (more usage examples of PyTorch
here).

Warning

Requires installation of the pytorch extra dependency. See extra components for more information.

[1]: %%capture --no-stderr --no-display
# NBVAL_IGNORE_OUTPUT

try:
import secml
import torch
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch]

4.7. Copyright 17
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Classifying blobs

First, we need to create a neural network. We simply use PyTorch nn .Module as regular PyTorch code.

import torch
from torch import nn

class Net (nn.Module) :
mmn
Model with input size (-1, 5) for blobs dataset

with 5 features
mmn

def _ init_ (self, n_features, n_classes):
"""Example network."""
super (Net, self).__init__ ()
self.fcl nn.Linear (n_features, 5)

self.fc2

nn.Linear (5, n_classes)

def forward(self, x):
x = torch.relu(self.fcl(x))
x = self.fc2(x)
return x

We will use a 5D dataset composed with 3 gaussians. We can use 4k samples for training and 1k for testing. We can
divide the sets in batches so that they can be processed in small groups by the network. We use a batch size of 20.

# experiment parameters
n_classes = 3
n_features = 2
n_samples_tr

4000 # number of training set samples
n_samples_ts = 1000 # number of testing set samples
batch_size = 20

# dataset creation

from secml.data.loader import CDLRandom

dataset = CDLRandom (n_samples=n_samples_tr + n_samples_ts,
n_classes=n_classes,
n_features=n_features, n_redundant=0,
n_clusters_per_class=1,
class_sep=1, random_state=0).load()

# Split in training and test

from secml.data.splitter import CTrainTestSplit

splitter = CTrainTestSplit (train_size=n_samples_tr,
test_size=n_samples_ts,
random_state=0)

tr, ts = splitter.split (dataset)

# Normalize the data

from secml.ml.features.normalization import CNormalizerMinMax
nmz = CNormalizerMinMax ()

tr.X nmz.fit_transform(tr.X)

ts.X = nmz.transform(ts.X)

Now we can create an instance of the PyTorch model and then wrap it in the specific class that will link it to our library
functionalities.

18 Chapter 4. Available extra components
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# Random seed
torch.manual_seed (0)

# torch model creation
net = Net (n_features=n_features, n_classes=n_classes)

from torch import optim

criterion = nn.CrossEntropyLoss ()

optimizer = optim.SGD (net.parameters(),
1r=0.001, momentum=0.9)

# wrap torch model in CClassifierPyTorch class

from secml.ml.classifiers import CClassifierPyTorch

clf = CClassifierPyTorch (model=net,
loss=criterion,
optimizer=optimizer,
input_shape=(n_features,),
random_state=0)

We can simply use the loaded CDataset and pass it to the £it method. The wrapper will handle batch processing
and train the network for the number of epochs specified in the wrapper constructor.

# clf.verbose = 1 # Can be used to display training process output
print ("Training started...")

clf.fit(tr.X, tr.Y)

print ("Training completed!")

Training started...

Training completed!

Using the model in “predict” mode is just as easy. We can use the method predict defined in our wrapper, and pass
in the data. We can evaluate the accuracy with the CMet ric defined in our library.

label_torch = clf.predict(ts.X, return_decision_function=False)

from secml.ml.peval.metrics import CMetric
acc_torch = CMetric.create('accuracy') .performance_score(ts.Y, label_torch)

print ("Model Accuracy: ".format (acc_torch))

Model Accuracy: 0.991

4.7.2 Adversarial Machine Learning

Evasion Attacks against Machine Learning
In this tutorial we will experiment with adversarial evasion attacks against a Support Vector Machine (SVM) with
the Radial Basis Function (RBF) kernel.

Evasion attacks (a.k.a. adversarial examples) consists of carefully perturbing the input samples at test time to have
them misclassified.

We will first create and train the classifier, evaluating its performance in the standard scenario, i.e. not under attack.

The following part replicates the procedure from the first tutorial.

4.7. Copyright 19
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$%capture —--no-stderr --no-display
# NBVAIL_IGNORE_OUTPUT

try:
import secml
except ImportError:
Spip install gitt+https://gitlab.com/secml/secml

random_state = 999

n_features = 2 # Number of features
n_samples = 1100 # Number of samples
centers = [[-2, 01, [2, —-21, [2, 21] # Centers of the clusters

cluster_std = 0.8 # Standard deviation of the clusters

from secml.data.loader import CDLRandomBlobs

dataset = CDLRandomBlobs (n_features=n_features,
centers=centers,
cluster_std=cluster_std,
n_samples=n_samples,
random_state=random_state) .load ()

n_tr = 1000 # Number of training set samples
100 # Number of test set samples

n_ts

# Split in training and test
from secml.data.splitter import CTrainTestSplit
splitter = CTrainTestSplit (
train_size=n_tr, test_size=n_ts, random_state=random_state)
tr, ts = splitter.split (dataset)

# Normalize the data

from secml.ml.features import CNormalizerMinMax
nmz = CNormalizerMinMax ()

tr.X = nmz.fit_transform(tr.X)

ts.X = nmz.transform(ts.X)

# Metric to use for training and performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

# Creation of the multiclass classifier

from secml.ml.classifiers import CClassifierSVM

from secml.ml.classifiers.multiclass import CClassifierMulticlassOVA
from secml.ml.kernels import CKernelRBF

clf = CClassifierMulticlassOVA (CClassifierSVM, kernel=CKernelRBF ())

# Parameters for the Cross-Validation procedure
xval_params = {'C': [le-2, 0.1, 1], 'kernel.gamma': [10, 100, 1e3]}

# Let's create a 3-Fold data splitter
from secml.data.splitter import CDataSplitterKFold
xval_splitter = CDataSplitterKFold(num_folds=3, random_state=random_state)

# Select and set the best training parameters for the classifier
print ("Estimating the best training parameters...")
best_params = clf.estimate_parameters (

(continues on next page)
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dataset=tr,
parameters=xval_params,
splitter=xval_splitter,
metric='accuracy',
perf_evaluator='xval'

print ("The best training parameters are: ",
[ (k, best_params[k]) for k in sorted(best_params)])

# We can now fit the classifier
clf.fit(tr.X, tr.Y)

# Compute predictions on a test set
y_pred = clf.predict (ts.X)

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: ".format (acc))

Estimating the best training parameters...
The best training parameters are: [('c', 0.1), ('kernel.gamma', 100)]
Accuracy on test set: 99.00%

Crafting Adversarial Examples

We are going to create an adversarial example against the SVM classifier using the gradient-based maximum-
confidence algorithm for generating evasion attacks proposed in:

[biggiol3-ecml] Biggio, B., Corona, 1., Maiorca, D., Nelson, B., grndié, N., Laskov, P., Giacinto, G.,
Roli, F., 2013. Evasion Attacks against Machine Learning at Test Time. In ECML-PKDD 2013.

[melis17-vipar] Melis, M., Demontis, A., Biggio, B., Brown, G., Fumera, G. and Roli, F., 2017. Is deep
learning safe for robot vision? adversarial examples against the icub humanoid. In Proceedings of IEEE
ICCV 2017.

[demontis19-usenix] Demontis, A., Melis, M., Pintor, M., Jagielski, M., Biggio, B., Oprea, A., Nita-
Rotaru, C. and Roli, F.,, 2019. Why Do Adversarial Attacks Transfer? Explaining Transferability of
Evasion and Poisoning Attacks. In 28th Usenix Security Symposium, Santa Clara, California, USA.

which is implemented in SecML by the CAttackEvasionPGDLS class.

Let’s define the attack parameters. First, we choose to generate an [2 perturbation within a maximum ball of radius
eps = 0.4 from the initial point. The maximum perturbation value is denoted as dmax in our implementation.
Second, we also add a low/upper bound as our feature space is limited in [0, 1]. Last, as we are not interested in
generating an adversarial example for a specific class, we perform an error-generic attack by setting y_target =
None.

The attack internally uses a solver based on Projected Gradient Descent with Bisect Line Search, implemented by
the COpt imizerPGDLS class. The parameters of the solver can be specified while creating the attack and must be
optimized depending on the specific optimization problem.

x0, y0 = ts[5, :1.X, ts[5, :1.Y # Initial sample

noise_type = '12' # Type of perturbation 'l1l' or '12'
(continues on next page)
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dmax = 0.4 # Maximum perturbation
1lb, ub = 0, 1 # Bounds of the attack space. Can be set to 'None ' for unbounded
y_target = None # None if ‘error-generic or a class label for ‘error-specific’

# Should be chosen depending on the optimization problem

solver_params = {
'eta': 0.3,
'eta_min': 0.1,
'eta_max': None,
'max_iter': 100,
'eps': le—-4

from secml.adv.attacks.evasion import CAttackEvasionPGDLS
pod_ls_attack = CAttackEvasionPGDLS (

classifier=clf,

double_init_ds=tr,

double_init=False,

distance=noise_type,

dmax=dmax,

1b=1b, ub=ub,

solver_params=solver_params,

y_target=y_target)

# Run the evasion attack on x0
y_pred_pgdls, _, adv_ds_pgdls, = pgd_1ls_attack.run (x0, yO0)

print ("Original x0 label: ", yO.item())
print ("Adversarial example label (PGD-LS): ", y_pred_pgdls.item())

print ("Number of classifier gradient evaluations: {:}"
""" format (pgd_ls_attack.grad_eval))

Original x0 label: 1
Adversarial example label (PGD-LS): 2
Number of classifier gradient evaluations: 7

Let’s now test another attack algorithm, implemented by CAttackEvasionPGD, which leverages the standard Pro-
jected Gradient Descent solver. We keep the same attack parameters as before.

# Should be chosen depending on the optimization problem

solver_params = {
'eta': 0.3,
'max_iter': 100,
'eps': le-4

from secml.adv.attacks.evasion import CAttackEvasionPGD
pod_attack = CAttackEvasionPGD (

classifier=clf,

double_init_ds=tr,

double_init=False,

distance=noise_type,

dmax=dmax,

1b=1b, ub=ub,

solver_params=solver_params,

y_target=y_target)

(continues on next page)
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# Run the evasion attack on x0

y_pred_pgd, _, adv_ds_pgd, _ = pgd_attack.run(x0, yO0)
print ("Original x0 label: ", yO.item())

print ("Adversarial example label (PGD): ", y_pred_pgd.item())
print ("Number of classifier gradient evaluations: A
""" format (pgd_attack.grad_eval))

Original x0 label: 1
Adversarial example label (PGD): 2
Number of classifier gradient evaluations: 40

We can see that the classifier has been successfully evaded in both cases. However, the PGD—-LS solver with bisect line
search queries the classifier gradient function many times less, thus generating the adversarial examples much faster.

Let’s now visualize both the attacks on a 2D plane. On the background, the value of the objective function of the
attacks is shown.

from secml.figure import CFigure
# Only required for visualization in notebooks
$matplotlib inline

fig = CFigure (width=16, height=6, markersize=12)
# Let's replicate the "12° constraint used by the attack for visualization
from secml.optim.constraints import CConstraintL2

constraint = CConstraintL2 (center=x0, radius=dmax)

for i, (attack, adv_ds) in enumerate (
[ (pgd_attack, adv_ds_pgd), (pgd_ls_attack, adv_ds_pgdls)]):

fig.subplot(l, 2, i + 1)

# Convenience function for plotting the attack objective function

fig.sp.plot_fun(attack.objective_function, plot_levels=False,
multipoint=True, n_grid_points=200)

# Let's also plot the decision boundaries of the classifier

fig.sp.plot_decision_regions(clf, plot_background=False, n_grid_points=200)

# Construct an array with the original point and the adversarial example
adv_path = x0.append(adv_ds.X, axis=0)

# Convenience function for plotting the optimization sequence
fig.sp.plot_path(attack.x_seq)

# Convenience function for plotting a constraint
fig.sp.plot_constraint (constraint)

fig.sp.title (attack.class_type)
fig.sp.grid(grid_on=False)

fig.title(r"Error—-generic evasion attack ($\varepsilon={:}$)".format (dmax))

fig.show ()
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Error-generic evasion attack (£ = 0.4)
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We can see that the initial point x0 (red hexagon) has been perturbed in the feature space so that is actually classified by
the SVM as a point from another class. The final adversarial example is the green star. We also show the /2 constraint

as a black circle which has limited the maximum perturbation applicable to x0.

Security evaluation of a classifier

We could be interested in evaluating the robustness of a classifier against increasing values of the maximum pertur-

bation eps.

SecML provides a way to easily produce a Security Evaluation Curve, by means of the CSecEval class.

The CSecEval instance will take a CAt tack as input and will test the classifier using the desired perturbation levels.

Please note that the security evaluation process may take a while (up to a few minutes) depending on the machine the

Script is run on.

# Perturbation levels to test
from secml.array import CArray
e_vals = CArray.arange (start=0, step=0.1, stop=1.1)

from secml.adv.seceval import CSecEval
sec_eval = CSecEval (
attack=pgd_ls_attack, param_ name='dmax', param_values=e_vals)

# Run the security evaluation using the test set
print ("Running security evaluation...")
sec_eval.run_sec_eval (ts)

from secml.figure import CFigure
fig = CFigure (height=5, width=5)

# Convenience function for plotting the Security Evaluation Curve
fig.sp.plot_sec_eval (
sec_eval.sec_eval_data, marker='o', label='SVM RBF', show_average=True)

Running security evaluation...
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Security Evaluation Curve
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We can see how the SVM classifier is vulnerable to adversarial attacks and we are able to evade it even with small
perturbations.

For further reference about the security evaluation of machine-learning models under attack see:

[biggiol3-tkde] Biggio, B., Fumera, G. and Rolj, F., 2013. Security evaluation of pattern classifiers under
attack. In IEEE transactions on knowledge and data engineering.

[biggiol8-pr] Biggio, B. and Roli, F., 2018. Wild patterns: Ten years after the rise of adversarial machine
learning. In Pattern Recognition.

Transferability of Evasion Attacks

Transferability captures the ability of an attack against a machine-learning model to be effective against a different,
potentially unknown, model.

In this tutorial we are going to test if an evasion attack generated against a Support Vector Machine (SVM), the
surrogate classifier, will transfer to other classifiers, the rargets, or not.

For more details about the transferability property of adversarial attacks please refer to:

[demontis19-usenix] Demontis, A., Melis, M., Pintor, M., Jagielski, M., Biggio, B., Oprea, A., Nita-
Rotaru, C. and Roli, F,, 2019. Why Do Adversarial Attacks Transfer? Explaining Transferability of
Evasion and Poisoning Attacks. In 28th Usenix Security Symposium, Santa Clara, California, USA.

We will first create and train the surrogate and different target classifiers, evaluating their performance in the standard
scenario, i.e. not under attack. The surrogate and the target classifiers will be trained on different training sets.

The following part partially replicates the procedure from the first tutorial.

: $%capture —--no-stderr --no-display

# NBVAI_IGNORE_OUTPUT
(continues on next page)
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try:
import secml
except ImportError:
$pip install git+https://gitlab.com/secml/secml

random_state = 999

n_features = 2 # Number of features

n_samples = 2250 # Number of samples

centers = [[-2, 0], [2, -2]1, [2, 2]] # Centers of the clusters

cluster_std = 0.8 # Standard deviation of the clusters

from secml.data.loader import CDLRandomBlobs

dataset = CDLRandomBlobs (n_features=n_features,
centers=centers,
cluster_std=cluster_std,
n_samples=n_samples,
random_state=random_state) .load ()

n_tr
n_ts

1000 # Number of training set samples
250 # Number of test set samples

# Split in training and test.
from secml.data.splitter import CTrainTestSplit
splitter = CTrainTestSplit (
train_size=2 x n_tr, test_size=n_ts, random_state=random_state)
tr, ts = splitter.split (dataset)

# Normalize the data

from secml.ml.features import CNormalizerMinMax
nmz = CNormalizerMinMax ()

tr.X = nmz.fit_transform(tr.X)

ts.X = nmz.transform(ts.X)

# Generate 2 training datasets for surrogate and target classifiers
trl = tr[:n_tr, :] # Source classifier training set
tr2 = trn_tr:, :] # Target classifier training set

from collections import namedtuple
CLF = namedtuple('CLF', 'clf_name clf xval_parameters')

from secml.ml.classifiers.multiclass import CClassifierMulticlassOVA

# Binary classifiers

from secml.ml.classifiers import CClassifierSVM, CClassifierSGD

# Natively-multiclass classifiers

from secml.ml.classifiers import CClassifierKNN, CClassifierDecisionTree,
—CClassifierRandomForest

# Let's create a 3-Fold data splitter
from secml.data.splitter import CDataSplitterKFold
xval_splitter = CDataSplitterKFold(num_folds=3, random_state=random_state)

# Metric to use for training and performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

(continues on next page)
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surr_clf = CLF(
clf_name='SVM Linear',
clf=CClassifierMulticlassOVA (CClassifierSVM, kernel='linear'),
xval_parameters={'C': [le-2, 0.1, 11})

print ("Estimating the best training parameters of the surrogate classifier...")
best_params = surr_clf.clf.estimate_parameters (

dataset=trl,

parameters=surr_clf.xval_parameters,

splitter=xval_splitter,

metric=metric,

perf_evaluator="xval'

"

print ("The best training parameters of the surrogate classifier are: ",
[ (k, best_params[k]) for k in sorted (best_params)])

surr_clf.clf.fit(trl.X, trl.Y)

y_pred = surr_clf.clf.predict (ts.X)

acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy of the surrogate classifier on test set: {:.2%}".format (acc))
print ("\nTraining the target classifiers...")

target_clf_ list = [
CLF (
clf_name='SVM Linear',
clf=CClassifierMulticlassOVA (CClassifierSVM, kernel='linear'),
xval_parameters={'C': [le-2, 0.1, 11}),
CLF (clf_name='SVM RBF',
clf=CClassifierMulticlassOVA (CClassifierSVM, kernel='rbf'),
xval_parameters={'C': [le-2, 0.1, 1], 'kernel.gamma': [1, 10, 1001}),
CLF (clf_name='Logistic (SGD)',
clf=CClassifierMulticlassOVA (
CClassifierSGD, regularizer='l2', loss='log',
random_state=random_state),
xval_parameters={'alpha': [le-6, le-5, le-4]}),
CLF (clf_name='"kNN',
clf=CClassifierKNN(),
xval_parameters={'n_neighbors': [30, 40, 50]1}),
CLF (clf_name='Decision Tree',
clf=CClassifierDecisionTree (random_state=random_state),
xval_parameters={'max_depth': [1, 3, 51}),
CLF (clf_name='Random Forest',
clf=CClassifierRandomForest (random_state=random_state),
xval_parameters={'n_estimators': [20, 30, 401}),

for i, test_case in enumerate (target_clf_ list):

clf = test_case.clf
xval_params = test_case.xval_parameters

(continues on next page)
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print ("\nEstimating the best training parameters of Lo
""" format (test_case.clf_name))

best_params = clf.estimate_parameters (
dataset=tr2, parameters=xval_params, splitter=xval_splitter,
metric='accuracy', perf_evaluator='xval')

print ("The best parameters for ' ' are: ".format (test_case.clf_name),

[ (k, best_params[k]) for k in sorted (best_params)])

print ("Training of ...".format (test_case.clf_name))
clf.fit(tr2.X, tr2.Y)

# Predictions on test set and performance evaluation
y_pred = clf.predict (ts.X)
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Classifier: \tAccuracy: ".format (test_case.clf_name, acc))

Estimating the best training parameters of the surrogate classifier...

The best training parameters of the surrogate classifier are: [(rer,
Accuracy of the surrogate classifier on test set: 99.60%

Training the target classifiers...

Estimating the best training parameters of SVM Linear

The best parameters for 'SVM Linear' are: [('c', 0.1)]

Training of SVM Linear

Classifier: SVM Linear Accuracy: 99.60%

Estimating the best training parameters of SVM RBF

The best parameters for 'SVM RBF' are: [('c', 0.01), ('kernel.gamma',
Training of SVM RBF ...

Classifier: SVM RBF Accuracy: 99.60%

Estimating the best training parameters of Logistic (SGD)

The best parameters for 'Logistic (SGD)' are: [("alpha', 1le-06)]
Training of Logistic (SGD)
Classifier: Logistic (SGD) Accuracy: 99.60%

Estimating the best training parameters of kNN

The best parameters for 'kNN' are: [ ("n_neighbors', 30)]
Training of kNN

Classifier: kNN Accuracy: 99.60%

Estimating the best training parameters of Decision Tree

The best parameters for 'Decision Tree' are: [ ('max_depth', 3)]
Training of Decision Tree
Classifier: Decision Tree Accuracy: 98.80%

Estimating the best training parameters of Random Forest

The best parameters for 'Random Forest' are: [('n_estimators', 30)]
Training of Random Forest
Classifier: Random Forest Accuracy: 98.80%

0.1)]

10)1]
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Generation of the Adversarial Examples

As done in the evasion tutorial, we now craft the adversarial examples using the gradient-based maximum-
confidence algorithm for generating evasion attacks, implemented by the CAttackEvasionPGDLS class
(e-pgd-1s).

This time, we are going to generate an error-specific attack by setting y_target to one of the classes of the dataset.
In this way, we enforce the solver to perturb the points so that the classifier will classify them with the y_t rue label.

Please note that the attack on multiple samples may take a while (up to a few minutes) depending on the machine the
script is run on.

noise_type = 'l1l2' # Type of perturbation 'l11l' or 'l2'

dmax = 0.4 # Maximum perturbation

1b, ub = 0, 1 # Bounds of the attack space. Can be set to "None  for unbounded
y_target = 2 # ‘error-specific’ attack. None for ‘error—-generic’

# Should be chosen depending on the optimization problem

solver_params = {
'eta': le-1,
'eta_min': 0.1,
'eta_max': None,
'max_iter': 100,
'eps': le-4

from secml.adv.attacks.evasion import CAttackEvasionPGDLS
pod_ls_attack = CAttackEvasionPGDLS (

classifier=surr_clf.clf,

double_init_ds=trl,

double_init=False,

distance=noise_type,

dmax=dmax,

lb=1b, ub=ub,

solver_params=solver_params,

y_target=y_target)

# Run the evasion attack on x0

print ("Attack started...")

y_pred, scores, adv_ds, f_obj = pgd_ls_attack.run(ts.X, ts.Y)
print ("Attack complete!")

Attack started...
Attack complete!

Analysis of Transferability

Let’s now test if the previously generated examples transfer to other models.

Initally, we test the performance of each target classifier on the adversarial examples. Later, we plot few of the samples
on a 2D plane.

# Metric to use for testing transferability
from secml.ml.peval.metrics import CMetricTestError
metric = CMetricTestError ()

trans_error = []
(continues on next page)

4.7. Copyright 29



SecML, Release 0.15.dev0+fd905aa

(continued from previous page)

transfer_rate = 0.0
for target_clf in target_clf_ list:

print ("\nTesting transferability of {:}".format (target_clf.clf_name))

origin_error = metric.performance_score (
y_true=ts.Y, y_pred=target_clf.clf.predict (ts.X))

print ("Test error (no attack): {:.2%}".format (origin_error))

trans_error_clf = metric.performance_score (
y_true=ts.Y, y_pred=target_clf.clf.predict (adv_ds.X))

trans_error.append (trans_error_clf)
transfer_rate += trans_error_clf

# Computing the transfer rate
transfer_rate /= len(target_clf_list)

from secml.array import CArray
trans_acc = CArray(trans_error) x 100 # Show results in percentage

from secml.figure import CFigure
# Only required for visualization in notebooks
%matplotlib inline

fig = CFigure (height=1)
a = fig.sp.imshow(trans_acc.reshape((l, 6)),
cmap="'Oranges', interpolation='nearest',
alpha=.65, vmin=60, vmax=70)
fig.sp.xticks (CArray.arange ((len(target_clf_ list))))
fig.sp.xticklabels([c.clf_name for c in target_clf_ list],
rotation=45, ha="right", rotation_mode="anchor")
fig.sp.yticks ([0])
fig.sp.yticklabels ([surr_clf.clf_name])

for i in range(len(target_clf list)):
fig.sp.text (i, 0, trans_acc[i].round(2).item(), wva='center', ha='center')

fig.sp.title("Test error of target classifiers under attack (%)")
fig.show ()

print ("\nAverage transfer rate: {:.2%}".format (transfer_rate))

Testing transferability of SVM Linear
Test error (no attack): 0.40%

Testing transferability of SVM RBF
Test error (no attack): 0.40%

Testing transferability of Logistic (SGD)
Test error (no attack): 0.40%

Testing transferability of kNN

(continues on next page)
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Test error (no attack): 0.40%

Testing transferability of Decision Tree
Test error (no attack): 1.20%

Testing transferability of Random Forest
Test error (no attack): 1.20%

Test error of target classifiers under attack (%)
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Average transfer rate: 65.87%

We can observe how the accuracy of the target classifiers on the adversarial point generated against the surrogate
classifier is extremely low, which highlights how the machine-learning models are vulnerable to transfer attacks.

from secml.figure import CFigure

from secml.array import CArray

from math import ceil

fig = CFigure (width=4.5 x len(target_clf_list) / 2,
height=4 x 2, markersize=10)

for clf_idx in range(len(target_clf_ list)):
clf = target_clf_ list[clf_idx].clf

fig.subplot (2, int(ceil(len(target_clf_list) / 2)), clf_idx + 1)
fig.sp.title(target_clf_list[clf_idx].clf_name)

fig.sp.plot_decision_regions(clf, n_grid_points=200)
fig.sp.grid(grid_on=False)

s_idx = ts.Y.find(ts.Y != y_target)
for pt in s_idx[:10]: # Plot the translation of multiple adversarial samples
pt_segment = CArray.append(ts.X[pt, :], adv_ds.X[pt, :], axis=0)

fig.sp.plot_path (pt_segment)

acc = metric.performance_score (
y_true=ts[s_idx[:10], :].Y, y_pred=clf.predict (adv_ds[s_idx[:10], :].X))

fig.sp.text (0.01, 0.01, "Transfer attack success: ". format (acc),
bbox=dict (facecolor="'white'))

fig.show ()
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These 2D plot clearly visualize the vulnerability of the target classifiers. The adversarial examples (green stars) which
are inside the y_target = 2 green decision region, are successfully transfered.

Poisoning Attacks against Machine Learning models

In this tutorial we will experiment with adversarial poisoning attacks against a Support Vector Machine (SVM) with
Radial Basis Function (RBF) kernel.

Poisoning attacks are performed at train time by injecting carefully crafted samples that alter the classifier decision
function so that its accuracy decreases.

As in the previous tutorials, we will first create and train the classifier, evaluating its performance in the standard
scenario, i.e. not under attack. The poisoning attack will also need a validation set to verify the classifier performance
during the attack, so we split the training set furtherly in two.

%$%capture —--no-stderr --no-display
# NBVAL_IGNORE_OUTPUT

try:
import secml
except ImportError:
$pip install git+https://gitlab.com/secml/secml

random_state = 999
n_features = 2 # Number of features
n_samples = 300 # Number of samples

(continues on next page)

32 Chapter 4. Available extra components


https://colab.research.google.com/github/pralab/secml/blob/HEAD/tutorials/05-Poisoning.ipynb

SecML, Release 0.15.dev0+fd905aa

(continued from previous page)

centers = [[-1, -1]1, [+1, +11] # Centers of the clusters
cluster_std = 0.9 # Standard deviation of the clusters

from secml.data.loader import CDLRandomBlobs

dataset = CDLRandomBlobs (n_features=n_features,
centers=centers,
cluster_std=cluster_std,
n_samples=n_samples,
random_state=random_state) .load ()

n_tr = 100 # Number of training set samples
n_val = 100 # Number of validation set samples
n_ts = 100 # Number of test set samples

# Split in training, validation and test
from secml.data.splitter import CTrainTestSplit
splitter = CTrainTestSplit (
train_size=n_tr + n_val, test_size=n_ts, random_state=random_state)
tr_val, ts = splitter.split (dataset)
splitter = CTrainTestSplit (
train_size=n_tr, test_size=n_val, random_state=random_state)
tr, val = splitter.split (dataset)

# Normalize the data

from secml.ml.features import CNormalizerMinMax
nmz = CNormalizerMinMax ()

tr.X = nmz.fit_transform(tr.X)

val.X = nmz.transform(val.X)

ts.X = nmz.transform(ts.X)

# Metric to use for training and performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

# Creation of the multiclass classifier

from secml.ml.classifiers import CClassifierSVvM

from secml.ml.kernels import CKernelRBF

clf = CClassifierSVM(kernel=CKernelRBF (gamma=10), C=1)

# We can now fit the classifier
clf.fit(tr.X, tr.Y)
print ("Training of classifier complete!")

# Compute predictions on a test set
y_pred = clf.predict (ts.X)

Training of classifier complete!
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Generation of Poisoning Samples

We are going to generate an adversarial example against the SVM classifier using the gradient-based algorithm for
generating poisoning attacks proposed in:

[biggiol2-icml] Biggio, B., Nelson, B. and Laskov, P., 2012. Poisoning attacks against support vector
machines. In ICML 2012.

[biggiol5-icml] Xiao, H., Biggio, B., Brown, G., Fumera, G., Eckert, C. and Roli, F., 2015. Is feature
selection secure against training data poisoning?. In ICML 2015.

[demontis19-usenix] Demontis, A., Melis, M., Pintor, M., Jagielski, M., Biggio, B., Oprea, A., Nita-
Rotaru, C. and Roli, F,, 2019. Why Do Adversarial Attacks Transfer? Explaining Transferability of
Evasion and Poisoning Attacks. In 28th Usenix Security Symposium, Santa Clara, California, USA.

To compute a poisoning point, a bi-level optimization problem has to be solved, namely:

Ze

maxA(Dyq, w*) = Zf(yj,xja“’*)
Jj=1
s.t.w* € argminL( Dy, U (Xc, Ye), W)

Where x. is the poisoning point, A is the attacker objective function, L is the classifier training function. Moreover,
Dy, is the validation dataset and D,,; is the training dataset. The former problem, along with the poisoning point x,.
is used to train the classifier on the poisoned data, while the latter is used to evaluate the performance on the untainted
data.

The former equation depends on the classifier weights, which in turns, depends on the poisoning point.

This attack is implemented in SecML by different subclasses of the CAttackPoisoning. For the purpose of
attacking a SVM classifier we use the CAttackPoisoningSVM class.

As done for the evasion attacks, let’s specify the parameters first. We set the bounds of the attack space to the known
feature space given by validation dataset. Lastly, we chose the solver parameters for this specific optimization problem.

Let’s start visualizing the objective function considering a single poisoning point.

1b, ub = val.X.min(), val.X.max () # Bounds of the attack space. Can be set to 'None'
—for unbounded

[

# Should be chosen depending on the optimization problem

solver_params = {
'eta': 0.05,
'eta_min': 0.05,
'eta_max': None,
'max_iter': 100,

'eps': le-6

from secml.adv.attacks import CAttackPoisoningSVM

pois_attack = CAttackPoisoningSVM(classifier=clf,
training_data=tr,
val=val,
1b=1b, ub=ub,
solver_params=solver_params,
random_seed=random_state)

# chose and set the initial poisoning sample features and label
xc = tr[0,:].X

(continues on next page)
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(continued from previous page)
yc = tr[0,:].Y
pois_attack.x0 = xc
pois_attack.xc = xc
pois_attack.yc = yc

print ("Initial poisoning sample features: {:}".format (xc.ravel()))
print ("Initial poisoning sample label: {:}".format (yc.item()))

from secml.figure import CFigure
# Only required for visualization in notebooks
smatplotlib inline

fig = CFigure(4,5)

grid_limits = [(lb - 0.1, ub + 0.1),
(lb - 0.1, ub + 0.1)]

fig.sp.plot_ds(tr)

# highlight the initial poisoning sample showing it as a star
fig.sp.plot_ds(tr[0, :], markers='x', markersize=16)

fig.sp.title('Attacker objective and gradients')

fig.sp.plot_fun(
func=pois_attack.objective_function,
grid_limits=grid_limits, plot_levels=False,
n_grid_points=10, colorbar=True)

# plot the box constraint

from secml.optim.constraints import CConstraintBox

box = fbox = CConstraintBox (lb=1b, ub=ub)

fig.sp.plot_constraint (box, grid_limits=grid_limits,
n_grid_points=10)

fig.tight_layout ()
fig.show ()

Initial poisoning sample features: CArray([0.568353 0.874521])
Initial poisoning sample label: 1
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Now, we set the desired number of adversarial points to generate, 20 in this example.

n_poisoning_points = 20 # Number of poisoning points to generate
pois_attack.n_points = n_poisoning_points

# Run the poisoning attack

print ("Attack started...")

pois_y_pred, pois_scores, pois_ds, f_opt = pois_attack.run(ts.X, ts.Y)
print ("Attack complete!")

# Evaluate the accuracy of the original classifier

acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

# Evaluate the accuracy after the poisoning attack

pois_acc = metric.performance_score (y_true=ts.Y, y_pred=pois_y_pred)

print ("Original accuracy on test set: {:.2%}".format (acc))
print ("Accuracy after attack on test set: {:.2%}".format (pois_acc))

Attack started...

Attack complete!

Original accuracy on test set: 94.00%
Accuracy after attack on test set: 88.00%

We can see that the classifiers has been successfully attacked. To increase the attack power, more poisoning points can
be crafted, at the expense of a much slower optimization process.

Let’s now visualize the attack on a 2D plane. We need to train a copy of the original classifier on the join between the
training set and the poisoning points.

# Training of the poisoned classifier

pois_clf = clf.deepcopy ()

pois_tr = tr.append(pois_ds) # Join the training set with the poisoning points
pois_clf.fit (pois_tr.X, pois_tr.Y)

# Define common bounds for the subplots

min_limit = min(pois_tr.X.min(), ts.X.min())

max_limit = max(pois_tr.X.max (), ts.X.max())

grid_limits = [[min_limit, max_limit], [min_limit, max_limit]]

(continues on next page)
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(continued from previous page)

fig = CFigure (10, 10)

fig.subplot (2, 2, 1)
fig.sp.title("Original classifier (training set)")
fig.sp.plot_decision_regions (

clf, n_grid_points=200, grid_limits=grid_limits)
fig.sp.plot_ds(tr, markersize=5)
fig.sp.grid(grid_on=False)

fig.subplot (2, 2, 2)
fig.sp.title ("Poisoned classifier (training set + poisoning points)")
fig.sp.plot_decision_regions (

pois_clf, n_grid_points=200, grid_limits=grid_limits)
fig.sp.plot_ds(tr, markersize=5)
fig.sp.plot_ds (pois_ds, markers=['x', 'x'], markersize=12)
fig.sp.grid(grid_on=False)

fig.subplot (2, 2, 3)
fig.sp.title("Original classifier (test set)")
fig.sp.plot_decision_regions (

clf, n_grid_points=200, grid_limits=grid_limits)
fig.sp.plot_ds(ts, markersize=5)
fig.sp.text (0.05, -0.25, "Accuracy on test set: {:.2%}".format (acc),

bbox=dict (facecolor="white'))

fig.sp.grid(grid_on=False)

fig.subplot (2, 2, 4)
fig.sp.title("Poisoned classifier (test set)")
fig.sp.plot_decision_regions (

pois_clf, n_grid_points=200, grid_limits=grid_limits)
fig.sp.plot_ds(ts, markersize=5)
fig.sp.text (0.05, -0.25, "Accuracy on test set: {:.2%}".format (pois_acc),

bbox=dict (facecolor="white'))

fig.sp.grid(grid_on=False)

fig.show ()
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We can see how the SVM classifier decision functions changes after injecting the adversarial poisoning points (blue
and red stars).

For more details about poisoning adversarial attacks please refer to:

[biggiol8-pr| Biggio, B. and Roli, F., 2018. Wild patterns: Ten years after the rise of adversarial machine
learning. In Pattern Recognition.
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Evasion and Poisoning Attacks on MNIST dataset

In this tutorial we show how to load the MNIST handwritten digits dataset and use it to train a Support Vector
Machine (SVM).

Later we are going to perform Evasion and Poisoning attacks against the trained classifier, as previosuly described in
evasion and poisoning tutorials.

%$%capture —--no-stderr --no-display
# NBVAIL_IGNORE_OUTPUT

try:
import secml
except ImportError:
Spip install gitt+https://gitlab.com/secml/secml

Training of the classifier
First, we load the dataset and train the classifier. For this tutorial, we only consider 2 digits, the 5 (five) and the 9
(nine).

# NBVAL IGNORE_OUTPUT
from secml.data.loader import CDataloaderMNIST

# MNIST dataset will be downloaded and cached if needed
loader = CDatalLoaderMNIST ()

random_state = 999
n_tr = 100 # Number of training set samples
n_val = 500 # Number of validation set samples

n_ts = 500 # Number of test set samples

digits = (5, 9)
tr_val = loader.load('training', digits=digits, num_samples=n_tr + n_val)
ts = loader.load('testing', digits=digits, num_samples=n_ts)

# Split in training and validation set
tr = tr_vall[:n_tr, :]
val = tr_val[n_tr:, :]

# Normalize the features in [0, 1]°
tr.X /= 255
val.X /= 255
ts.X /= 255

from secml.ml.classifiers import CClassifierSvM
# train SVM in the dual space, on a linear kernel, as needed for poisoning

clf = CClassifierSVM(C=10, kernel='linear')

print ("Training of classifier...")
clf.fit(tr.X, tr.Y)

(continues on next page)
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# Compute predictions on a test set
y_pred = clf.predict (ts.X)

# Metric to use for performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: {:.2%}".format (acc))

Training of classifier...
Accuracy on test set: 93.60%

Evasion attack with MNIST dataset

Let’s define the attack parameters. Firstly, we chose to generate an /2 perturbation within a maximum ball of radius
eps = 2.5 from the initial points. Secondly, we also add a low/upper bound as our feature space is limited in [0,
11]. Lastly, as we are not interested in generating adversarial examples for a specific class, we perform an error-generic
attack by setting y_target = None.

Please note that the attack using the MNIST dataset may take a while (up to a few minutes) depending on the machine
the script is run on.

# For simplicity, let's attack a subset of the test set
attack_ds = ts[:25, :]

noise_type = '12' # Type of perturbation 'l1' or 'l2'

dmax = 2.5 # Maximum perturbation

1b, ub = 0., 1. # Bounds of the attack space. Can be set to 'None for unbounded
y_target = None # None if ‘error—-generic’' or a class label for ‘error-specific’

# Should be chosen depending on the optimization problem

solver_params = {
'eta': 0.5,
'eta_min': 2.0,
'eta_max': None,
'max_iter': 100,
'eps': le-6

from secml.adv.attacks import CAttackEvasionPGDLS

pgd_ls_attack = CAttackEvasionPGDLS (classifier=clf,
double_init_ds=tr,
distance=noise_type,
dmax=dmax,
solver_params=solver_params,
y_target=y_target)

print ("Attack started...")
eva_y_pred, _, eva_adv_ds,
print ("Attack complete!")

= pgd_ls_attack.run(attack_ds.X, attack_ds.Y)

acc = metric.performance_score (

(continues on next page)
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y_true=attack_ds.Y, y_pred=clf.predict (attack_ds.X))
acc_attack = metric.performance_score (
y_true=attack_ds.Y, y_pred=eva_y_pred)

print ("Accuracy on reduced test set before attack: " format (acc))
print ("Accuracy on reduced test set after attack: ".format (acc_attack))

Attack started...

Attack complete!

Accuracy on reduced test set before attack: 100.00%
Accuracy on reduced test set after attack: 12.00%

We can observe how the classifier trained on the MNIST dataset has been successfully evaded by the adversarial
examples generated by our attack.

Let’s now visualize few of the adversarial examples. The first row are the original samples and the second row are the
adversarial examples. Above each digit it is shown the true label and the predicted label in parenthesis.

from secml.figure import CFigure
# Only required for visualization in notebooks
$matplotlib inline

# Let's define a convenience function to easily plot the MNIST dataset
def show_digits(samples, preds, labels, digs, n_display=38):
samples = samples.atleast_2d()
n_display = min(n_display, samples.shape[0])
fig = CFigure (width=n_display*2, height=3)
for idx in range(n_display):
fig.subplot (2, n_display, idx+1)
fig.sp.xticks ([])
fig.sp.yticks ([])
fig.sp.imshow (samples[idx, :].reshape((28, 28)), cmap='gray')
fig.sp.title (" ({})".format (digits[labels[idx].item ()], digs[preds[idx].
—item()]),
color=("green" if labels[idx].item()==preds[idx].item() else "red
%"))

fig.show ()

show_digits (attack_ds.X, clf.predict (attack_ds.X), attack_ds.Y, digits)
show_digits (eva_adv_ds.X, clf.predict (eva_adv_ds.X), eva_adv_ds.Y, digits)

9(9) 5(5) 9(9) 9(9) 51(5) 9(9) 9(9) 5(5)

9 (5) 9 (5) 9 (5) 9 {5) 9 (5) 51(9)
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%]
%]
%]
%]
%]
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Poisoning attack with MNIST dataset

For poisoning attacks the parameters are much simpler. We set the the bounds of the attack space and the number of
adversarial points to generate, 50 in this example. Lastly, we chose the solver parameters for this specific optimization
problem.

Please note that the attack using the MNIST dataset may take a while (up to a few minutes) depending on the machine
the script is run on.

1lb, ub = 0., 1. # Bounds of the attack space. Can be set to 'None  for unbounded
n_poisoning_points = 15 # Number of poisoning points to generate

# Should be chosen depending on the optimization problem
solver_params = {

'eta': 0.25,

'eta_min': 2.0,

'eta_max': None,
'max_iter': 100,
'eps': le-6

from secml.adv.attacks import CAttackPoisoningSVM
pois_attack = CAttackPoisoningSVM(classifier=clf,
training_data=tr,
val=val,
1lb=1b, ub=ub,
solver_params=solver_params,
random_seed=random_state)
pois_attack.n_points = n_poisoning_points

# Run the poisoning attack

print ("Attack started...")

pois_y_pred, _, pois_points_ds, _ = pois_attack.run(ts.X, ts.Y)
print ("Attack complete!")

# Evaluate the accuracy of the original classifier
acc = metric.performance_score(y_true=ts.Y, y_pred=clf.predict (ts.X))
# Evaluate the accuracy after the poisoning attack
pois_acc = metric.performance_score (y_true=ts.Y, y_pred=pois_y_pred)

print ("Original accuracy on test set: {:.2%}".format (acc))
print ("Accuracy after attack on test set: {:.2%}".format (pois_acc))

# Training of the poisoned classifier for visualization purposes

pois_clf = clf.deepcopy ()

pois_tr = tr.append(pois_points_ds) # Join the training set with the poisoning points
pois_clf.fit (pois_tr.X, pois_tr.Y)

show_digits (pois_points_ds.X, pois_clf.predict (pois_points_ds.X),
pois_points_ds.Y, digits)

Attack started...

Attack complete!

Original accuracy on test set: 93.60%
Accuracy after attack on test set: 50.40%
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We can see that the classifier trained on the MNIST dataset has been successfully poisoned. To increase the attack
power, more poisoning points can be crafted, at the expense of a much slower optimization process.

Let’s note that the label of each adversarial example we show has been flipped by the attack with respect to the actual
true label. Thus, the predicted label (parenthesis) by the poisoned classifier is displayed in green when different from
the true label of the digit.

Evasion Attacks against Neural Networks on MNIST dataset

Let’s continue from the Neural Networks tutorial, using the MNIST dataset this time.

Warning

Requires installation of the pyt orch extra dependency. See extra components for more information.

$%capture —--no-stderr --no-display
# NBVAIL_IGNORE_OUTPUT

try:
import secml
import torch
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch]

We can use a convolutional neural network, but we need to take care of reshaping the input to the expected input
size, in this case (-1, 1, 28, 28). We will see in the following how to use torchvision’s t ransforms module for this
purpose.

import torch
from torch import nn

class MNIST3cCNN (nn.Module) :
"""Model with input size (-1, 28, 28) for MNIST 3-classes dataset."""
def _ init_ (self):

super (MNIST3cCNN, self)._ _init__ ()
self.convl = nn.Conv2d(1l, 10, kernel_size=5)
self.conv2 = nn.Conv2d (10, 20, kernel_size=5)

self.conv2_drop = nn.Dropout2d /()
self.fcl = nn.Linear (320, 50)
self.fc2 = nn.Linear (50, 3)

def forward(self, x):

x = torch.relu(torch.max_pool2d(self.convl (x), 2))
torch.relu(torch.max_pool2d(self.conv2_drop(self.conv2(x)), 2))
X x.view (-1, 320)

x = torch.relu(self.fcl (x))
return self.fc2 (x)

X
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Now we can load MNIST dataset. Remember the input shapeis (1, 1, 28, 28),using NCHW convention.

The input shape is an input parameter of the wrapper, since it has to take care of input reshaping before passing it to
the neural network.

n_ts = 1000 # number of testing set samples

from secml.data.loader import CDataloaderMNIST

digits = (1, 5, 9)

loader = CDatalLoaderMNIST ()

tr = loader.load('training', digits=digits)

ts = loader.load('testing', digits=digits, num_samples=n_ts)

# Normalize the data
tr.X /= 255
ts.X /= 255

Now we can use again the CClassifierPyTorch wrapper for having the model accessible with our library. Note
that we pass the input shape as input parameter for the wrapper.

from torch import optim

# Random seed
torch.manual_seed(0)

net = MNIST3cCNN ()

criterion = nn.CrossEntropyLoss ()

optimizer optim.SGD (net .parameters (),
1r=0.01, momentum=0.9)

from secml.ml.classifiers import CClassifierPyTorch
clf = CClassifierPyTorch (model=net,
loss=criterion,
optimizer=optimizer,
epochs=20,
batch_size=20,
input_shape=(1, 28, 28),
random_state=0)

To save time, we now load from the model zoo the pre-trained model.

# NBVAL_IGNORE_OUTPUT
from secml.model_ zoo import load_model
clf = load_model ('mnistl159-cnn'")

And now we can check how well we can classify the digits.

label_torch = clf.predict(ts.X, return_decision_function=False)

from secml.ml.peval.metrics import CMetric
metric = CMetric.create('accuracy')
acc_torch metric.performance_score(ts.Y, label_torch)

print ("Model Accuracy: ".format (acc_torch))

Model Accuracy: 0.997
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Crafting Evasion Attacks

We can now create, as we did in notebook MNIST tutorial, adversarial examples against the neural network we just
trained. The code is similar to the other notebook, the only difference will be the classifier that we pass to the
CAttackEvasionPGDLS object.

# For simplicity, let's attack a subset of the test set
attack_ds = ts[:10, :]

noise_type = '12' # Type of perturbation 'l1' or 'l2'

dmax = 3.0 # Maximum perturbation

lb, ub = 0., 1. # Bounds of the attack space. Can be set to 'None  for unbounded
y_target = None # None if ‘error—-generic’' or a class label for ‘error-specific’

# Should be chosen depending on the optimization problem

solver_params = {
'eta': 0.5,
'eta_min': 2.0,
'eta_max': None,
'max_iter': 100,
'eps': le—6

from secml.adv.attacks import CAttackEvasionPGDLS

pogd_ls_attack = CAttackEvasionPGDLS (classifier=clf,
double_init_ds=tr,
distance=noise_type,
dmax=dmax,
solver_params=solver_params,
y_target=y_target)

print ("Attack started...")
eva_y_pred, _, eva_adv_ds, _ = pgd_ls_attack.run(attack_ds.X, attack_ds.Y)
print ("Attack complete!")

Attack started...
Attack complete!

acc = metric.performance_score (
y_true=attack_ds.Y, y_pred=clf.predict (attack_ds.X))
acc_attack = metric.performance_score (
y_true=attack_ds.Y, y_pred=eva_y_pred)

z}".format (acc))
}" . format (acc_attack))

f

print ("Accuracy on reduced test set before attack:
print ("Accuracy on reduced test set after attack: {:.2

Accuracy on reduced test set before attack: 100.00%
Accuracy on reduced test set after attack: 10.00%

Finally, we can display the adversarial digit along with its label.

from secml.figure import CFigure
# Only required for visualization in notebooks
tmatplotlib inline

# Let's define a convenience function to easily plot the MNIST dataset
def show_digits(samples, preds, labels, digs, n_display=38):
samples = samples.atleast_2d()
(continues on next page)
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(continued from previous page)
n_display = min(n_display, samples.shape[0])
fig = CFigure (width=n_display*2, height=3)
for idx in range(n_display):
fig.subplot (2, n_display, idx+1)
fig.sp.xticks ([])
fig.sp.yticks ([])
fig.sp.imshow (samples[idx, :].reshape((28, 28)), cmap='gray')
fig.sp.title (" ({})".format (digits[labels[idx] .item()], digs[preds[idx].
—item()]),
color=("green" if labels[idx].item()==preds[idx].item() else "red
"))
fig.show ()

show_digits (attack_ds.X[0, :], clf.predict (attack_ds.X[0, :]), attack_ds.Y[O, :],.
—~digits)

show_digits (eva_adv_ds.X[0, :], clf.predict(eva_adv_ds.X[0, :]1), eva_adv_ds.Y[O0, :1,_
—~digits)

1(1)

1(9)

Evasion Attacks on ImageNet

Warning

Requires installation of the pytorch extra dependency. See extra components for more information.

$%capture —--no-stderr --no-display
# NBVAL_IGNORE_OUTPUT
try:
import secml
import torch
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch]
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Load the pretrained model

We can load a pretrained model from torchvision. We will use, for example, a ResNet18 model. We can load
it in the same way it can be loaded in PyTorch, then we will pass the model object to the secml wrapper. Remem-
ber to pass the transformations to the CClassifierPyTorch object. We could have defined the transforms in
the torchvision.transforms.Compose object, but this would now allow us to ensure that the boundary is
respected in the input (not transformed) space.

# NBVAIL_IGNORE_OUTPUT
from torchvision import models

# Download and cache pretrained model from PyTorch model zoo
model = models.resnetl8 (pretrained=True)

import torch
from torch import nn

from secml.data import CDataset
from secml.ml.classifiers import CClassifierPyTorch
from secml.ml.features import CNormalizerMeanStd

# Random seed
torch.manual_seed (0)

criterion = nn.CrossEntropyLoss ()
optimizer = None # the network is pretrained

# imagenet normalization
normalizer = CNormalizerMeanStd (mean=(0.485, 0.456, 0.406),
std=(0.229, 0.224, 0.225))

# wrap the model, including the normalizer

clf = CClassifierPyTorch (model=model,
loss=criterion,
optimizer=optimizer,
epochs=10,
batch_size=1,
input_shape=(3, 224, 224),
softmax_outputs=False,
preprocess=normalizer,
random_state=0,
pretrained=True)

Load and classify an image

Now we can load an image from the web and obtain the classification output. We use the PIL and io module for
reading the image, requests for getting the image, and matplotlib for visualization.

from torchvision import transforms

transform = transforms.Compose ([
transforms.Resize (256),
transforms.CenterCrop (224),
transforms.ToTensor (),

1)

(continues on next page)
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from PIL import Image
import requests
import io

# img_path = input ("Insert image path:")

img_path = 'https://upload.wikimedia.org/wikipedia/commons/3/37/African_Bush_Elephant.
—Jpg’

r = requests.get (img_path)

img = Image.open(io.BytesIO(r.content))

# apply transform from torchvision
img_t = transform(img)

# convert to CArray

from secml.array import CArray

batch_t = torch.unsqueeze(img_t, 0).view(-1)
batch_c = CArray (batch_t.numpy())

# prediction for the given image
preds = clf.predict (batch_c)

Now we have to load the ImageNet human-readable labels from a website in order to get the string label with the class
name. We can display the image along with the predicted label.

import json

imagenet_labels_path = "https://raw.githubusercontent.com/" \
"anishathalye/imagenet-simple—-labels/" \
"master/imagenet-simple-labels. json"

r = requests.get (imagenet_labels_path)

labels = json.load(io.StringIO(r.text))

label = preds.item()

predicted_label = labels[label]

from secml.figure import CFigure
# Only required for visualization in notebooks
smatplotlib inline

fig = CFigure ()
fig.sp.imshow (img)
fig.sp.xticks ([])
fig.sp.yticks ([])
fig.sp.title (predicted_label)
fig.show ()
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Run the attack

We can create adversarial examples from this image, just as we did in the other notebooks. It will take no more than
creating a CAttackEvasionPGDLS object. We should also apply the box constraint with the boundaries for the
features 1b and ub. Remember that this constraint will project the modified sample in the image space [0, 1],
ensuring the adversarial example remains in the feasible space. The constraints are applied in the input space, before
the image normalization.

noise_type = '12' # Type of perturbation 'l1' or 'l2'

dmax = 5 # Maximum perturbation

1lb, ub = 0.0, 1.0 # Bounds of the attack space. Can be set to 'None  for unbounded
y_target = 1 # None if ‘error-generic’  or a class label for ‘error-specific’

# Should be chosen depending on the optimization problem
solver_params = {

'eta': 0.01,

'eta_min': 2.0,

'max_iter': 100,

'eps': le-3

from secml.adv.attacks import CAttackEvasionPGDLS

pod_ls_attack = CAttackEvasionPGDLS (classifier=clf,
double_init=False,
distance=noise_type,
dmax=dmax,
solver_params=solver_params,
y_target=y_target,
1b=1b, ub=ub)

(continues on next page)
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print ("Attack started...")
eva_y_pred, _, eva_adv_ds, _ = pgd_ls_attack.run(batch_c, label)
print ("Attack complete!™")

adv_label = labels|[clf.predict (eva_adv_ds.X) .item()]

Attack started...
Attack complete!

Now we can visualize the original (not preprocessed) image and the modified one, along with the perturbation (that
will be amplified for visualization). Note that we have to convert the tensors back to images in RGB format.

start_img = batch_c
eva_img = eva_adv_ds.X

# normalize perturbation for visualization
diff_img = start_img - eva_img

diff_img —-= diff_img.min ()

diff_img /= diff_img.max ()

import numpy as np

start_img = np.transpose (start_img.tondarray () .reshape((3, 224, 224)), (1, 2, 0))
diff_img = np.transpose(diff_img.tondarray () .reshape((3, 224, 224)), (1, 2, 0))
eva_img = np.transpose(eva_img.tondarray () .reshape ((3, 224, 224)), (1, 2, 0))

fig = CFigure(width=15, height=5)
fig.subplot (1, 3, 1)
fig.sp.imshow (start_img)
fig.sp.title (predicted_label)
fig.sp.xticks ([])
fig.sp.yticks ([])

fig.subplot (1, 3, 2)

fig.sp.imshow (diff_img)
fig.sp.title("amplified perturbation")
fig.sp.xticks ([])

fig.sp.yticks ([])

fig.subplot (1, 3, 3)
fig.sp.imshow (eva_img)
fig.sp.title (adv_label)
fig.sp.xticks ([])
fig.sp.yticks ([])

fig.show ()
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Deep Neural Rejection
In this tutorial we show how to train and evaluate DNR (Deep Neural Rejection), a reject-based defense against
adversarial examples. For more details please refer to:

[sotgiu20] Sotgiu, A., Demontis, A., Melis, M., Biggio, B., Fumera, G., Feng, X., Roli, F., “Deep neural
rejection against adversarial examples”, EURASIP J. on Info. Security 2020, 5 (2020).

Warning

Requires installation of the pyt orch extra dependency. See extra components for more information.

$%capture —--no-stderr --no-display
# NBVAI_IGNORE_OUTPUT

try:
import secml
import torch
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch]

DNR analyzes the representations of input samples at different network layers, and rejects samples which exhibit
anomalous behavior with respect to that observed from the training data at such layers.

As explained in our paper, we trained SVM classifiers with RBF kernel on each layer in order to exploit the CAP
(Compact Abating Probability) property, i.e. assigned class scores decrease as samples move away from training data
distributions. The outputs of these SVMs are then combined using another RBF SVM, which will provide prediction
scores for each class. This classifier will reject samples if the maximum class score is not higher than the rejection
threshold. We consider rejection as an additional class.

from IPython.display import display, Image
display (Image (filename="'_images/dnr.png'))
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Dataset creation

In this notebook we will use the MNIST handwritten digit dataset.

In our experiments we follow these steps for the training phase: 1. we split the MNIST training set into two parts; 2.
we train a CNN on the first half of the training set; 3. we randomly subsample 1000 samples per class from the second
half of the training set, and use them to train DNR.

To save time, a CNN pre-trained on the first half of MNIST training set can be downloaded from our model zoo, and
we use 5000 samples (instead of 10,000 samples) from the second half of the training set to train DNR.

from secml.array import CArray

from secml.data.loader import CDatalLoaderMNIST

from secml.data.selection import CPSRandom

from secml.data.splitter import CDataSplitterShuffle

# load MNIST training set and divide it in two parts

tr_data = CDatalLoaderMNIST () .load(ds="training')

tr_data.X /= 255.0

splitter = CDataSplitterShuffle (num_folds=1, train_size=0.5,
test_size=0.5, random_state=1)

splitter.compute_indices (tr_data)

# dnr training set, reduced to 5000 random samples
tr_set = tr_datalsplitter.tr_idx[0], :]
tr_set = CPSRandom() .select (dataset=tr_set, n_prototypes=5000, random_state=0)

# load test set
ts_set = CDatalLoaderMNIST() .load(ds='testing', num_samples=1000)
ts_set.X /= 255.0

# NBVAL IGNORE_OUTPUT
from secml.model_ zoo import load_model
(continues on next page)
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# load from model zoo the pre-trained net
dnn = load_model ("mnist—-cnn")

Training DNR

We now set up and fit the DNR classifier. The CClassifierDNR class can work with any multiclass classifier as
combiner and layer classifiers. We will use RBF SVM for the aforementioned reason.

We have chosen the last three ReLu layers of the CNN. To save time, here we manually set the same SVM parameters
we found with cross-validation in our paper. Note that parameters of layer classifiers can be set with CCreator
utilities. Each layer classifier can be accessed using the name of the layer on it works.

Finally, CClassifierDNR provides a method to compute the reject threshold on a validation set, based on the
desired rejection rate.

from secml.ml.classifiers import CClassifierSVM
from secml.ml.kernels import CKernelRBF
from secml.ml.classifiers.reject import CClassifierDNR

layers = ['features:relu2', 'features:relu3', 'features:relud']
combiner = CClassifierSVM(kernel=CKernelRBF (gamma=1), C=0.1)
layer_clf = CClassifierSVM(kernel=CKernelRBF (gamma=le-2), C=10)

dnr = CClassifierDNR (combiner=combiner, layer_clf=layer_clf, dnn=dnn,
layers=layers, threshold=-1000)
dnr.set_params ({'features:relud4.C': 1, 'features:relu2.kernel.gamma': le-3})

print ("Training started...")
dnr.fit (x=tr_set.X, y=tr_set.Y)
print ("Training completed.")

# set the reject threshold in order to have 10% of rejected samples on the test set
print ("Computing reject threshold...")
dnr.threshold = dnr.compute_threshold(rej_percent=0.1, ds=ts_set)

Training started...
Training completed.
Computing reject threshold...

Attacking DNR

We now run our new PGDExp (Projected Gradient Descent with Exponential line search) evasion attack on a sample of
the test set. This attack performs an exponential line search on the distance constraint, saving gradient computations.

from secml.adv.attacks import CAttackEvasionPGDExp
solver_params = {'eta': le-1, 'eta_min': le-1, 'max_iter': 30, 'eps': le-8}

pgd_exp = CAttackEvasionPGDExp (classifier=dnr, double_init_ds=tr_set, dmax=2,
distance='12"', solver_params=solver_params)

sample_idx = 10
print ("Running attack...")

(continues on next page)
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_ = pgd_exp.run (x=ts_set [sample_idx, :].X, y=ts_set[sample_idx, :].Y)
print ("Attack completed.")

Running attack...
Attack completed.

Plotting attack results

We finally plot the attack loss, the confidence of true and competing class, the original digit and the one computed by
the attack. To do this, we define an utility function.

from secml.figure import CFigure
from secml.ml.classifiers.loss import CSoftmax

def plot_loss_img(attack, clf, sample_idx):
n_iter = attack.x_seq.shape[0]
itrs = CArray.arange (n_iter)
true_class = ts_set.Y[sample_idx]
fig = CFigure (width=8, height=7, fontsize=14, linewidth=2)

fig.subplot (2, 2, 1)

loss = attack.f_seq

fig.sp.xlabel ('iteration')

fig.sp.ylabel ('loss"')

fig.sp.plot (itrs, loss, c='black')

pred_classes, scores = clf.predict (attack.x_seq,
return_decision_function=True)

scores = CSoftmax () .softmax (scores)

fig.subplot (2, 2, 2)

fig.sp.xlabel ('iteration')

fig.sp.ylabel ('confidence')

fig.sp.plot (itrs, scores[:, pred_classes[-1].item()], linestyle='—-—-',
c="black', label='pred '.format (pred_classes[-1].item()))

fig.sp.plot (itrs, scores|[:, true_class], c='black', label='true')

fig.sp.legend ()

fig.subplot (2, 2, 3)
fig.sp.title('orig'")
fig.sp.imshow (ts_set.X[sample_idx, :].tondarray () .reshape((28, 28)))

fig.subplot (2, 2, 4)
fig.sp.title('adv')
fig.sp.imshow (attack.x_seqg[-1, :].tondarray().reshape((28, 28)))

fig.tight_layout ()
fig.show ()

# Only required for visualization in notebooks
smatplotlib inline
plot_loss_img(pgd_exp, dnr, sample_idx)
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Using cleverhans within SecML

In this tutorial we will show how to craft evasion attacks against machine learning models in SecML through the
Cleverhans interface.

Warning

Requires installation of the pytorch and cleverhans extra dependencies. See extra components for more
information.

: $%capture --no-stderr --no-display

# NBVAL_IGNORE_OUTPUT

try:
import secml
import torch
import cleverhans
except ImportError:
(continues on next page)

4.7. Copyright 55


https://colab.research.google.com/github/pralab/secml/blob/HEAD/tutorials/09-Cleverhans.ipynb

SecML, Release 0.15.dev0+fd905aa

(continued from previous page)

$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch, cleverhans]

Training the model

The first part is the same as the (first notebook). We load here a 2D dataset, so that we can easily plot the attack initial
point and path.

random_state = 999

n_features = 2 # Number of features

n_samples = 1100 # Number of samples

centers = [[-2, 0], [2, -2]1, [2, 2]] # Centers of the clusters
cluster_std = 0.75 # Standard deviation of the clusters
n_classes = len(centers)

from secml.data.loader import CDLRandomBlobs

dataset = CDLRandomBlobs (n_features=n_features,
centers=centers,
cluster_std=cluster_std,
n_samples=n_samples,
random_state=random_state) .load ()

n_tr = 1000 # Number of training set samples
n_ts 100 # Number of test set samples

# Split in training and test
from secml.data.splitter import CTrainTestSplit

splitter = CTrainTestSplit (
train_size=n_tr, test_size=n_ts, random_state=random_state)
tr, ts = splitter.split (dataset)

# Normalize the data
from secml.ml.features import CNormalizerMinMax

nmz = CNormalizerMinMax ()
tr.X = nmz.fit_transform(tr.X)
ts.X = nmz.transform(ts.X)

# Metric to use for training and performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy

metric = CMetricAccuracy ()

# Creation of the multiclass classifier
import torch
from torch import nn

class Net (nn.Module) :
mmn
Model with input size (-1, 5) for blobs dataset

with 5 features
mmwn

def _ init_ (self, n_features, n_classes):
(continues on next page)
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"""Example network."""

super (Net, self).__init__ ()
self.fcl = nn.Linear (n_features, 50)
self.fc2 = nn.Linear (50, n_classes)

def forward(self, x):
x = torch.relu(self.fcl (X))
x = self.fc2(x)
return x

# Random seed for PyTorch
torch.manual_seed (random_state)

# torch model creation
net = Net (n_features=n_features, n_classes=n_classes)

from torch import optim

criterion = nn.CrossEntropyLoss ()

optimizer = optim.SGD (net.parameters(),
1r=0.001, momentum=0.9)

# wrap torch model in CClassifierPyTorch class

from secml.ml.classifiers import CClassifierPyTorch

clf = CClassifierPyTorch (model=net,
loss=criterion,
optimizer=optimizer,
input_shape= (n_features,),
epochs=5,
random_state=random_state)

# We can now fit the classifier
clf.fit(tr.X, tr.Y)

# Compute predictions on a test set
y_pred = clf.predict (ts.X)

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: ".format (acc))

Accuracy on test set: 100.00%

Preparing the attacks

Now that we have the model we can prepare the attacks. We will test several attack algorithm from cleverhans library.

We can specify a starting point for the attacks, we select a point from the class 1, which is in the lower right-corner of
the 2D plane. As always, we can define a box for the attack in order to comply with the feature range ([0, 17]) and
a maximum distance, as well as the target class (as always, specifying y_target=None will produce an untargeted
attack).

from secml.array import CArray

# x0, y0 = ts[5, :].X, ts[5, :].Y # Initial sample
(continues on next page)
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x0, y0 = CArray([0.7, 0.4]), CArray([1l])
1lb, vb = 0, 1
dmax = 0.4
y_target = 2

We can finally specify the parameters for the attacks. We can compare the paths of several attacks, for which the
parameters can be found in cleverhans docs.

We are going to use the following attacks:

* FGM Goodfellow 1J, Shlens J, Szegedy C. Explaining and Harnessing Adversarial Examples. arXiv:14126572
[cs, stat] [Internet]. 2014

¢ PGD Kurakin A, Goodfellow I, Bengio S. Adversarial examples in the physical world. arXiv:160702533 [cs,
stat] [Internet]. 2017

e MIM Dong Y, Liao F, Pang T, Su H, Zhu J, Hu X, et al. Boosting Adversarial Attacks with Momentum. In:
2018 IEEE/CVF Conference on Computer Vision and Pattern Recognition [Internet]. Salt Lake City, UT: IEEE;
2018

e CW Carlini N, Wagner D. Towards Evaluating the Robustness of Neural Networks. arXiv:160804644 [cs]
[Internet]. 2016

from cleverhans.attacks import CarliniWagnerL2, ProjectedGradientDescent, \
MomentumIterativeMethod, FastGradientMethod

from collections import namedtuple
Attack = namedtuple ('Attack', 'attack_cls short_name attack_params')

attacks = [
Attack (FastGradientMethod, 'FGM', {'eps': dmax,
'clip_max': ub,
'clip_min': 1b,
‘ord': 21}),
Attack (ProjectedGradientDescent, 'PGD', {'eps': dmax,
'eps_iter': 0.05,
'nb_iter': 50,

'clip_max': ub,
'clip_min': 1b,
'ord': 2,

'rand_init': False}),
Attack (MomentumIterativeMethod, 'MIM', {'eps': dmax,
'eps_iter': 0.05,
'nb_iter': 50,

'clip_max': ub,
'clip_min': 1b,
'ord': 2,

'decay_factor': 1}),
Attack (CarliniWagnerl2, 'CW2', {'binary_search_steps': 1,

'initial _const': 0.2,
'confidence': 10,
'abort_early': True,
'clip_min': 1b,
'clip_max': ub,
'max_iterations': 50,
'learning_rate': 0.1})]
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Running the attacks

We can now run the attacks by passing them to the CAttackEvasionCleverhans class, which handles the attack
optimization and provides useful output as the attack path and objective function. We can plot these information with
the help of the CFigure module and its powerful APIs plot_function and plot_path.

from secml.figure import CFigure
# Only required for visualization in notebooks
$matplotlib inline

from secml.adv.attacks import CAttackEvasionCleverhans
fig = CFigure (width=20, height=15)

for i, attack in enumerate (attacks):
fig.subplot (2, 2, 1 + 1)

fig.sp.plot_decision_regions(clf,
plot_background=False,
n_grid_points=100)

cleverhans_attack = CAttackEvasionCleverhans (
classifier=clf,
y_target=y_target,
clvh_attack_class=attack.attack_cls,
x+xattack.attack_params)

# Run the evasion attack on x0

print ("Attack started...".format (attack.short_name))
y_pred_CH, _, adv_ds_CH, _ = cleverhans_attack.run(x0, yO0)
print ("Attack finished!")

fig.sp.plot_fun(cleverhans_attack.objective_function,
multipoint=True, plot_levels=False,
n_grid_points=50, alpha=0.6)

print ("Original x0 label: ", yO.item())
print ("Adversarial example label ( yg W
"" . format (attack.attack_cls. name ), y_pred_CH.item())

print ("Number of classifier function evaluations:
"' format (cleverhans_attack.f_eval))

print ("Number of classifier gradient evaluations:
"" format (cleverhans_attack.grad_eval))

"

fig.sp.plot_path (cleverhans_attack.x_seq)
fig.sp.title(attack.short_name)
fig.sp.text (0.2, 0.92, "f_eval:{}\ngrad_eval:{}"
""_ format (cleverhans_attack.f_eval,
cleverhans_attack.grad_eval),
bbox=dict (facecolor="'white'), horizontalalignment='right')
fig.show ()

Attack FGM started...
Attack finished!
Original x0 label: 1
Adversarial example label (FastGradientMethod): 2
Number of classifier function evaluations: 1
(continues on next page)
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Number of classifier gradient evaluations: 1

Attack PGD started...

Attack finished!

Original x0 label: 1

Adversarial example label (ProjectedGradientDescent): 2
Number of classifier function evaluations: 50

Number of classifier gradient evaluations: 50

Attack MIM started...

Attack finished!

Original x0 label: 1

Adversarial example label (MomentumIterativeMethod): 2
Number of classifier function evaluations: 50

Number of classifier gradient evaluations: 50

Attack CW2 started...

Attack finished!

Original x0 label: 1

Adversarial example label (CarliniWagnerL2): 2

Number of classifier function evaluations: 46

Number of classifier gradient evaluations: 46

FGM
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Testing attacks against RobustBench models

In this tutorial, we will show how to correctly import RobustBench models inside SecML, and how to craft adversarial
evasion attacks against them using SecML.

Warning

Requires installation of the pyt orch extra dependency. See extra components for more information.

$%capture —--no-stderr --no-display
# NBVAL IGNORE_OUTPUT

try:
import secml
import torch
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch]

We start by installing the models offered by RobustBench, a repository of pre-trained adversarially robust models,
written in PyTorch. All the models are trained on CIFAR-10. To install the library, just open a terminal and execute
the following command:

bash pip install git+https://github.com/RobustBench/robustbench.git@v0.1l

$%capture —--no-stderr --no-display
# NBVAI_IGNORE_OUTPUT

try:
import robustbench
except ImportError:
$pip install git+https://github.com/RobustBench/robustbench.git@v0.1

After the installation, we can import the model we like among the one offered by the library (click here for the complete
list):

# NBVAL_IGNORE_OUTPUT

from robustbench.utils import load_model
from secml.utils import fm
from secml import settings

output_dir = fm. join (settings.SECML_MODELS_DIR, 'robustbench')
model = load_model (model_name='Carmon2019Unlabeled', norm='Linf', model_dir=output_

This command will create a models directory inside the secml—-data folder in your home directory, where it will
download the desired model, specified by the model_name parameter. Since it is a PyTorch model, we can just load
one sample from CIFAR-10 to test it.

# NBVAL_IGNORE_OUTPUT

from secml.data.loader.c_dataloader cifar import CDataloaderCIFAR1O0
train_ds, test_ds = CDhataLoaderCIFAR10 () .load()
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import torch
from secml.ml.features.normalization import CNormalizerMinMax

dataset_labels = ['airplane', 'automobile', 'bird', 'cat', 'deer', 'dog', 'frog',
—'horse', 'ship', 'truck']
normalizer = CNormalizerMinMax () .fit (train_ds.X)

pt = test_ds[0, :]
x0, y0 = pt.X, pt.Y

x0 = normalizer.transform(x0)
input_shape = (3, 32, 32)

x0_t = x0.tondarray () .reshape(l, 3, 32, 32)
y_pred = model (torch.Tensor (x0_t))

print ("Predicted classes: J}" . format (dataset_labels|[y_pred.argmax (axis=1) .item()]))
print ("Real classes: 0}".format (dataset_labels[yO.item()]))

Predicted classes: cat
Real classes: cat

Load RobustBench models inside SecML

We can now import the pre-trained robust model inside SecML. Since these models are all coded in PyTorch, we just
need to use the PyTorch wrapper of SecML.

In order to do this, we need to express the input_shape of the data, and feed the classifier with the flatten version
of the array (under the hood, the framework will reconstruct the original shape):

from secml.ml.classifiers import CClassifierPyTorch

secml_model = CClassifierPyTorch (model, input_shape=(3,32,32), pretrained=True)
y_pred = secml_model.predict (x0)
print ("Predicted class: {0}".format (dataset_labels|[y_pred.item()]))

Predicted class: cat

Computing evasion attacks

Now that we have imported the model inside SecML, we can compute attacks against it. We will use the iterative
Projected Gradient Descent (PGD) attack, with 12 perturbation.

from secml.adv.attacks.evasion import CAttackEvasionPGD

noise_type = '12' # Type of perturbation 'l1l' or 'l2'

dmax = 0.5 # Maximum perturbation

1lb, ub = 0, 1 # Bounds of the attack space. Can be set to 'None for unbounded
y_target = None # None 1f “error—-generic’ or a class label for ‘error-specific’

# Should be chosen depending on the optimization problem
solver_params = {

'eta': 0.4,

'max_iter': 100,

'eps': le-3

(continues on next page)
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pgd_ls_attack = CAttackEvasionPGD (
classifier=secml_model,
double_init_ds=test_ds[0, :],
distance=noise_type,
dmax=dmax,
1b=1b, ub=ub,
solver_params=solver_params,
y_target=y_target

y_pred_pgd, _, adv_ds_pgd, _ = pgd_ls_attack.run(x0, yO0)

print ("Real class: ".format (dataset_labels[yO.item()]))

print ("Predicted class after the attack: ".format (dataset_labels[y_pred_pgd.
—item()1))

Real class: cat
Predicted class after the attack: dog

from secml.figure import CFigure
smatplotlib inline

img_normal = x0.tondarray () .reshape((3,32,32)) .transpose(2,1,0)
img_adv = adv_ds_pgd.X[0, :].tondarray () .reshape((3,32,32)) .transpose(2,1,0)

diff_img = img_normal - img_adv
diff_img —= diff_img.min ()
diff_img /= diff_img.max ()

fig = CFigure ()

fig.subplot (1,3,1)

fig.sp.imshow (img_normal)

fig.sp.title (' ' . format (dataset_labels[yO.item()]))
fig.sp.xticks ([])

fig.sp.yticks ([])

fig.subplot (1,3,2)

fig.sp.imshow (img_adv)

fig.sp.title (' ' . format (dataset_labels[y_pred_pgd.item()]))
fig.sp.xticks ([])

fig.sp.yticks ([])

fig.subplot (1,3, 3)

fig.sp.imshow (diff_img)
fig.sp.title('Amplified perturbation')
fig.sp.xticks ([])

fig.sp.yticks ([])

fig.tight_layout ()

fig.show ()

4.7. Copyright 63



SecML, Release 0.15.dev0+fd905aa

Amplified perturbation

Using Foolbox attack classes within SecML

In this tutorial we will show how to execute Foolbox’s evasion attacks against machine learning models within SecML.

Warning

Requires installation of the pytorch and foolbox extra dependencies. See extra components for more infor-
mation.

%$%capture —--no-stderr --no-display
# NBVAL_IGNORE_OUTPUT

try:
import secml
import torch
import foolbox
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch, foolbox]

Training the model

The first part of the tutorial replicates the first part of 0/-Training. We train a SVM RBF Multiclass classifier that will
be used for crafting the attacks. We define here a simple 2D dataset which consists of 3 clusters of points, so that we
can easily visualize the results.

random_state = 999

n_features = 2 # Number of features

n_samples = 1100 # Number of samples

centers = [[-2, 1, (2, =21, [2, 2]] # Centers of the clusters

0
cluster_std = 0.8 # Standard deviation of the clusters

from secml.data.loader import CDLRandomBlobs
dataset = CDLRandomBlobs (n_features=n_features,
centers=centers,
cluster_std=cluster_std,
n_samples=n_samples,
random_state=random_state) .load ()
(continues on next page)
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n_tr = 1000 # Number of training set samples
n_ts 100 # Number of test set samples

# Split in training and test
from secml.data.splitter import CTrainTestSplit
splitter = CTrainTestSplit (
train_size=n_tr, test_size=n_ts, random_state=random_state)
tr, ts = splitter.split (dataset)

# Normalize the data

from secml.ml.features import CNormalizerMinMax
nmz = CNormalizerMinMax ()

tr.X = nmz.fit_transform(tr.X)

ts.X = nmz.transform(ts.X)

# Metric to use for training and performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

# Creation of the multiclass classifier

from secml.ml.classifiers import CClassifierSVM

from secml.ml.classifiers.multiclass import CClassifierMulticlassOVA
from secml.ml.kernels import CKernelRBF

clf = CClassifierMulticlassOVA (CClassifierSVM, kernel=CKernelRBF ())

# Set classifier's parameters
clf _params = {'C': 0.02, 'kernel.gamma': 50}
clf.set_params (clf_params)

# We can now fit the classifier
clf.fit(tr.X, tr.Y)

# Compute predictions on a test set
y_pred = clf.predict (ts.X)

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: {:.2%}".format (acc))

Accuracy on test set: 99.00%

Crafting the Adversarial Examples

Now that the model is trained, we can prepare the attacks against it. We are going to create adversarial examples using
attacks from the Foolbox library:

[Foolbox] Rauber, Jonas and Brendel, Wieland and Bethge, Matthias Foolbox: A Python toolbox to
benchmark the robustness of machine learning models. Reliable Machine Learning in the Wild Workshop,
34th International Conference on Machine Learning arXiv:1706.06083 [cs, stat]. 2017

To use the attacks from Foolbox in SecML, one can:
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* use the specific classes defined within our library, which wrap directly an attack class of Foolbox. These classes
define the objective function for each attack

* for new attacks classes and attacks that don’t have an objective function, e.g., black-box attacks, we can use the
generic class wrapper, which takes as input the Foolbox attack class with its initialization parameters.

In this notebook, we show the use of the following attacks:
 with specific wrapper included in our library

[PGD] Madry A, Makelov A, Schmidt L, Tsipras D, Vladu A. Towards Deep Learning Models Re-
sistant to Adversarial Attacks. arXiv:1706.06083 [cs, stat] [Internet]. 2017

[CW] Carlini N, Wagner D. Towards Evaluating the Robustness of Neural Networks.
arXiv:1608.04644 [cs] [Internet]. 2016

 with the generic wrapper
[Salt-and-Pepper] Wikipedia, Salt-and-pepper noise.

We can specify the starting point for the attacks. The selected point belongs to the class 1, which is in the lower
right-corner of the 2D plane. Finally, we bound the features in the interval ‘[0, 1].

x0, v0 = ts[1l, :]1.X, ts[l, :]1.Y # Initial sample
1b, ub = 0.0, 1.0 # Bounds of the attack space

Projected Gradient Descent (L2)

The first attack we are using against our classifier is the Projected Gradient Descent algoritmh with a L2 perturbation,
which is wrapped with the SecML class CFoolboxPGDL2.

Projected Gradient Descent is a technique that finds an adversarial example that satisfies a norm constraint.

Here we choose a maximum perturbation of 0.2 from the initial point and we run an error-generic attack for 100 steps.

steps = 100 # Number of iterations

epsilon = 0.2 # Maximum perturbation

y_target = None # None if ‘error—-generic', the label of the target class for ‘error-—
—specific’

from secml.adv.attacks.evasion import CFoolboxPGDL2

pagd_attack = CFoolboxPGDL2 (clf, y_target,
lb=1b, ub=ub,
epsilons=epsilon,
abs_stepsize=0.01,
steps=steps,
random_start=False)

= pgd_attack.run (x0, yO0)

y_pred, _, adv_ds_pgd,

print ("Original x0 label: ", yO.item())
print ("Adversarial example label (PGD-L2): ", y_pred.item())

print ("Number of classifier function evaluations: "
""" format (pgd_attack.f_eval))

print ("Number of classifier gradient evaluations: "
"" . format (pgd_attack.grad_eval))

Original x0 label: 1
Adversarial example label (PGD-L2): 2

(continues on next page)
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Number of classifier function evaluations: 101
Number of classifier gradient evaluations: 100

As we see, the point has been wrongly classified by our model, exactly as we wanted.

We report the number of function evaluations and gradient evaluations that represent respectively how many times the
methods for predictions and gradient are executed during the attack. The corresponding values depends on the number
of steps the attack performs and on how the attack algorithm is defined.

We can also visualize the path that adversarial example took along the iterations, together with the objective function
of the attack.

from secml.figure import CFigure
# Only required for visualization in notebooks
$matplotlib inline

fig = CFigure (width=10, height=8, markersize=12)

# Replicate the '12° constraint used by the attack for visualization

from secml.optim.constraints import CConstraintL2

constraint = CConstraintL2 (center=x0, radius=epsilon)

# Plot the attack objective function

fig.sp.plot_fun(pgd_attack.objective_function, plot_levels=False,
multipoint=True, n_grid_points=200)

# Plot the decision boundaries of the classifier

fig.sp.plot_decision_regions(clf, plot_background=False, n_grid_points=200)

# Construct an array with the original point and the adversarial example
adv_path_pgd = x0.append (adv_ds_pgd.X, axis=0)

# Function for plotting the optimization sequence
fig.sp.plot_path(pgd_attack.x_seq)

# Function for plotting a constraint
fig.sp.plot_constraint (constraint)

fig.sp.title(pgd_attack.class_type)

fig.show ()
fig.sp.grid(grid_on=False)

print ("Initial point: ".format (adv_path_pgd[0, :]1))
print ("Adversarial point: " . format (adv_path_pgd[l, :1))
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e-foolbox-pgd-12
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Initial point: CArray ([[0.724797 0.479851]11)
Adversarial point: CArray ([[0.743075 0.67901411)

We can see how the initial point (red hexagon) has been perturbed in the feature space, and that our model classifies
the final point as belonging to another class (green star).

Carlini-Wagner Attack

The next attack we are showing is the Carlini & Wagner L2 attack. Carlini & Wagner attacks aim to find the smallest
possible adversarial perturbation that causes a misclassification with a given confidence from the classifier.

This time we will run a targeted attack, sending the point to the leftmost decision region (y = 0).

0 # target class
stepsize = 0.05
steps = 100

from secml.adv.attacks.evasion import CFoolboxL2CarliniWagner
cw_attack = CFoolboxL2CarliniWagner (clf, y_target,
1lb=1b, ub=ub,
steps=steps,
binary_search_steps=9,

(continues on next page)
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stepsize=stepsize,
abort_early=False)
y_pred, _, adv_ds_cw, _ = cw_attack.run(x0, yO0)

print ("Original x0 label: ", yO.item())

print ("Adversarial example label (CW-L2): ", y_pred.item())

print ("Number of classifier function evaluations: A
"" format (cw_attack.f_eval))

print ("Number of classifier gradient evaluations: {:}"
""" format (cw_attack.grad_eval))

from secml.figure import CFigure

# Only required for visualization in notebooks
tmatplotlib inline

fig = CFigure (width=10, height=8, markersize=12)

# Plot the attack objective function

fig.sp.plot_fun(cw_attack.objective_function, plot_levels=False,
multipoint=True, n_grid_points=200)

# Plot the decision boundaries of the classifier

fig.sp.plot_decision_regions(clf, plot_background=False, n_grid_points=200)

# Construct an array with the original point and the adversarial example
adv_path_cw = x0.append(adv_ds_cw.X, axis=0)

# Function for plotting the optimization sequence
fig.sp.plot_path(cw_attack.x_seq)

fig.sp.title(cw_attack.class_type)

fig.show ()
fig.sp.grid(grid_on=False)

print ("Initial point: {}".format (adv_path_cw[0, :]))
print ("Adversarial point: {}".format (adv_path_cw[1l, :]))

Original x0 label: 1

Adversarial example label (CW-L2): 0

Number of classifier function evaluations: 901
Number of classifier gradient evaluations: 900
Initial point: CArray ([[0.724797 0.479851]11])
Adversarial point: CArray([[0.575826 0.4913 11])
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Using the generic wrapper

If we want to execute a Foolbox attack that is not directly implemented in SecML, we can use the generic wrapper.
Here we show how to use the generic wrapper to execute on SecML the Salt-and-Pepper noise attack implemented in
Foolbox.

Salt and Pepper noise (usually applied to images), perturbs an increasing number of feature values bringing them to
the limits of the feature space, until the sample is misclassified.

It is indeed a “black-box” attack, i.e., the gradient of the classifier is not evaluated while performing the attack.

: # set the random state of torch in order to ensure the same

# result, as Salt and Pepper attack exploits randomness
import torch
torch.manual_seed (0)

y_target = None

from secml.adv.attacks.evasion import CAttackEvasionFoolbox
from foolbox.attacks.saltandpepper import SaltAndPepperNoiseAttack

# create the attack

(continues on next page)
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sp_attack = CAttackEvasionFoolbox(clf, y_target,

y_pred,

1lb=1b, ub=ub,

(continued from previous page)

fb_attack_class=SaltAndPepperNoiseAttack,

epsilons=None,
steps=15,
across_channels=False)

_, adv_ds_sp, = sp_attack.run (x0, yO0)

print ("Original x0 label: ", yO.item())
print ("Adversarial example label (Salt & Pepper): ", y_pred.item())

print ("Number of classifier function evaluations: {:}"

""" format (sp_attack.f_eval))

print ("Number of classifier gradient evaluations: {:}"

""" format (sp_attack.grad_eval))

from secml.figure import CFigure

# Only required for visualization in notebooks
tmatplotlib inline

fig

CFigure (width=16, height=8, markersize=12)

# Plot the decision boundaries of the classifier
fig.subplot (1,2,1)
fig.sp.plot_decision_regions(clf, plot_background=True,

n_grid_points=200)

# Function for plotting the optimization sequence
fig.sp.plot_path(sp_attack.x_seq, path_color='green')
fig.sp.scatter (adv_ds_sp.X[0, 0], adv_ds_sp.X[0, 1])
fig.sp.text (x=adv_ds_sp.X[0, 0].item() + 0.03,

y=adv_ds_sp.X[0, 1].item() - 0.1,
s="adversarial point\nreturned by the attack",
backgroundcolor="white"')

fig.sp.title(sp_attack.class_type)

# classifier's output along the path

true_labels=torch.empty (sp_attack.x_seq.shapel0],

preds,

path_distance = (sp_attack.x_seqg - x0) .norm_2d(order=2, axis=1).ravel()

dtype=torch.long) .fill_(yO.item())

scores = clf.predict (sp_attack.x_seq, return_decision_function=True)
# norm of perturbation along the path

best_step = (sp_attack.x_seq - adv_ds_sp.X) .abs().sum(axis=-1)
best_step = best_step.argmin ()

fig.subplot (1,2,2)
fig.sp.title("Classifier's outputs along the adversarial path")
fig.sp.plot (preds, color='r',
label="output class (y_true = {})'.format (y0.item()))
fig.sp.plot (path_distance, color='b', label='norm of perturbation')
fig.sp.scatter (best_step, preds|[best_step], c="'r'")
fig.sp.scatter (best_step, path_distance[best_step], c='b")
fig.sp.legend()
fig.show ()
(continues on next page)
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fig.sp.grid(grid_on=False)

print ("Initial point: {}".format (x0))
print ("Adversarial point: {}".format (adv_ds_sp.X))

Original x0 label: 1

Adversarial example label (Salt & Pepper): 2
Number of classifier function evaluations: 17
Number of classifier gradient evaluations: 0
Initial point: CArray ([[0.724797 0.479851]1])

Adversarial point: CArray ([[0.724797 1. 11
e-foolbox Classifier's outputs along the adversarial path
1.0 ‘ 2004 — output class (y_true = 1)
‘ adversarial point — norm of perturbation
returned by the attack
175
0.8
1.50 4
125
0.6
1.00
0.4
0.75 1
0.50 1
0.2
0.25 1
0.0 0.00 A
0.0 02 04 06 08 10 0 2 a 6 8 10 12 14

We can see that the number of gradient evaluations is zero, as expected. The attack is perturbing one feature at a time,
by bringing them to the maximum or minimum value, until the sample is misclassified. From the plot in the right
side, we can see that the best point returned (marked with the dots) is the one that causes a misclassification with the
minimum L2 distance from the clean input x0.

Crafting Adversarial Example on the MNIST Dataset

We can now use the Foolbox attacks to create adversarial examples against a convolutional neural network trained on
the MNIST dataset.

We first load the MNIST dataset, and the pre-trained model from the model zoo.

n_ts = 1000 # number of testing set samples

# Load MNIST Dataset

from secml.data.loader import CDataloaderMNIST

digits = (1, 5, 9)

loader = CDatalLoaderMNIST ()

tr = loader.load('training', digits=digits)

ts = loader.load('testing', digits=digits, num_samples=n_ts)

(continues on next page)

72 Chapter 4. Available extra components



[12]:

SecML, Release 0.15.dev0+fd905aa

# Normalize the data
tr.X /= 255
ts.X /= 255

$%capture —--no-stderr --no-display
# NBVAL IGNORE_OUTPUT

# Load pre-trained model
from secml.model_ zoo import load_model
clf = load_model ('mnistl159-cnn')

#Select dataset for the attack
attack_ds = ts[:6, :]

We can use this model to classify the digits and show the accuracy.

labels = clf.predict (ts.X, return_decision_function=False)
from secml.ml.peval.metrics import CMetric

metric = CMetric.create('accuracy')

acc = metric.performance_score(ts.Y, labels)

print ("Model Accuracy: ".format (acc))

Model Accuracy: 0.997

(continued from previous page)

Now we can craft adversarial example using the attacks previously introduced and display them as images, to see the

results obtained by different attacks.

y_target = None

steps = 100

epsilon = 2.6

pgd_attack = CFoolboxPGDL2 (clf, y_target,
1lb=1b, ub=ub,
epsilons=epsilon,
abs_stepsize=0.1,
steps=steps,
random_start=False)

print ("PGD-L2 Attack started...")
y_pred_pgd, _, adv_ds_pgd, _ = pgd_attack.run(attack_ds.X,
print ("PGD-L2 Attack complete!™")

PGD-L2 Attack started...
PGD-L2 Attack complete!

y_target = None

steps = 100

stepsize= 0.03

cw_attack = CFoolboxL2CarliniWagner (clf, y_target,
1b=1b, ub=ub,
steps=steps,
binary_search_steps=9,
stepsize=stepsize,
abort_early=False)

print ("CW-L2 Attack started...")

(continues on next page)
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y_pred_cw, _, adv_ds_cw, _ = cw_attack.run(attack_ds.X, attack_ds.Y)
print ("CW-L2 Attack complete!")

CW-L2 Attack started...
CW-L2 Attack complete!

y_target = None

sp_attack = CAttackEvasionFoolbox (clf, y_target,
1lb=1b, ub=ub,
fb_attack_class=SaltAndPepperNoiseAttack,
epsilons None)

print ("Salt and Pepper Attack started...")
y_pred_sp, _, adv_ds_sp, _ = sp_attack.run(attack_ds.X, attack_ds.Y)
print ("Salt and Pepper Attack complete!")

Salt and Pepper Attack started...
Salt and Pepper Attack complete!

Finally, we display both the original and the adversarial digits along with their labels.

from secml.figure import CFigure
# Only required for visualization in notebooks
$matplotlib inline

# Function to plot the MNIST dataset
def show_digits(samples, preds, labels, digs, title):
samples samples.atleast_2d()
n_display = samples.shape[0]
fig = CFigure (width=10, height=3)
fig.title("{}".format (title))
for idx in range(n_display):
fig.subplot (1, n_display, idx+1)
fig.sp.xticks ([])
fig.sp.yticks ([])
fig.sp.imshow (samples[idx, :].reshape((28, 28)), cmap='gray')
fig.sp.title (" ({})".format (digits[labels[idx].item()], digs[preds[idx].
—item()]),

color=("green" if labels[idx].item()==preds[idx].item() else "red
;}"))

fig.show ()

show_digits (attack_ds.X[:, :], clf.predict(attack_ds.X[:, :]), attack_ds.Y[:,
—digits, "Original Digits")

show_digits (adv_ds_pgd.X[:, :], clf.predict (adv_ds_pgd.X[:, :]), adv_ds_pgd.Y[:, :1,.
—digits, "PGD Adversarial Examples")

show_digits(adv_ds_cw.X[:, :], clf.predict(adv_ds_cw.X[:, :]), adv_ds_cw.Y[:,
—digits, "CW Adversarial Examples")

show_digits(adv_ds_sp.X[:, :], clf.predict(adv_ds_sp.X[:, :]1), adv_ds_sp.Y[:,
—digits, "Salt and Pepper Adversarial Examples")

1,0

Sl

1,0
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4.7.3 Explaining Machine Learning

Interpretability of Machine Learning models has recently become a relevant research direction to more thoroughly
address and mitigate the issues of adversarial examples and to better understand the potential flows of the most recent
algorithm such as Deep Neural Networks.

In this tutorial, we explore different methods that SecML provides to compute post-hoc explanations, which consist on
analyzing a trained model to understand which components such as features or training prototypes are more relevant
during the decision (classification) phase.

: %$%capture —--no-stderr --no-display

# NBVAL_IGNORE_OUTPUT

1255378
import secml
except ImportError:
$pip install git+https://gitlab.com/secml/secml

Feature-based explanations

Feature-based explanation methods assign a value to each feature of an input sample depending on how relevant it is
towards the classification decision. These relevance values are often called attributions.

In this tutorial, we are going to test the following gradient-based explanation methods:
* Gradient

[baehrens2010explain] D. Baehrens, T. Schroeter, S. Harmeling, M. Kawanabe, K. Hansen, K.-
R.Muller, “How to explain individual classification decisions”, in: J. Mach. Learn. Res. 11 (2010)
1803-1831

¢ Gradient * Input

[shrikumar2016not] A. Shrikumar, P. Greenside, A. Shcherbina, A. Kundaje, “Not just a blackbox:
Learning important features through propagating activation differences”, 2016 arXiv:1605.01713.

[melis2018explaining] M. Melis, D. Maiorca, B. Biggio, G. Giacinto and F. Roli, “Explaining Black-
box Android Malware Detection,” 2018 26th European Signal Processing Conference (EUSIPCO),
Rome, 2018, pp. 524-528.

* Integrated Gradients

[sundararajan2017axiomatic] Sundararajan, Mukund, Ankur Taly, and Qiqi Yan. “Axiomatic Attri-
bution for Deep Networks.” Proceedings of the 34th International Conference on Machine Learning,
Volume 70, JMLR. org, 2017, pp. 3319-3328.
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Training of the classifier

First, we load the MNIST dataset and we train an SVM classifier with RBF kernel.

random_state = 999

n_tr = 500 # Number of training set samples
n_ts = 500 # Number of test set samples

from secml.data.loader import CDataloaderMNIST
loader = CDhatalLoaderMNIST ()

tr = loader.load('training', num_samples=n_tr)
ts = loader.load('testing', num_samples=n_ts)

# Normalize the features in [0, 1]°
tr.X /= 255
ts.X /= 255

from secml.ml.classifiers.multiclass import CClassifierMulticlassOVA
from secml.ml.classifiers import CClassifierSVvM
from secml.ml.kernels import CKernelRBF

clf = CClassifierMulticlassOVA( CClassifierSVM, kernel=CKernelRBF (gamma=le-2))

print ("Training of classifier...")
clf.fit(tr.X, tr.Y)

# Compute predictions on a test set
y_pred = clf.predict (ts.X)

# Metric to use for performance evaluation
from secml.ml.peval.metrics import CMetricAccuracy
metric = CMetricAccuracy ()

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: {:.2%}".format (acc))

Training of classifier...
Accuracy on test set: 83.80%

Compute the explanations

The secml.explanation package provides different explanation methods as subclasses of CExplainer. Each
explainer requires as input a trained classifier.

To compute the explanation on a sample, the .explain () method should be used. For gradient-based methods, the
label y of the class wrt the explanation should be computed is required.

The .explain () method will return the relevance value associated to each feature of the input sample.

from secml.explanation import \
CExplainerGradient, CExplainerGradientInput, CExplainerIntegratedGradients

explainers = (
(continues on next page)
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'exp': CExplainerGradient (clf), # Gradient
'label': 'Gradient'

'exp': CExplainerGradientInput (clf), # Gradient x* Input
'label': 'GradxInput'

'exp': CExplainerIntegratedGradients(clf), # Integrated Gradients

'label': 'Int. Grads'
b
)
i = 123 # Test sample on which explanations should be computed
x, y = ts[i, :]1.X, ts[i, :].Y
print ("Explanations for sample (true class: )" .format (i, y.item()))

from secml.array import CArray
for expl in explainers:

print ("Computing explanations using ' "o " format (
expl['exp'].__class__.__name__))

# Compute explanations (attributions) wrt each class
attr = CArray.empty (shape=(tr.num_classes, x.size))
for ¢ in tr.classes:

attr_c = expl['exp'].explain(x, y=c)
attr([c, :] = attr_c
expl['attr'] = attr

Explanations for sample 123 (true class: 6)

Computing explanations using 'CExplainerGradient'...

Computing explanations using 'CExplainerGradientInput'...
Computing explanations using 'CExplainerIntegratedGradients'...

Visualize results

We now visualize the explanations computed using the different methods, in rows. In columns, we show the explana-
tions wrt each different class.

Above the original tested sample, its true class label is shown.

Red (blue) pixels denote positive (negative) relevance of the corresponding feature wrt the specific class.

from secml.figure import CFigure
# Only required for visualization in notebooks
smatplotlib inline

fig = CFigure (height=4.5, width=14, fontsize=13)
(continues on next page)
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for i, expl in enumerate (explainers) :
sp_idx = 1 % (tr.num_classes+1l)
# Original image

fig.subplot (len(explainers), tr.num_classes+l, sp_idx+1)
fig.sp.imshow (x.reshape ((tr.header.img_h, tr.header.img_w)), cmap='gray')

if 1 == 0: # For the first row only
fig.sp.title("Origin y: " format (y.item()))
fig.sp.ylabel (expl['label']) # Label of the explainer

fig.sp.yticks([])
fig.sp.xticks ([])

# Threshold to plot positive and negative relevance values symmetrically
th = max(abs(expl['attr'].min()), abs(expl['attr'].max()))

# Plot explanations
for ¢ in tr.classes:

fig.subplot (len(explainers), tr.num_classes+l, sp_idx+2+c)
fig.sp.imshow (expl['attr'] [c, :].reshape((tr.header.img_h, tr.header.img w)),
cmap="seismic', vmin=-1xth, wvmax=th)

fig.sp.yticks ([])
fig.sp.xticks ([])

if i == 0: # For the first row only
fig.sp.title("c: ".format (c))

fig.title ("Explanations", x=0.55)
fig.tight_layout (rect=[0, 0.003, 1, 0.94])

fig.show ()
Explanations
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For both gradient*input and integrated gradients methods we can observe a well defined area of positive (red)
relevance for the explanation computed wrt the digit 6. This is expected as the true class of the tested sample is in
fact 6. Moreover, a non-zero relevance value is mainly assigned to the features which are present in the tested sample,
which is an expected behavior of these explanation methods.

Conversely, the gradient method assigns relevance to a wider area of the image, even external to the actual digit.
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This leads to explanations which are in many cases difficult to interpret. For this reason, more advanced explanation
methods are often favored.

Prototype-based explanation

Prototype-based explanation methods select specifc samples from the training dataset to explain the behavior of ma-
chine learning models.

In this tutorial, we are going to test the explanation method proposed in:

[koh2017understanding] Koh, Pang Wei, and Percy Liang, “Understanding black-box predictions via
influence functions”, in: Proceedings of the 34th International Conference on Machine Learning-Volume
70. JMLR. org, 2017.

Training of the classifier
As our implementation of the prototype-based explanation methods currently only supports binary classifiers, we load

the 2-classes MNIST59 dataset and then we train a SVM classifier with RBF kernel.

n_tr = 100 # Number of training set samples
n_ts = 500 # Number of test set samples

digits = (5, 9)
loader = CDatalLoaderMNIST ()

tr = loader.load('training', digits=digits, num_samples=n_tr)
ts loader.load('testing', digits=digits, num_samples=n_ts)

# Normalize the features in [0, 1]°
tr.X /= 255
ts.X /= 255

clf = CClassifierSVM (kernel=CKernelRBF (gamma=1le-2))

print ("Training of classifier...")
clf.fit(tr.X, tr.Y)

# Compute predictions on a test set
y_pred = clf.predict (ts.X)

# Metric to use for performance evaluation
metric = CMetricAccuracy ()

# Evaluate the accuracy of the classifier
acc = metric.performance_score (y_true=ts.Y, y_pred=y_pred)

print ("Accuracy on test set: ".format (acc))

Training of classifier...
Accuracy on test set: 96.20%

80 Chapter 4. Available extra components


https://arxiv.org/pdf/1703.04730

SecML, Release 0.15.dev0+fd905aa

Compute the influential training prototypes

The CExplainerInfluenceFunctions class provides the influence functions prototype-based method de-
scribed previously. It requires as input the classifier to explain and its training set. It also requires the identifier
of the loss used to train the classier. In the case of SVM, it is the hinge loss.

To compute the influence of each training sample wrt the test samples, the .explain () method should be used.

from secml.explanation import CExplainerInfluenceFunctions

explanation = CExplainerInfluenceFunctions (
clf, tr, outer_loss_idx='hinge') # SVM loss is 'hinge'

print ("Computing influence of each training prototype on test samples...")
infl = explanation.explain(ts.X, ts.Y)

print ("Done.")

Computing influence of each training prototype on test samples...
Done.

Visualize results

We now visualize, wrt each class, the 3 most influential training prototypes for two different test samples. Above each
training sample, the influence value is shown.

In addition, above the original tested samples, the true class label is shown.

fig = CFigure (height=3.5, width=9, fontsize=13)
n_xc = 3 # Number of tr prototypes to plot per class
ts_list = (50, 100) # Test samples to evaluate
infl_argsort = infl.argsort (axis=1) # Sort influence values
for i, ts_idx in enumerate(ts_list):
sp_idx = i * (n_xcxtr.num_classes+l)
X, y = ts[ts_idx, :].X, ts[ts_idx, :].Y
# Original image
fig.subplot (len(ts_list), n_xc*tr.num_classes+l, sp_idx+1)
fig.sp.imshow (x.reshape ((tr.header.img_h, tr.header.img_w)), cmap='gray')

fig.sp.title ("Origin y: ".format (ts.header.y_original[y.item()]))

fig.sp.yticks ([])
fig.sp.xticks ([])

tr_top = infl_argsort[ts_idx, :n_xc]
tr_top tr_top.append(infl_argsort|[ts_idx, -n_xc:])

# Plot top influential training prototypes
for j, tr_idx in enumerate(tr_top):
(continues on next page)

4.7. Copyright 81



SecML, Release 0.15.dev0+fd905aa

(continued from previous page)
fig.subplot (len(ts_list), n_xc*tr.num_classes+l, sp_idx+2+73)
fig.sp.imshow (tr.X[tr_idx, :].reshape((tr.header.img_h, tr.header.img_w)),

—cmap="gray')

fig.sp.title (" " format (infl[ts_idx, tr_idx].item()))

fig.sp.yticks ([])
fig.sp.xticks ([1])

fig.title("Top influential training prototypes", x=0.57)
fig.tight_layout (rect=[0, 0.003, 1, 0.92])

fig.show ()
Top influential training prototypes
Origin y: 5 -5.39 -5.37 -5.19
origin y: 9

9l c]s]s]s]17]a

For both the tested samples we can observe a direct correspondence between the most influencial training prototypes
and their true class. Specifically, the samples having highest (lowest) influence values are (are not) from the same true
class of the tested samples.

4.7.4 Applications
Evasion Attacks on ImageNet (Computer Vision)

We show here how to run different evasion attacks against ResNet-18, a DNN pretrained on ImageNet. This notebook
enables running also CleverHans attacks (implemented in TensorFlow) against PyTorch models.

We aim to have the image of a race car misclassified as a tiger, using the ¢5-norm targeted implementations of the
Carlini-Wagner (CW) attack (from CleverHans), and of our PGD attack.

We also consider a variant of our PGD attack, referred to as PGD-patch, where we restrict the attacker to only change
the pixels of the image corresponding to the license plate, using a box constraint (see Melis et al., Is Deep Learning

Safe for Robot Vision? Adversarial Examples against the iCub Humanoid, ICCVW ViPAR 2017, https://arxiv.org/abs/
1708.06939).

Warning

Requires installation of the pytorch extra dependency. See extra components for more information.
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$%capture —--no-stderr --no-display
# NBVAIL_IGNORE_OUTPUT

try:
import secml
import torch
except ImportError:
$pip install git+https://gitlab.com/secml/secml#egg=secml [pytorch]

Load data

We start by loading the pre-trained ResNetl18 model from torchvision, and we pass it to the SecML wrapper.
Then, we load the ImageNet labels.

# NBVAI_IGNORE_OUTPUT
from torchvision import models

# Download and cache pretrained model from PyTorch model zoo
model = models.resnetl8 (pretrained=True)

import io

import numpy as np
import requests
import torch

from secml.ml.classifiers import CClassifierPyTorch
from secml.ml.features import CNormalizerMeanStd

# Set random seed for pytorch and numpy
np.random. seed (0)
torch.manual_seed (0)

# imagenet normalization
normalizer = CNormalizerMeanStd (mean=(0.485, 0.456, 0.406),
std=(0.229, 0.224, 0.225))

# wrap the model, including the normalizer

clf = CClassifierPyTorch (model=model,
input_shape=(3, 224, 224),
softmax_outputs=False,
preprocess=normalizer,
random_state=0,
pretrained=True)

# load the imagenet labels
import json

imagenet_labels_path = "https://raw.githubusercontent.com/" \
"anishathalye/imagenet-simple—labels/" \
"master/imagenet-simple-labels. json"

r = requests.get (imagenet_labels_path)

labels = json.load(io.StringIO(r.text))

We load the image of a race car that we would like to have misclassified as a tiger and we show it, along with the
classifier prediction.
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import numpy as np
from PIL import Image
from torchvision import transforms

from secml.array import CArray

transform = transforms.Compose ([
transforms.Resize (256),
transforms.CenterCrop (224),
transforms.ToTensor (),

1)

img_path = "https://images.pexels.com/photos/589782/pexels—photo-589782. jpeg"\
"?cs=srgb&dl=car-mitshubishi-race-rally-589782. jpg&fm=jpg"

r = requests.get (img_path)

img = Image.open(io.BytesIO(r.content))

# apply transform from torchvision
img = transform(img)

# transform the image into a vector
img = torch.unsqueeze (img, 0).view(-1)
img = CArray (img.numpy ())

# get the classifier prediction
preds = clf.predict (img)
pred_class = preds.item()
pred_label = labels[pred_class]

# create a function to show images
def plot_img(f, x, label):
X = np.transpose (x.tondarray () .reshape ((3, 224, 224)), (1, 2, 0))
f.sp.title (label)
f.sp.imshow (x)
return f

# show the original image

from secml.figure import CFigure

# Only required for visualization in notebooks
smatplotlib inline

fig = CFigure (height=4, width=4, fontsize=14)
plot_img(fig, img, label=pred_label)
fig.show ()
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Run the attack

We should create the attack class that we will use to compute the attack. Changing the value of the variable
attack_type, you can choose between three different attacks: CW, PGD, and PGD-patch.

Note that the PGD-patch attack may take some time to run depending on the machine.

attack_type = 'PGD-patch'
# attack_type = 'PGD'
# attack _type = 'CW'

To perform a PGD-pat ch attack that only manipulates the license plate in our car image, we need to define a proper
box constraint along with its upper and lower bounds. To this end, we create the following function:

: def define_lb_ub(image, x_low_b, x_up_b, y_low_b, y_up_b, low_b, up_b, n_channels=3):

# reshape the img (it is stored as a flat vector)
image = image.tondarray () .reshape ((3, 224, 224))

# assign to the lower and upper bound the same values of the image pixels
low_b_patch = deepcopy (image)
up_b_patch = deepcopy (image)

# for each image channel, set the lower bound of the pixels in the

# region defined by x _low b, x up b, y_low b, y_up b equal to 1b and
# the upper bound equal to up in this way the attacker will be able
# to modify only the pixels in this region.

for ch in range (n_channels):

low_b_patch[ch, x_low_b:x_up_b, y_low_b:y_up_b] = low_b
up_b_patch([ch, x_low_b:x up_b, y_low b:y_up_b] = up_b
return CArray (np.ravel (low_b_patch)), CArray(np.ravel (up_b_patch))

We instantiate and run the attack, and show the resulting adversarial image along with its explanations, computed via
integrated gradients.
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[7]: from copy import deepcopy
from cleverhans.attacks import CarliniWagnerL2

from secml.adv.attacks import CAttackEvasion
from secml.explanation import CExplainerIntegratedGradients

1b = 0
ub = 1
target_idx = 292 # tiger

attack_id = "'
attack_params = {}
if attack_type == "CW":
attack_1id = 'e-cleverhans'
attack_params = {'max_iterations': 50, 'learning_rate': 0.005,
'binary_search_steps': 1, 'confidence': le6,
'abort_early': False, 'initial const': 0.4,
'n_feats': 150528, 'n_classes': 1000,
'y_target': target_idx,
'clip_min': 1lb, 'clip_max': ub,
'clvh_attack_class': CarliniWagnerL2}
if attack_type == 'PGD':
attack_id = 'e-pgd'
solver_params = {
'eta': le-2,
'max_iter': 50,
'eps': le-6}
attack_params = {'double_init': False,
'distance': '12°',
'dmax': 1.875227,
'1b': 1lb,
'ub': ub,
'y_target': target_idx,
'solver_params': solver_params}
if attack_type == 'PGD-patch':
attack_id = 'e-pgd'

# create the mask that we will use to allows the attack to modify only
# a restricted region of the image
x_1b = 140; x_ub = 160; y_1lb = 10; y_ub = 80
dmax_patch = 5000
1b_patch, ub_patch = define_lb_ub(
img, x_1b, x_ub, y_1lb, y_ub, 1lb,ub, n_channels=3)

solver_params = {
'eta': 0.8,
'max_iter': 50,

'eps': le-6}

attack_params = {'double_init': False,
'distance': '12°',
'dmax': dmax_patch,
'lb': 1lb_patch,
'ub': ub_patch,
'y_target': target_idx,

(continues on next page)
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'solver_params': solver_params}

attack = CAttackEvasion.create (
attack_id,
clf,
~+~attack_params)

# run the attack
eva_y_pred, _, eva_adv_ds, _ = attack.run(img, pred_class)
adv_img = eva_adv_ds.X[0, :]

# get the classifier prediction
advx_pred = clf.predict (adv_img)
advx_label_idx = advx_pred.item()
adv_pred_label = labels[advx_label_idx]

We compute the explanations for the adversarial image with respect to the target class and visualize the attack results.
See the Explainable Machine Learning tutorial for more information.

# compute the explanations w.r.t. the target class
explainer = CExplainerIntegratedGradients (clf)
expl = explainer.explain(adv_img, y=target_idx, m=750)

fig = CFigure (height=4, width=20, fontsize=14)

fig.subplot (1, 4, 1)
# plot the original image
fig = plot_img(fig, img, label=pred_label)

# compute the adversarial perturbation
adv_noise = adv_img - img

# normalize perturbation for visualization
diff_img = img - adv_img

diff_img -= diff_img.min ()

diff_img /= diff_img.max ()

# plot the adversarial perturbation
fig.subplot (1, 4, 2)
fig = plot_img(fig, diff_img, label='adversarial perturbation')

fig.subplot (1, 4, 3)
# plot the adversarial image
fig = plot_img(fig, adv_img, label=adv_pred_label)

fig.subplot (1, 4, 4)

expl = np.transpose (expl.tondarray () .reshape((3, 224, 224)), (1, 2, 0))
r = np.fabs(expl[:, :, 0])
g = np.fabs(expl[:, :, 1])
b = np.fabs(expl[:, :, 2])

# Calculate the maximum error for each pixel
expl = np.maximum(np.maximum(r, g), b)
fig.sp.title('explanations')

fig.sp.imshow (expl, cmap='seismic')

(continues on next page)
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fig.show ()
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Visualize and check the attack optimization

To check if the attack has properly converged to a good local minimum, we plot how the loss and the predicted
confidence values of the target (solid line) and true class (dotted line) change across the attack iterations.

from secml.ml.classifiers.loss import CSoftmax
from secml.ml.features.normalization import CNormalizerMinMax

n_iter = attack.x_seqg.shape[0]
itrs = CArray.arange (n_iter)

# create a plot that shows the loss and the confidence during the attack iterations
# note that the loss is not available for all attacks
fig = CFigure (width=10, height=4, fontsize=14, linewidth=2)

# apply a linear scaling to have the loss in [0,1]
loss = attack.f_seq
if loss is not None:
loss = CNormalizerMinMax () .fit_transform(CArray(loss).T) .ravel ()
fig.subplot (1, 2, 1)
fig.sp.xlabel ('iteration')
fig.sp.ylabel ('loss"')
fig.sp.plot (itrs, loss, c='black')

# classify all the points in the attack path
scores = clf.predict (attack.x_seq, return_decision_function=True) [1]

# we apply the softmax to the score to have value in [0,1]
scores = CSoftmax () .softmax (scores)

fig.subplot (1, 2, 2)

fig.sp.xlabel ('iteration')

fig.sp.ylabel ('confidence')

fig.sp.plot (itrs, scores|[:, pred_class], linestyle='—--', c='black')
fig.sp.plot (itrs, scores[:, target_idx], c='black")

fig.tight_layout ()
fig.show ()
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Android Malware Detection

Machine Learning (ML) systems are nowadays being extensively used as the core components of many systems,
including malware detectors. Despite the impressive performances reported by such systems on benchmark datasets,
the problem of detection in the wild is still far from being solved. In fact, many of these algorithms were not designed
to cope with Adversarial Examples.

In this tutorial, we show how to use SecML to build, explain, attack and evaluate the security of a malware detector
for Android applications, based on a linear Support Vector Machine (SVM), a common choice for this task given its
performance and the interpretability of its decisions.

$%capture —--no-stderr --no-display
# NBVAIL_IGNORE_OUTPUT

try:
import secml
except ImportError:
Spip install git+https://gitlab.com/secml/secml

We start by loading a toy dataset of Android applications, named DrebinRed, consisting of 12,000 benign and 550
malicious samples extracted from the Drebin dataset:

[arp2014drebin] Arp, Daniel, et al. “Drebin: Effective and explainable detection of android malware in
your pocket.” NDSS. Vol. 14. 2014.

See https://www.sec.cs.tu-bs.de/~danarp/drebin/ to obtain the full version.

# NBVAIL_IGNORE_OUTPUT

import re

import secml

from secml import settings

from secml.utils import fm

from secml.utils.download utils import dl_file_gitlab

repo_url = 'https://gitlab.com/secml/secml-zoo0'
file_name = 'drebin-reduced.tar.gz'
file_path 'datasets/DrebinRed/' + file_name

(continues on next page)
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(continued from previous page)

output_dir = fm.join(settings.SECML_DS_DIR, 'drebin-red')
md5_digest = 'ecf87ddedf614dd53b89285c29cflcaf’

ds_path = fm. join (output_dir, file_name)
# The following tries to get the correct dataset for the current library version
if not fm.file_exist (ds_path):
try:
# Try downloading from the branch corresponding to current version
min_version = re.search(r'”"\d+.\d+', secml._ _version__ ) .group (0)
dl_file_gitlab(repo_url, file_path, output_dir,

branch='v' + min_version, md5_digest=md5_digest)

except Exception as e: # Try looking into 'master' branch...
dl_file_gitlab(repo_url, file_path, output_dir, md5_digest=md5_digest)

from secml.utils import pickle_utils
ds = pickle_utils.load(ds_path)
print ("Num. samples: ", ds.num_samples)

n_neg = sum(ds.Y == 0)

n_pos = sum(ds.Y == 1)

print ("Num. benign samples: ", n_neg)
print ("Num. malicious samples: ", n_pos)
print ("Num. features: ", ds.num_features)

Num. samples: 12550

Num. benign samples: 12000
Num. malicious samples: 550
Num. features: 1227080

Training and testing the detector

We train the Support Vector Machine classifier on half the dataset, while using the rest for testing. The performance
on the task of recognizing benign and malicious applications will be reported by means of the Detection Rate @ 2%
False Positive Rate, the F1 score and by plotting the Receiver Operating Characteristic (ROC) curve.

from secml.data.splitter import CTrainTestSplit

tr, ts = CTrainTestSplit (6000, random_state=0) .split (ds)
from secml.ml.classifiers import CClassifierSvM

clf = CClassifierSVM(C=0.1)

print ("Training started...")

clf.fit(tr.X, tr.Y)
print ("Training completed!")

Training started...
Training completed!
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[5]: # Classification of test set and computation of performance metrics
y_pred, score_pred = clf.predict(ts.X, return_decision_function=True)

from secml.ml.peval.metrics import CMetricTPRatFPR, CMetricFl, CRoc
fpr_th = 0.02 # 2% False Positive Rate
dr = CMetricTPRatFPR (fpr=fpr_th) .performance_score(y_true=ts.Y, score=score_pred]|:,

—1].ravel())
print ("Detection rate @ 2% FPR: {:.2%}".format (dr))

—

fl = CMetricF1l () .performance_score (y_true=ts.Y, y_pred=y_pred)
print ("F1l score: {:.2%)}".format (f1))

Detection rate @ 2% FPR: 95.04%
Fl score: 89.09%

[6]: fpr, tpr, _ = CRoc().compute(y_true=ts.Y, score=score_pred[:, 1l].ravel())
from secml.figure import CFigure
# Only required for visualization in notebooks

%matplotlib inline

fig = CFigure (height=4, width=6)

fig.sp.plot_roc(fpr, tpr)

fig.sp._sp.axvline(x=2, «c¢='k', linestyle='—--', zorder=-1)
fig.sp.x1lim (0.5, 20)

fig.sp.ylim (90, 98)

fig.sp.yticks ([90, 92, 94, 96, 981])
fig.sp.yticklabels ([90, 92, 94, 96, 98])

fig.sp.ylabel (r'Detection Rate $(\%)$'")

98
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Explaining the decisions

In this section of the tutorial, we compute the post-hoc explanations for the trained Android malware detector by
analyzing the trained model to understand which components of the applications are more relevant during the decision

(classification) phase.

We use the Gradient * Input gradient-based explanation method, which

suitable to be used in this application example.

implemented by the
CExplainerGradientInput class. Our algorithm is optimized to run on sparse data, which makes it

For each sample, one benign and one malicious, we compute the explanations with respect to the positive (malicious)

class and list the top-10 influential features, along with the corresponding relevance (%).

For further reference see:

[melis2018explaining] M. Melis, D. Maiorca, B. Biggio, G. Giacinto and F. Roli, “Explaining Black-box
Android Malware Detection,” 2018 26th European Signal Processing Conference (EUSIPCO), Rome,

2018, pp. 524-528.
See also: Explaining Machine Learning.

from secml.explanation import CExplainerGradientInput

expl = CExplainerGradientInput (clf)

print ("Computing explanations using ' '".format (expl. c

Computing explanations using 'CExplainerGradientInput'

# Explanations for a benign sample

i = 137
X, y = ts[i, :].X, ts[i, :].Y
print ("Explanations for sample (true class: )" .format (1,

attr = expl.explain(x, y=1)

attr = attr / attr.norm(order=1) # To display values in 0-100

attr_argsort = abs(attr).argsort().ravel()[::-1]
n_plot = 10

for i in attr_argsort[:10]:
print (" \t ".format (attr[i] .item() * 100,

Explanations for sample 137 (true class: 0)
-8.30 reqg_ permissions::android.permission.CALL_PHONE
-6.59 suspicious_calls::android/net/Uri;->toString
5.60 reg_permissions::android.permission.INTERNET
-5.39 wused_permissions::ACCESS_NETWORK_STATE
-5.08 api_calls::android/media/MediaPlayer;->start
-4.24 used_permissions::VIBRATE

-3.65 intent_filters::android.intent.category.LAUNCHER
-3.56 reqg permissions::android.permission.ACCESS_FINE_LOCATION

-3.43 used_permissions::ACCESS_FINE_LOCATION

Saa
ass

name

y.item()))

ds.header.feat_desc[i]))

-2.63 api_calls::android/location/LocationManager; ->getLastKnownLocation

# Explanations for a malware
i =138

(continues on next page)
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(continued from previous page)

print ("Explanations for sample (true class: )" .format (i, y.item()))

attr = expl.explain(x, y=1)
attr attr / attr.norm(order=1) # To display values in 0-100

attr_argsort = abs(attr).argsort () .ravel () [::-1]
n_plot = 10

for i in attr_argsort[:10]:
print (" \t ".format (attr[i] .item() * 100, ds.header.feat_desc[i]))

Explanations for sample 138 (true class: 1)
15.18 suspicious_calls::android/telephony/TelephonyManager; ->getNetworkOperator
12.55 reqg permissions::android.permission.SEND_SMS
8.69 req_ permissions::android.permission.READ_SMS
5.83 reg_permissions::android.permission.INTERNET
5.58 intent_filters::android.intent.action.BOOT_COMPLETED
-4.41 wused_permissions::VIBRATE
3.96 intent_filters::android.intent.category.HOME
-3.80 intent_filters::android.intent.category.LAUNCHER
3.66 receivers::com.google.android.c2dm.C2DMBroadcastReceiver
3.39 reqg _permissions::android.permission.READ_PHONE_STATE

Looking at the first sample, a benign application, we can observe how the majority of the features have a negative
relevance towards the decision, meaning that, for this classifier, are an indication of a benign behavior.

Regarding the second sample, a malicious application, we can observe the opposite, as the majority of the features
have a positive relevance value, meaning that, for this classifier, are an indication of a malicious behavior.

We also observe that more than ~50% of the relevance is assigned to only 10 features in both cases. This highlights a
known behavior of these classifiers, which tend to assign most of the weight to a small set of features, making them
vulnerable to adversarial evasion attacks.

For further reference see:

[demontis2017-tdsc] Demontis, Ambra, et al. “Yes, machine learning can be more secure! a case study
on android malware detection.” IEEE Transactions on Dependable and Secure Computing (2017).

Crafting Adversarial Examples

We now set up a gradient-based maximum-confidence evasion attack to create adversarial examples against the
SVM classifier on which the Android malware detector is based on.

Firstly, we choose the solver parameters. As we are working with boolean features (each can take either O or 1
value), we use a line search grid step eta of 1. Then, we choose 11 as the distance, in order to perform a L1-order
sparse attack, were only one feature is changed (from O to 1 or vice-versa) at each iteration. Finally, as we only want
malicious samples to be classified as benign, we set y_target = 0 to perform a targeted attack.

The lower and the upper bound constraints are critical in this application. To create malware able to fool a classifier,
an attacker may, in theory, both adding and removing features from the original applications. However, in practice,
feature removal is a non-trivial operation that can easily compromise the malicious functionalities of the application
and, generally speaking, only be performed for not-manifest components. Feature addition is a safer operation,
especially when the injected features belong to the manifest; for example, adding permissions does not influence any
existing application functionality.
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Therefore, in this example, to only alow feature addition we set 1b = 'x0' and ub = 1. To also allow feature
removal, one can set 1b = 0.

See also: Evasion Attacks against Machine Learning.

# Attack parameters
params = {
"classifier": clf,
"distance": '11',
"double_init": False,
"l1b": 'x0',
YWy 1,
"attack_classes": 'all',
"y_target": 0,
"solver_params": {'eta': 1, 'eta_min': 1, 'eta_max': None, 'eps': le—-4}

from secml.adv.attacks.evasion import CAttackEvasionPGDLS

evasion = CAttackEvasionPGDLS (**params)

Security Evaluation

To evaluate the robustness of the Android malware detector against increasing number of modified (added) features,
SecML provides a way to easily produce a Security Evaluation Curve, by means of the CSecEval class.

The CSecEval instance will run the evasion attack on the classifier using increasing values of the L1-order perturba-
tion eps.

This process should last around 60 seconds, despite working on over [ million features, using the
CAttackEvasionPGDLS attack, as it is optimized to run on sparse data.

n_mal = 10
# Attack DS
mal_idx = ts.Y.find(ts.Y == 1) [:n_mal]

adv_ds = ts[mal_idx, :]

# Security evaluation parameters

param_name = 'dmax' # This is the ‘eps’ parameter
dmax_start = 0
dmax = 28

dmax_step = 4
from secml.array import CArray

param_values = CArray.arange (
start=dmax_start, step=dmax_step, stop=dmax + dmax_step)

from secml.adv.seceval import CSecEval

sec_eval = CSecEval (
attack=evasion,
param_name=param_name,
param_values=param_values)

print ("Running security evaluation...")
(continues on next page)
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(continued from previous page)
sec_eval.run_sec_eval (adv_ds)
print ("Security evaluation completed!")

Running security evaluation...
Security evaluation completed!

from secml.figure import CFigure
fig CFigure (height=5, width=5)

from secml.ml.peval.metrics import CMetricTHatFPR, CMetricTPRatTH

# Get the ROC threshold at which Detection Rate should be computed

th = CMetricTHatFPR (fpr=fpr_th) .performance_score (y_true=ts.Y, score=score_pred[:, 1].
—ravel ())

# Convenience function for plotting the Security Evaluation Curve
fig.sp.plot_sec_eval (sec_eval.sec_eval_data, metric=CMetricTPRatTH (th=th),

percentage=True, label='SVM', color='green', marker='o')
fig.sp.ylabel (r'Detection Rate $(\%)S$')
fig.sp.xlabel (r"$\varepsilons$")

Security Evaluation Curve
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We can see how this malware detector based on the SVM classifier is vulnerable to adversarial attacks and after
changing less than 10 features half of the malicious samples are incorrectly classified as benign applications. This

known vulnerability has also been highlighted when we listed the top influential features and observed that most of the
relevance is given to a very limited set of features.
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4.7.5 secml.core

CCreator
class secml.core.c_creator.CCreator
Bases: object
The magnificent global superclass.
Attributes
class_type [str] Defines class type.

__super__ [str or None] String with superclass name. Can be None to explicitly NOT support
.create() and .load().

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy/(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(path) Loads object from file.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

property class_type
Defines class type.

copy (self)
Returns a shallow copy of current class.

As shallow copy creates a new instance of current object and then insert in the new object a reference (if
possible) to each attribute of the original object.

classmethod create (class_item=None, *args, **kwargs)
This method creates an instance of a class with given type.

The list of subclasses of calling superclass is looked for any class defining class_item = ‘value’. If found,
the class type is listed.

Also a class instance can be passed as main argument. In this case the class instance is returned as is.

Parameters
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class_item [str or class instance or None, optional] Type of the class to instantiate. If a class
instance of cls is passed, instead, it returns the instance directly. If this is None, an instance
of the classing superclass is created.

args, kwargs [optional arguments] Any other argument for the class to create. If a class
instance is passed as class_item, optional arguments are NOT allowed.

Returns

instance_class [any class] Instance of the class having the given type (class_type) or the
same class instance passed as input.

deepcopy (self)
Returns a deep copy of current class.

As deep copy is time consuming in most cases, can sometimes be acceptable to select a subset of attributes
and assign them to a new instance of the current class using .set_params.

classmethod get_class_from_type (class_type)
Return the class associated with input type.

This will NOT check for classes with duplicated class type. The first class found with matching type will
be returned.

Parameters
class_type [str] Type of the class which will be looked up for.
Returns
class_obj [class] Desired class, if found. This is NOT an instance of the class.

get_params (self)
Returns the dictionary of class hyperparameters.

A hyperparameter is a PUBLIC or READ/WRITE attribute.

get_state (self, **kwargs)
Returns the object state dictionary.

Parameters

**kwargs Arguments to be passed to get_state calls in the hierarchy.
Returns

dict Dictionary containing the state of the object.

classmethod get_subclasses ()
Get all the subclasses of the calling class.

Returns

subclasses [list of tuple] The list containing a tuple (class.__name__, class) for each sub-
class of calling class. Keep in mind that in Python each class is a “subclass” of itself.

classmethod list_class_types ()
This method lists all types of available subclasses of calling one.

The list of subclasses of calling superclass is looked for any class defining class_item = ‘value’. If found,
the class type is listed.

Returns

types [list] List of the types of available subclasses of calling class.
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classmethod load (path)
Loads object from file.

This function loads an object from file (with pickle).
The object can be correctly loaded in the following cases:
* loaded and calling class have the same type.
* calling class is the superclass of the loaded class’s package.

* calling class is .CCreator.

Parameters
path [str] Path of the target object file.
load_state (self, path)
Sets the object state from file.
Parameters
path [str] The full path of the file from which to load the object state.

See also:

set_state Sets the object state using input dictionary.
property logger

Logger for current object.

save (self, path)
Save class object to file.

This function stores an object to file (with pickle).
.load() can be used to restore the object later.
Parameters
path [str] Path of the target object file.
Returns
obj_path [str] The full path of the stored object.

save_state (self, path, **kwargs)
Store the object state to file.

Parameters

path [str] Path of the file where to store object state.

**kwargs Arguments to be passed to get_state calls in the hierarchy.
Returns

str The full path of the stored object.

See also:

get_state Returns the object state dictionary.
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set (self, param_name, param_value, copy=False)
Set a parameter of the class.

Only writable attributes of the class, i.e. PUBLIC or READ/WRITE, can be set.
The following checks are performed before setting:
* if param_name is an attribute of current class, set directly;

* else, iterate over __dict__ and look for a class attribute having the desired parameter as an at-
tribute;

« else, if attribute is not found on the 2nd level, raise AttributeError.

If possible, a reference to the attribute to set is assigned. Use copy=True to always make a deepcopy before
set.

Parameters
param_name [str] Name of the parameter to set.
param_value [any] Value to set for the parameter.

copy [bool] By default (False) a reference to the parameter to assign is set. If True or a
reference cannot be extracted, a deepcopy of the parameter value is done first.

set_params (self, params_dict, copy=False)
Set all parameters passed as a dictionary {key: value}.

This function natively takes as input the dictionary created by .get_params. Only parameters, i.e. PUBLIC
or READ/WRITE attributes, can be set.

For more information on the setting behaviour see .CCreator.set.

If possible, a reference to the parameter to set is assigned. Use copy=True to always make a deepcopy
before set.

Parameters
params_dict [dict] Dictionary of parameters to set.

copy [bool] By default (False) a reference to the parameter to assign is set. If True or a
reference cannot be extracted, a deepcopy of the parameter is done first.

See also:

get_params returns the dictionary of class parameters.
set_state (self, state_dict, copy=False)

Sets the object state using input dictionary.

Only readable attributes of the class, i.e. PUBLIC or READ/WRITE or READ ONLY, can be set.

If possible, a reference to the attribute to set is assigned. Use copy=True to always make a deepcopy before
set.

Parameters
state_dict [dict] Dictionary containing the state of the object.

copy [bool, optional] By default (False) a reference to the attribute to assign is set. If True
or a reference cannot be extracted, a deepcopy of the attribute is done first.

static timed (msg=None)
Timer decorator.
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Returns a decorator that can be used to measure execution time of any method. Performance data will be
stored inside the class logger. Messages will be logged using the INFO logging level. As this decorator
accepts optional arguments, must be called as a method. See examples.

Parameters

msg [str or None, optional] Custom message to display when entering the timed block. If
None, “Entering timed block method_name. ..” will printed.

property verbose
Verbosity level of logger output.

Available levels are: 0 =no verbose output 1 = info-level logging 2 = debug-level logging

secml.core.c_creator.has_super (cls)
Returns True if input class __super__ is not None.

__super__is defined and not None for class trees having a main superclass and one or more inherited classes.
Parameters
cls [obj] Any class or class isntance.

secml.core.c_creator.import_class_types (classes)
Returns types associated with input list of classes.

Abstract properties are ignored.
Returns
types [list] List of class types associated with input list of classes.

secml.core.c_creator.import_package_classes (cls)
Get all the classes inside a package.

Returns
members [list] Return all members of an object as (name, value) pairs sorted by name.

attr_utils

secml.core.attr_utils.as_public (aftr)
Return the public name associated with a protected attribute.

Examples

>>> from secml.core.attr_utils import as_public

>>> as_public('_attrl")

'attrl'

>>> as_public('attrl') # Public attributes are returned as 1s
'attrl'

>>> as_public('__attrl") # This is NOT a private attribute!
'_attrl’

secml.core.attr_utils.as_protected (attr)
Return the protected name associated with a public attribute.
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Examples

>>> from secml.core.attr utils import as_protected

>>> as_protected('attrl')

'_attrl’

>>> as_protected('__attrl")

'_attrl!

>>> as_protected('_attrl') # Protected attributes are returned as 1s
'_attrl!

secml.core.attr_utils.has_protected (0bj, attr)
True if attribute is a protected attribute of class.

Parameters

obj [object] Target class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.get_protected (0bj_class, attr, default=<no value>)
Return the protected attribute of class.

Parameters

obj_class [class] Target class (usually extracted using obj.__class__).

attr [str] Name of the attribute to return.

default [any, optional] Value that is returned when the named attribute is not found.

secml.core.attr_utils.as_private (obj_class, attr)
Return the PRIVATE name associated with input attribute.

Parameters

obj_class [class] Target class (usually extracted using obj.__class__).

attr [str] Name of the target attribute.

secml.core.attr_utils.has_private (obj_class, attr)
True if attribute is a private attribute of class.

Parameters

obj_class [class] Target class (usually extracted using obj.__class_).

attr [str] Name of the attribute to check.

secml.core.attr_utils.get_private (0bj_class, attr, default=<no value>)
Return the private attribute of class.

Parameters

obj_class [class] Target class (usually extracted using obj.__class__).

attr [str] Name of the attribute to return.

default [any, optional] Value that is returned when the named attribute is not found.

secml.core.attr_utils.has_property (obj, attr)
True if attribute is a property or has an associated property.

Parameters

obj [object] Any class instance.
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attr [str] Name of the attribute to check.

secml.core.attr_utils.get_property (obj, attr)
Return the property associated with input attribute.

If no property is associated with input attribute, raise AttributeError.
Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.has_getter (obj, attr)
True if an attribute has an associated getter.

Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.has_setter (obj, attr)
True if an attribute has an associated setter.

Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.add_readonly (obj, attr, value=None)
Add a READ ONLY attribute to object.

A read only attribute is defined as a protected attribute plus a getter associated with it.
Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to set.
value [any, optional] Value to assign to the attribute. If not given, None is used.

secml.core.attr_utils.add_readwrite (obj, attr, value=None)
Add a READ/WRITE attribute to object.

A read/write attribute is defined as a protected attribute plus a getter AND a setter associated with it.
Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to set.
value [any, optional] Value to assign to the attribute. If not given, None is used.

secml.core.attr_utils.is_public (obj, attr)
Return True if input attribute is PUBLIC.

A public attribute has the name without ‘_’ as a prefix.
Parameters
obj [object] Any class instance.

attr [str] Name of the attribute to check.
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secml.core.attr_utils.is_protected (obj, attr)
Return True if input attribute is PROTECTED.

A protected attribute has the name starting with only ‘_’ and no getter/setter associated with it.
Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.is_readonly (0bj, attr)
Return True if input attribute is READ ONLY.

A read only attribute has ONLY a getter associated with it.
Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.is_readwrite (obj, attr)
Return True if input attribute is READ/WRITE.

A read/write attribute has BOTH a getter AND a setter associated with it.
Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.

secml.core.attr_utils.is_readable (0bj, attr)
Return True if input attribute is READABLE.

A readable attribute can be one of the following:
* public
* read/write (getter/setter associated with property)

* read only (getter associated with property)

Parameters
obj [object] Any class instance.
attr [str] Name of the attribute to check.
secml.core.attr_utils.is_writable (0bj, attr)
Return True if input attribute is WRITABLE.
A writable attribute can be one of the following:
* public

* read/write (getter/setter associated with property)

Parameters
obj [object] Any class instance.

attr [str] Name of the attribute to check.
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secml.core.attr_utils.extract_attr (obj, mode)
Generates a sequence of attributes from an input dictionary.

This function returns a generator with the dictionary’s keys having a name compatible with specified mode.
The following modalities are available:

e ‘pub’ -> PUBLIC (standard attribute, no ‘_’ in the prefix)

* ‘rw’ -> READ/WRITE (a getter/setter is associated with it)

* ‘v’ -> READ ONLY (a getter is associated with it)

e ‘pro’ -> PROTECTED (‘_’ as the prefix and no getter/setter associated)
All modes can be stacked up using ‘+’ (see examples).

Parameters
obj [any object] Any class which attributes should be extracted.

mode [str] Extraction modality. All available modalities can be combined using a plus ‘+’.

Notes

Sorting of the attributes in the output generator is random.

constants

secml.core.constants.inf inf

Not a number.

secml.core.constants.nan = nan
Machine epsilon.

This is defined as the smallest number that, when added to one, yields a result different from one.

Notes

This value can be different from machine to machine, but generally yelds approximately 1.49e-08.

Examples

>>> from secml.core.constants import eps
>>> print (eps)
1.4901161193847656e-08

secml.core.constants.eps = 1.4901161193847656e-08
The mathematical constant e = 2.718281.. ., to available precision.
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Examples

>>> from secml.core.constants import e
>>> print (e)
2.718281828459045

secml.core.constants.e = 2.718281828459045
The mathematical constant pi = 3.141592.. ., to available precision.

Examples

>>> from secml.core.constants import pi
>>> pi
3.141592653589793

decorators
class secml.core.decorators.deprecated (version, extra=")
Bases: object
Decorator to mark a function or class as deprecated.
Issue a warning when the function is called/the class is instantiated and adds a warning to the docstring.
The optional extra argument will be appended to the deprecation message and the docstring.

Note: to use this with the default value for extra, put in an empty of parentheses: >>> from secml.core.decorators
import deprecated >>> deprecated() # doctest: +ELLIPSIS <secml.core.decorators.deprecated object at ...>

>>> @deprecated()
def some_function(): pass

Parameters
version [str] Version since which the function or class is deprecated.

extra [str, optional] Extra text to be added to the deprecation messages.

Notes

Adapted from:
* https://github.com/scikit-learn/scikit-learn/blob/master/sklearn/utils/deprecation.py

* https://wiki.python.org/moin/PythonDecoratorLibrary
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Methods

__call__(self, obj) Call method.

exceptions

exception secml.core.exceptions.NotFittedError
Bases: ValueError, AttributeError

Exception to raise if the object is used before training.

This class inherits from both ValueError and AttributeError.

Examples

>>> from secml.ml.classifiers import CClassifierSVM
>>> from secml.array import CArray
>>> from secml.core.exceptions import NotFittedError
>>> try:
CClassifierSVM() .predict (CArray ([[1, 211))
except NotFittedError as e:
print (repr(e))

NotFittedError ('this "CClassifierSVM' is not trained. Call " .fit ()  first.',)

type_utils

secml.core.type_utils.is_bool (x)
secml.core.type_utils.is_int (x)

secml.core.type_utils.is_intlike (x)
Return True if input is integer or list/array of 1 integer.

Examples

>>> from secml.core.type_ utils import is_intlike

>>> print (is_intlike (0)) # Standard int

True

>>> print (is_intlike(0.1)) # Standard float

False

>>> print (is_intlike (np.array([0]))) # ndarray with one int
True

>>> print (is_intlike (np.array ([0.1]))) # ndarray with one float
False

secml.core.type_utils.is_float (x)

secml.core.type_utils.is_floatlike (x)
Return True if input is float or list/array of 1 float.
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Examples

>>> from secml.core.type_utils import is_floatlike

>>> print (is_floatlike(0.1)) # Standard float

True

>>> print (is_floatlike (0)) # Standard int

False

>>> print (is_floatlike(np.array([0.1]))) # ndarray with one float
True

>>> print (is_floatlike(np.array([0]))) # ndarray with one int
False

secml.core.type_utils.is_scalar (x)
True if input is integer or float.

secml.core.type_utils.is_scalarlike (x)
True if input is scalar (int or float) or list/array of 1 real.

secml.core.type_utils.is_inf (x)
True if input is a positive/negative infinity.

Parameters

X [scalar]

Examples

>>> from secml.core.type utils import is_inf
>>> from secml.core.constants import inf, nan

>>> print (is_inf (inf))
True

>>> print (is_inf (-inf))
True

>>> print (is_inf (nan))
False

>>> print (is_inf (0.1))
False

>>> from secml.array import CArray
Traceback (most recent call last):

TypeError: input must be a scalar.

>>> print (is_inf (CArray ([inf]))) # Use ‘CArray.is_inf ()’

instead

secml.core.type_utils.is_posinf (x)
True if input is a positive infinity.

Parameters

X [scalar]
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Examples

>>> from secml.core.type utils import is_posinf
>>> from secml.core.constants import inf, nan

>>> print (is_posinf (inf))
True

>>> print (is_posinf (-inf))
False

>>> from secml.array import CArray
Traceback (most recent call last):

TypeError: input must be a scalar.

>>> print (is_posinf (CArray ([inf]))) # Use 'CArray.is posinf ()  instead

secml.core.type_utils.is_neginf (x)
True if input is a negative infinity.

Parameters

X [scalar]

Examples

>>> from secml.core.type utils import is_neginf
>>> from secml.core.constants import inf, nan

>>> print (is_neginf (-inf))
True

>>> print (is_neginf (inf))
False

>>> from secml.array import CArray
Traceback (most recent call last):

TypeError: input must be a scalar.

>>> print (is_neginf (CArray ([-inf]))) # Use 'CArray.is_neginf ()  instead

secml.core.type_utils.is_nan (x)
True if input is Not a Number (NaN).

Parameters

X [scalar]
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Notes

NumPy uses the IEEE Standard for Binary Floating-Point for Arithmetic (IEEE 754). This means that Not a
Number is not equivalent to infinity.

Examples

>>> from secml.core.type utils import is_nan
>>> from secml.core.constants import inf, nan
>>> print (is_nan (nan))

True

>>> print (is_nan(inf))

False

>>> print (is_nan(0.1))

False

>>> from secml.array import CArray

>>> print (is_neginf (CArray ([nan]))) # Use 'CArray.is_nan ()  1instead
Traceback (most recent call last):

TypeError: input must be a scalar.

secml.core.type_utils.is_1list (x)

secml.core.type_utils.is_list_of lists (x)
Return True if input is a list of lists, otherwise False.

Examples

>>> is_list_of_ lists([[1, 2], [3]11)
True
>>> is_list_of_ lists([[1], 2, [3]1])
False
>>> is_list_of_lists([])
False

secml.core.type_utils.is_ndarray (x)

secml.core.type_utils.is_scsarray (x)
Returns True if input is a scipy.sparse array.

secml

secml.
secml.
secml.
secml.

secml.

.Core

core

core

core.

Ccore.

core.

.type_utils
.type_utils
type_utils
type_utils
.type_utils

type_utils

.is_slice (x)
.is_str (x)
.is_bytes (x)
.is_tuple (x)
.is_set (x)

.is_dict (x)
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secml.core.type_utils.to_builtin (x)
Convert input to the corresponding built-in type.

Works with the following types:
* bool, np.bool_ -> bool
* int, np.integer -> int
* float, ‘np.floating -> float
® Str, np.str_, np. unicode_ -> str

* bytes, np.bytes_ -> bytes

4.7.6 secml.array

CArray

class secml.array.c_array.CArray (data, dtype=None, copy=False, shape=None,

tosparse=False)
Creates an array.

Data will be stored in dense form by default.

This structure supports N-Dimensional input, in form of an array-like object (list, list of lists, numpy.ndarray,
scipy.sparse), as well as built-in scalars and strings. 0-Dimensional input (e.g., scalars) is stored as a 1-
Dimensional array. For 3-Dimensional and higher data, the input is automatically reshaped to 2 dimensions,
and the original shape is stored in the input_shape attribute.

Parameters

data [array_like or any built-in datatype] Data to be stored. Can be any array-like structure
(sparse or dense) or any built-in list, scalar or string.

dtype [stror dtype, optional] Typecode or data-type to which the array is cast. If None (default),
dtype is inferred from input data.

copy [bool, optional] If False (default) a reference to input data will be stored if possibile.
Otherwise, a copy of original data is made first. If data is a nested sequence (a list) or dtype
is different, a copy will be made anyway.

shape [int or sequence of ints, optional] Shape of the new array, e.g., ‘(2, 3)’ or ‘2’. This is
applied after storing input_shape.

tosparse [bool, optional] If True, input data will be converted to sparse format. Otherwise
(default), if input is not a CArray, a dense array is returned, or if CArray, its format is
preserved.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1, 2], [3, 411))
CArray ([[1 2]
[3 411)

>>> print (CArray (True)) # 0-Dimensional inputs gets stored as 1-Dim
CArray ([ True])
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>>> print (CArray([1,0,3,4], tosparse=True))

CArray ( (0, 0) 1
(0, 2) 3
(0, 3) 4)
>>> print (CArray([1,2,3], dtype=float, shape=(3,1))) # Custom dtype and shape
CArray ([[1.]
[2.]
[3.11)
>>> arr = CArray ([[[1,2],[3, 411, [[5, 61,17, 8111) # N-Dimensional input

>>> print (arr)
CArray ([[1 2 3 4]
[5 6 7 811])
>>> print (arr.shape) # N-Dimensional inputs gets reshaped to 2-Dims
(2, 4)
>>> print (arr.input_shape) # Represents the shape of the original input
(2, 2, 2)

Attributes
T Transposed array data.
dtype Data-type of stored data.
input_shape Original shape of input data, tuple of ints.
is_vector_ like True if array is vector-like.
isdense True if data is stored in DENSE form, False otherwise.
issparse True if data is stored in SPARSE form, False otherwise.
ndim Number of array dimensions.
nnz Number of non-zero values in the array.
nnz_data Return non-zero array elements.
nnz_indices Index of non-zero array elements.
shape Shape of stored data, tuple of ints.

size Size (number of elements) of array.

Methods

abs(self) Returns array elements without sign.

all(selff, axis, keepdims]) Test whether all array elements along a given axis
evaluate to True.

any(selff, axis, keepdims]) Test whether any array elements along a given axis
evaluate to True.

append(self, arrayl[, axis]) Append values to the end of an array.

apply_along_axis(self, func, axis, *args, ...) Apply function to 1-D slices along the given axis.

arange([start, stop, step, dtype, sparse]) Return evenly spaced values within a given interval.

argmax(self], axis]) Indices of the maximum values along an axis.

argmin(self], axis]) Indices of the minimum values along an axis.

Continued on next page
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Table 3 — continued from previous page

argsort(self], axis, kind])

Returns the indices that would sort an array.

astype(self, dtype)

Copy of the array, casted to a specified type.

atleast_ 2d(self)

View original array with at least two dimensions.

binary search(self, value)

Returns the index of each input value inside the array.

bincount(self[, minlength])

Count the number of occurrences of each value in
array of non-negative ints.

ceil(self)

Return the ceiling of the input, element-wise.

c1ip(self, c_min, c_max)

Clip (limit) the values in an array.

comblist(list_of_list[, dtype])

Generate a cartesian product of list of list input.

concatenate(arrayl, array2[, axis])

Concatenate a sequence of arrays along the given
axis.

cos(self)

Trigonometric cosine, element-wise.

cumsum(self], axis, dtype])

Return the cumulative sum of the array elements
along a given axis.

deepcopy(self)

Return a deepcopy of current array.

diag(selff, k])

Extract a diagonal from array or construct a diagonal
array.

dot(self, array)

Dot product of two arrays.

empt y(shape[, dtype, sparse])

Return a new array of given shape and type, without
filling it.

exp(self)

Calculate the exponential of all elements in the input
array.

eye(n_rows[, n_cols, k, dtype, sparse])

Return a 2-D array with ones on the diagonal and
zeros elsewhere.

find(self, condition)

Returns vector-like array elements indices depending
on condition.

find_2d(self, condition)

Returns array elements indices depending on condi-
tion.

flatten(self)

Return a flattened copy of array.

flooxr(self)

Return the floor of the input, element-wise.

from iterables(iterables_list)

Build an array by chaining elements from objects in
the input list.

get_data(self], shape])

Return stored data as a standard array type.

get_nnz(self[, axis])

Counts the number of non-zero values in the array.

has_compatible shape(self, other)

Return True if input CArray has a compatible shape.

interp(self, x_data, y_data[, return_left, ...])

One-dimensional linear interpolation.

1nv(self)

Compute the (multiplicative) inverse of a square ma-
trix.

is_inf(self)

Test element-wise for positive or negative infinity.

1s_nan(self)

Test element-wise for Not a Number (NaN).

is_neginf(self)

Test element-wise for negative infinity.

1is_posinf(self)

Test element-wise for positive infinity.

1tem(self)

Returns the single element in the array as built-in
type.

11inspace(start, stop[, num, endpoint, sparse])

Return evenly spaced numbers over a specified inter-
val.

1load(datafile[, dtype, arrayformat, . ..])

Load array data from plain text file.

Tog(self)

Calculate the natural logarithm of all elements in the
input array.

Togl0(self)

Calculate the base 10 logarithm of all elements in the
input array.

Continued on next page
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logical_and(self, array)

Element-wise logical AND of array elements.

logical_not(self)

Element-wise logical NOT of array elements.

logical_or(self, array)

Element-wise logical OR of array elements.

max(self[, axis, keepdims])

Return the maximum of an array or maximum along
an axis.

maximum(self, array)

Element-wise maximum of array elements.

mean(self[, axis, dtype, keepdims])

Compute the arithmetic mean along the specified
axis.

medi an(self[, axis, keepdims])

Compute the median along the specified axis.

meshgrid(xi], indexing])

Return coordinate matrices from coordinate vectors.

mi n(selff, axis, keepdims])

Return the minimum of an array or minimum along
an axis.

minimum(self, array)

Element-wise minimum of array elements.

nan_to_num(self)

Replace nan with zero and inf with finite numbers.

nanargmax(self], axis])

Indices of the maximum values along an axis ignor-
ing NaNs.

nanargmin(self], axis])

Indices of the minimum values along an axis ignor-
ing NaNs

nanmax(self[, axis, keepdims])

Return the maximum of an array or maximum along
an axis ignoring NaNs.

nanmin(selff, axis, keepdims])

Return the minimum of an array or minimum along
an axis ignoring NaNs.

norm(self[, order])

Entrywise vector norm.

norm_2d(self[, order, axis, keepdims])

Matrix norm or vector norm along axis.

normpdf(self[, mu, sigma])

Return normal distribution function value with mean
and standard deviation given for the current array
values.

ones(shapel, dtype, sparse])

Return a new array of given shape and type, filled
with ones.

pinv(self], rcond])

Compute the (Moore-Penrose) pseudo-inverse of a
matrix.

pow(self, exp)

Array elements raised to powers from input expo-
nent, element-wise.

prod(selff, axis, dtype, keepdims])

Return the product of array elements over a given
axis.

rand(shape[, random_state, sparse, density])

Return random floats in the half-open interval [0.0,
1.0).

randint(low[, high, shape, random_state, sparse])

Return random integers from low (inclusive) to high
(exclusive).

randn(shape[, random_state])

Return a sample (or samples) from the “standard nor-
mal” distribution.

randsample(al, shape, replace, ...])

Generates a random sample from a given array.

randuniform([low, high, shape, ...])

Return random samples from low (inclusive) to high
(exclusive).

ravel(self)

Return a flattened array.

repeat(self, repeats[, axis])

Repeat elements of an array.

repmat(self, m, n)

Repeat an array M x N times.

reshape(self, newshape)

Gives a new shape to an array without changing its
data.

resize(self, newshape[, constant])

Return a new array with the specified shape.

rint(self)

Round elements of the array to the nearest integer.

Continued on next page
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round(self[, decimals])

Evenly round to the given number of decimals.

save(self, datafile[, overwrite])

Save array data into plain text file.

shal(self)

Calculate the shal hexadecimal hash of array.

shuffle(self) Modify array in-place by shuffling its contents.
sign(self) Returns element-wise sign of the array.
s1n(self) Trigonometric sine, element-wise.

sort(self, axis, kind, inplace])

Sort an array.

sqrt(self)

Compute the positive square-root of an array,
element-wise.

std(self], axis, ddof, keepdims])

Compute the standard deviation along the specified
axis.

sum(selff, axis, keepdims])

Sum of array elements over a given axis.

tocoo(self[, shape])

Return the array as a sparse scipy.sparse.
coo_matrix.

tocsc(self], shape])

Return the array as a sparse scipy.sparse.
csc_matrix.

tocsr(self[, shape])

Return the array as a sparse scipy.sparse.
csr_matrix.

t odense(self[, dtype, shape])

Converts array to dense format.

todia(self[, shape])

Return the array as a sparse scipy.sparse.
dia_matrix.

todok(self[, shape])

Return the array as a sparse scipy.sparse.
dok_matrix.

tolil(selff, shape])

Return the array as a sparse scipy.sparse.
1il_matrix.

tolist(self[, shape])

Return the array as a (possibly nested) 1ist.

tondarray(self[, shape])

Return a dense numpy . ndarray representation of
the array.

tosparse(self], dtype, shape])

Converts array to sparse format.

t ranspose(self)

Returns current array with axes transposed.

unique(self], return_index, return_inverse, ... ])

Find the unique elements of an array.

zeros(shape[, dtype, sparse])

Return a new array of given shape and type, filled
with zeros.

property T
Transposed array data.

See also:

transpose bound method to transpose an array.

a

all (self, axis=None, keepdims=True)

Test whether all array elements along a given axis evaluate to True.

Axis selection is available for DENSE format only. For sparse format, logical operation is performed over
all the dimensions of the array

Parameters

axis [int or None, optional, dense only] Axis or axes along which logical AND between
elements is performed. The default (axis = None) is to perform a logical AND over all the
dimensions of the input array. If axis is negative, it counts from the last to the first axis.
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keepdims [bool, optional, dense only] If this is set to True (default), the result will broadcast
correctly against the original array. Otherwise resulting array is flattened.

Returns

bool or CArray Logical AND element-wise. If axis is None, bool is returned. Otherwise,
a CArray of booleans with shape and number of dimensions consistent with the original
array and the axis parameter is returned.

Notes

Not a Number (NaN), positive infinity and negative infinity evaluate to True because these are not
equal to zero.

Examples

>>> from secml.array import CArray

>>> print (CArray ([ [True,False], [True,True]], tosparse=True).all())
False

>>> print (CArray ([ [True,False], [True,True]]) .all (axis=0))
CArray ([[ True False]])

>>> print (CArray([-1,0,2,0]).all(axis=0))
CArray ([ True False True False])

>>> print (CArray([-1,0,2,0]).all(axis=1))
CArray ([False])

>>> from secml.core.constants import nan, inf
>>> print (CArray([nan, inf, -inf]).all())
True

any (self, axis=None, keepdims=True)
Test whether any array elements along a given axis evaluate to True.

Axis selection is available for DENSE format only. For sparse format, logical operation is performed over
all the dimensions of the array

Parameters

axis [int or None, optional, dense only] Axis or axes along which logical AND between
elements is performed. The default (axis = None) is to perform a logical OR over all the
dimensions of the input array. If axis is negative, it counts from the last to the first axis.

keepdims [bool, optional, dense only] If this is set to True (default), the result will broadcast
correctly against the original array. Otherwise resulting array is flattened.

Returns

bool or CArray Logical OR element-wise. If axis is None, bool is returned. Otherwise,
a CArray of booleans with shape and number of dimensions consistent with the original
array and the axis parameter is returned.

. Copyright 115



SecML, Release 0.15.dev0+fd905aa

Notes

Not a Number (NaN), positive infinity and negative infinity evaluate to True because these are not
equal to zero.

Examples

>>> from secml.array import CArray

>>> print (CArray ([ [True,False], [True,True]], tosparse=True) .any())

True

>>> print (CArray ([ [True,False], [True,False]]) .any (axis=0))
CArray ([[ True False]ll])

>>> print (CArray([-1,0,2,0]) .any (axis=0))

CArray ([ True False True False])

>>> print (CArray([-1,0,2,0]).any (axis=1))

CArray ([ Truel)

>>> from secml.core.constants import nan, inf
>>> print (CArray ([nan, inf, —-inf]) .any())
True

append (self, array, axis=None)
Append values to the end of an array.

Parameters
array [CArray or array_like] Second array.

axis [int or None, optional] The axis along which values are appended. If axis is None, both
arrays are flattened before use.

Returns

CArray A copy of array with values appended to axis. Note that append does not occur in-
place: a new array is allocated and filled. If axis is None, out is a flattened array. Always
return an array with the same format of the first array.

Notes

Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). Consequently,
result of appending a flat array to a flat array is 1-Dimensional only if axis=1. Appending a flat array to a
2-Dimensional array, or vice versa, always results in a 2-Dimensional array.
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Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,2],[3,41]1) .append([[11],1[22]]))
CArray ([ 1 2 3 4 11 227])
>>> print (CArray ([[1,2],[3,41]) .append([[11,22]], axis=0))
CArray ([[ 1 2]
[ 3 4]
[11 2211)
>>> print (CArray ([[1,2],[3,4]1]) .append(CArray ([[11],[22]], tosparse=True)))

CArray ([ 1 2 3 4 11 22])
>>> array = CArray ([[1,2],[3,4]1]1, tosparse=True) .append([[11],[22]11])
>>> print (array)

CArray ( (0, 0) 1
(0, 1) 2
(0, 2) 3
(0, 3) 4
(0, 4) 11
(0, 5) 22)

>>> print (CArray([1,2]) .append([11,22]))
CArray ([ 1 2 11 22])

>>> print (CArray ([1l,2]) .append([11,22], axis=0))
CArray ([[ 1 2]

[11 22]1])
>>> print (CArray ([1l,2]) .append([11,22], axis=1l))
CArray ([ 1 2 11 22])

apply_along_axis (self, func, axis, *args, **kwargs)
Apply function to 1-D slices along the given axis.

func should accept 1-D arrays and return a single scalar or a 1-D array.
Only 1-D and 2-D arrays are currently supported.
Parameters

func [function] Function object to apply along the given axis. Must return a single scalar or
a 1-D array.

axis [int] Axis along which to apply the function.
*args, **kwargs [optional] Any other input value for func.
Returns

CArray 1-Dimensional array of size data.shape[0] with the output of func for each row in
data. Datatype of output array is always float.
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Examples

’>>> from secml.array import CArray

’>>> a = CArray([[1,2],[10,20],([100,20011)

>>> def return_sum(x):
return x.sum/()

>>> print (a.apply_along_axis (return_sum, axis=0)) # Column-wise
CArray ([111. 222.1])

>>> print (a.apply_along_axis (return_sum, axis=1)) # Row-wise
CArray ([ 3. 30. 300.1)

classmethod arange (start=None, stop=None, step=1, dtype=None, sparse=False)
Return evenly spaced values within a given interval.

Values are generated within the half-open interval [start, stop). For integer arguments the function is
equivalent to the Python built-in range function, but returns an ndarray rather than a list.

When using a non-integer step, such as 0.1, the results will often not be consistent. It is better to use
linspace for these cases.

Parameters

start [scalar, optional] Start of interval. The interval includes this value. The default start
value is 0.

stop [scalar] End of interval. The interval does not include this value, except in some cases
where step is not an integer and floating point round-off affects the length of the output.

step [scalar, optional] Spacing between values. For any output out, this is the distance be-
tween two adjacent values, out[i+1] - out[i]. The default step size is 1. If step is specified,
start must also be given.

dtype [str or dtype, optional] The type of the output array. If dtype is not given, infer the
data type from the other input arguments.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array is created.

Returns

CArray Array of evenly spaced values. For floating point arguments, the length of the result
is ceil((stop - start)/step). Because of floating point overflow, this rule may result in the
last element of out being greater than stop.

Warning: When sparse is True, array is created as dense and then converted to sparse format. Conse-
quently, the performance of this method is not comparable to other sparse array creation routines.

See also:

CArray.linspace Evenly spaced numbers with handling of endpoints.
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Examples

>>> from secml.array import CArray

>>> print (CArray.arange (4))
CArray ([0 1 2 31)

>>> print (CArray.arange (4.0))
CArray ([0. 1. 2. 3.])

>>> print (CArray.arange (4.0, dtype=int))
CArray ([0 1 2 31)

>>> print (CArray.arange (0, 4))
CArray ([0 1 2 3])

>>> print (CArray.arange (0, 4, 0.8))
CArray ([0. 0.8 1.6 2.4 3.2])

argmax (self, axis=None)
Indices of the maximum values along an axis.

Parameters

axis [int, None, optional] If None (default), array is flattened before computing index, oth-
erwise the specified axis is used.

Returns

int or CArray Index of the maximum of the array. If axis is None, int is returned. Other-
wise, a CArray with shape and number of dimensions consistent with the original array
and the axis parameter is returned.

Notes

In case of multiple occurrences of the maximum values, the indices corresponding to the first occur-
rence are returned.

Examples

>>> from secml.array import CArray

>>> print (CArray([-1, 0, 3]).argmax())
2
>>> print (CArray ([[-1, 0], [4, 31]).argmax(axis=0)) # We return the index of_

—maximum for each column
CArray ([[1 111)

>>> print (CArray([[-1, 0], [4, 3]]).argmax(axis=1)) # We return the index of_
—maximum for each row
CArray ([[1]

[011)
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>>> print (CArray ([-3,0,1,2]).argmax (axis=0))
CArray ([0 O 0 01)

>>> print (CArray([-3,0,1,2]) .argmax (axis=1))
CArray ([3])

argmin (self, axis=None)

Indices of the minimum values along an axis.
Parameters

axis [int, None, optional] If None (default), array is flattened before computing index, oth-
erwise the specified axis is used.

Returns

int or CArray Index of the minimum of the array. If axis is None, int is returned. Other-
wise, a CArray with shape and number of dimensions consistent with the original array
and the axis parameter is returned.

Notes

In case of multiple occurrences of the minimum values, the indices corresponding to the first occur-
rence are returned.

Examples

>>> from secml.array import CArray

>>> print (CArray([-1, 0, 31).argmin())
0
>>> print (CArray ([[-1, 01,[4, 3]]).argmin(axis=0)) # We return the index of_

—minimum for each column
CArray ([[0 0]1)

>>> print (CArray ([[-1, 0], [4, 31]).argmin(axis=1)) # We return the index of_,
—maximum for each row
CArray ([[0]
[111)
>>> print (CArray([-3,0,1,2]).argmin (axis=0))
CArray ([0 0 0 0])
>>> print (CArray ([-3,0,1,2]).argmin (axis=1))
CArray ([0])

argsort (self, axis=-1, kind="quicksort’)
Returns the indices that would sort an array.

Perform an indirect sort along the given axis using the algorithm specified by the kind keyword. It returns
an array of indices of the same shape as a that index data along the given axis in sorted order.

Parameters

axis [int or None, optional] Axis along which to sort. The default is -1 (the last axis). If
None, the flattened array is used.
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kind [{‘quicksort’, ‘mergesort’, ‘heapsort’}, optional] Sorting algorithm to use. Default
‘quicksort’. For sparse arrays, only ‘quicksort’ is available.

Returns

CArray Array of indices that sort the array along the specified axis. In other words, ar-
ray[index_array] yields a sorted array.

See also:

numpy . sort Description of different sorting algorithms.

CArray.sort In-Place sorting of array.

Examples

>>> from secml.array import CArray

>>> print (CArray ([0,-3,5]) .argsort())
CArray ([1 0 21])

>>> print (CArray ([[0,-3],[5,1]]) .argsort (axis=1)) # Sorting of each row
CArray ([[1 0]
[1 011)

>>> print (CArray ([[0,-3]1,[5,11]) .argsort (axis=None)) # Sorting the flattened,_
—array
CArray ([1 0 3 21)

astype (self, dtype)
Copy of the array, casted to a specified type.

Parameters
dtype [str or dtype] Typecode or data-type to which the array is cast.
Returns

CArray Copy of the original array casted to new data type.

Examples

>>> from secml.array import CArray

>>> print (CArray([1l, 2, 3]).astype(float))
CArray ([1. 2. 3.1])

>>> print (CArray([1.1, 2.1, 3.1], tosparse=True) .astype(int))

CArray( (0, 0) 1
(0, 1) 2
(0, 2) 3)

atleast_2d (self)
View original array with at least two dimensions.

A copy is made only if needed.
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Returns

out [CArray] Array with array.ndim >= 2.

Notes

Sparse arrays are always 2 dimensional so this method returns a view (if possible) of the original array
without any changes.

Examples

>>> from secml.array import CArray

>>> print (CArray([1l,2,3]) .atleast_2d())
CArray ([[1 2 311)

binary_search (self, value)
Returns the index of each input value inside the array.

DENSE ARRAYS ONLY

If value is not found inside the array, the index of the closest value will be returned. Array will be flattened
before search.

Parameters
value [scalar or CArray] Element or array of elements to search inside the flattened array.
Returns

int or CArray Position of input value, or the closest one, inside flattened array. If value is
an array, a CArray with the position of each value element is returned.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[0,0.1],[0.4,1.0]]) .binary_search(0.3))
2

>>> print (CArray([1,2,3,4]) .binary_search(10))
3

>>> print (CArray([1,2,3,4]) .binary_search(CArray([-10,1,2.2,10])))
CArray ([0 O 1 3])

bincount (self, minlength=0)
Count the number of occurrences of each value in array of non-negative ints.

Only vector like arrays of integer dtype are supported.
Parameters
minlength [int, optional] A minimum number of bins for the output.

Returns
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CArray The occurrence number for every different element of array. The length of output
array is equal to a.max()+1 if an argument for the parameter minlenght is not provided.

Examples

>>> from secml.array import CArray

>>> a = CArray([l, 2, 3, 1, 6], tosparse=True)
>>> print (a.bincount ())
CArray ([0 2 1 1 0 0 11])

ceil (self)
Return the ceiling of the input, element-wise.

The ceil of the scalar x is the smallest integer i, such that i >= x.
Returns

out_ceil [CArray] The ceiling of each element in x, with float dtype.

See also:

round Evenly round to the given number of decimals.

floor Return the floor of the input, element-wise.

Examples

>>> from secml.array import CArray

>>> print (CArray([-1.7, -1.5, -0.2, 0.2, 1.5, 1.7, 2.0]).ceil())
CArray ([-1. -1. -0. 1. 2. 2. 2.1)

>>> # Array with dtype == int 1is upcasted to float before ceiling
>>> print (CArray([[-2, -1]1, [1, 1]], tosparse=True).ceil())
CArray ( (0, 0) -2.0

(0, 1) -1.0

(1, 0) 1.0

(1, 1) 1.0)

clip (self, c_min, c_max)
Clip (limit) the values in an array.

DENSE FORMAT ONLY

Given an interval, values outside the interval are clipped to the interval edges. For example, if an interval
of [0, 1] is specified, values smaller than 0 become 0, and values larger than 1 become 1.

Parameters
c¢_min, c_max [int] Clipping intervals.
Returns

CArray Returns a new array containing the clipped array elements. Dtype of the output
array depends on the dtype of original array and on the dtype of the clipping limits.
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Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,2],[3,4]1]) .clip(2, 4))
CArray ([[2 2]
[3 411)

>>> from secml.core.constants import inf

>>> # inf is a float, array will be casted accordingly

>>> print (CArray ([[1,2],[3,4]1]1).clip(-inf, 2))
CArray ([[1. 2.]
(2. 2.11)

classmethod comblist (list_of _list, dtype=<class 'float™)

Generate a cartesian product of list of list input.
Parameters
list_of_list [list of list] 1-D arrays to form the cartesian product of.
dtype [str or dtype] Datatype of output array. Default float.
Returns

CArray 2-D array of shape (M, len(arrays)) containing cartesian products between input
arrays.

Examples

>>> print (CArray.comblist ([[1, 2, 31, [4, 51, [6, 711))

CArray ([[1. 4. 6.]
[1. 4. 7.]
[1. 5. 6.]
[1. 5. 7.]
[2. 4. 6.]
[2. 4. 7.]
[2. 5. 6.]
[2. 5. 7.]
[3. 4. 6.]
[3. 4. 7.]
[3. 5. 6.]
[3. 5. 7.11)

>>> print (CArray.comblist ([[1, 2], [3]], dtype=int))
CArray ([[1 3]
[2 311)

classmethod concatenate (arrayl, array2, axis=1)

Concatenate a sequence of arrays along the given axis.

The arrays must have the same shape, except in the dimension corresponding to axis (the second, by
default).

This function preserves input masks if available.

Parameters
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arrayl [CArray or array_like] First array. If arrayl is not an array, a CArray will be created

before concatenating.

array2 [CArray or array_like] Second array. If array2 is not an array, a CArray will be

created before concatenating.

axis [int or None, optional] The axis along which the arrays will be joined. Default is 1. If

None, both arrays are ravelled before concatenation.

Returns

CArray The concatenated array. If first array is sparse, return sparse.

Notes

Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). Consequently,
concatenation result of 2 flat arrays is a flat array only when axis=1.

Examples

>>> from secml.array import CArray

>>> print (CArray.concatenate ([[1,2],[3,411,
CArray ([[ 1 2 11]

[ 3 4 22]11)
>>> print (CArray.concatenate ([[1,2],[3,411,
CArray ([[ 1 2]

[ 3 4]

[11 22]11)

[[11],0221]1))

[[11,22]], axis=0))

>>> print (CArray.concatenate ([[1,2],[3,4]1],
—tosparse=True)))
CArray ([[ 1 2 11]

[ 3 4 22]])

—=[22]])

>>> print (array)

CArray ( (0, 0) 1
(0, 1) 2

0, 2) 11

1, 0) 3

1, 1)

1 )

14

4
22)

N P O N

(
(
(
(

>>> array = CArray.concatenate (CArray([[1,2]1,1[3,4]11,

CArray ([[11],[221]1,_

tosparse=True),

([11l,

>>> print (CArray.concatenate([1,2],
CArray ([ 1 2 11 22])

[11,221))

>>> print (CArray.concatenate([1,2],
CArray ([[ 1 2]

[11 2271)
>>> print

(CArray.concatenate([1,2],
CArray ([ 1

2 11 227)

(11,221,

(11,221,

axis=0))

axis=1))

cos (self)
Trigonometric cosine, element-wise.
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DENSE FORMAT ONLY
The array elements are considered angles, in radians (27 rad equals 360 degrees).
Returns

CArray New array with trigonometric cosine element-wise.

Examples

>>> from secml.array import CArray
>>> from secml.core.constants import pi

>>> print ((CArray([0,90,180,270,360,-90,-180,-270])*p1i/180) .cos () .round())
CArray ([ 1. 0. -1. -0. 1. 0. -1. -0.1)

>>> print ((CArray ([[45,135]1,[225,315]1]1)*pi/180).cos())
CArray ([[ 0.707107 -0.707107]
[-0.707107 0.70710711)

cumsum (self, axis=None, dtype=None)

Return the cumulative sum of the array elements along a given axis.
DENSE FORMAT ONLY
Parameters

axis [int or None, optional] Axis along which the cumulative sum is computed. The default
(None) is to compute the cumsum over the flattened array.

dtype [dtype or None, optional] Type of the returned array and of the accumulator in which
the elements are summed. If dtype is not specified, it defaults to the dtype of a, unless a
has an integer dtype with a precision less than that of the default platform integer. In that
case, the default platform integer is used.

Returns

CArray New array with cumulative sum of elements. If axis is None, flat array with same
size of input array. If axis is not None, same shape of input array.

Examples

>>> from secml.array import CArray

>>> print (CArray ([-3,0,2]) .cumsum())
CArray ([-3 -3 -11])

>>> print (CArray ([-3,0,1,2]) .cumsum(axis=0))
CArray ([-3 0 1 21)
>>> print (CArray([-3,0,1,2]) .cumsum(axis=1))

CArray ([-3 -3 -2 01])

>>> print (CArray ([[-3,0]

,[1,2]]) .cumsum (dtype=£float))
CArray ([-3. -3. -2. 0.])
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>>> print (CArray ([[-3,0],[1,2]]) .cumsum(axis=1))
CArray ([[-3 -3]
[ 1 311)

d

diag (self, k=0)
Extract a diagonal from array or construct a diagonal array.
Parameters

k [int, optional] Diagonal index. Default is 0. Use k > O for diagonals above the main
diagonal, k < 0 for diagonals below the main diagonal.

Returns

CArray The extracted diagonal or constructed diagonal dense array. If array is 2-
Dimensional, returns its k-th diagonal. Depending on numpy version resulting array can
be read-only or a view of the original array’s diagonal. To make output array writable, use
deepcopy(). If array is vector-like, return a 2-D array with the array on the k-th diagonal.

Examples

>>> from secml.array import CArray

>>> print (CArray([[1, 2, 31, [10, 20, 301]1).diag(k=1))
CArray ([ 2 30]

>>> print (CArray([[2, 1]], tosparse=True).diag())
CArray( (0, 0) 2
(1, 1) 1)

>>> print (CArray([1l, 2, 3]).diag(k=1))
CArray([[0 1 0 0]
[0 0 2 0]
[0 0 0 3]
[0 0 0 0]

1)

dot (self, array)
Dot product of two arrays.

For 2-D arrays it is equivalent to matrix multiplication. If both arrays are dense flat (rows), it is equivalent
to the inner product of vectors (without complex conjugation).

Format of output array is the same of the first product argument.
Parameters
array [CArray] Second argument of dot product.

Returns

scalar or CArray Result of dot product. A CArray with the same format of first argument
or scalar if out.size ==
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Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,1],[2,2]]).dot (CArray([[1,1],[0,0]1], tosparse=True)))
CArray ([[1 1]
(2 211)

>>> print (CArray ([10,20]) .dot (CArray([[1],[0]1], tosparse=True)))
10

OUTER PRODUCT

>>> print (CArray ([[10], [20]]) .dot (CArray([1,0], tosparse=True)))
CArray ([[10 0]
[20 0]1)

INNER PRODUCT BETWEEN VECTORS

>>> print (CArray ([10,20]) .dot (CArray ([1,0]1)))
10

Inner product between vector-like arrays is a matrix multiplication

>>> print (CArray ([10,20]) .dot (CArray([1,0], tosparse=True) .T))
10
>>> print (CArray ([10,20], tosparse=True) .dot (CArray([1,0]).T))
10

property dtype
Data-type of stored data.

classmethod empty (shape, dtype=<class 'float™>, sparse=False)
Return a new array of given shape and type, without filling it.

Parameters
shape [int or tuple] Shape of the new array, e.g., 2 or (2,3).
dtype [str or dtype, optional] The desired data-type for the array. Default is float.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array is returned.

Returns

CArray Array of arbitrary values with the given properties.

Notes

.empty, unlike .zeros, does not set the array values to zero, and may therefore be marginally faster. On the
other hand, it requires the user to manually set all the values in the array, and should be used with caution.
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Examples

>>> from secml.array import CArray

>>> array = CArray.empty(3)
>>> print (array
CArray ([ 0.00000000e+000 4.94944794e+173 6.93660640e-310]) # random

>>> array = CArray.empty((2,1), dtype=int, sparse=True)
>>> print (array)

CArray ()

>>> print (array.shape)

(2, 1)

exp (self)
Calculate the exponential of all elements in the input array.

DENSE FORMAT ONLY
Returns

CArray New array with element-wise exponential of current data.

Notes

The irrational number e is also known as Euler’s number. It is approximately 2.718281, and is the base of
the natural logarithm, 1n (this means that, if z = Iny = log, y, then e = y. For real input, exp (x) is
always positive.

For complex arguments, x = a + ib, we can write e* = e%e™. The first term, €, is already known (it
is the real argument, described above). The second term, e is cosb + i sin b, a function with magnitude
1 and a periodic phase.

Examples

>>> from secml.array import CArray

>>> print (CArray ([0,1,3]) .exp())
CArray ([ 1. 2.718282 20.0855371])

classmethod eye (n_rows, n_cols=None, k=0, dtype=<class 'float">, sparse=False)
Return a 2-D array with ones on the diagonal and zeros elsewhere.

Parameters
n_rows [int] Number of rows in the output.
n_cols [int or None, optional] Number of columns in the output. If None, defaults to n_rows.

k [int, optional] Index of the diagonal: O (the default) refers to the main diagonal, a positive
value refers to an upper diagonal, and a negative value to a lower diagonal.

dtype [str or dtype, optional] Data-type of the returned array.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array will be created.

Returns
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CArray An array where all elements are equal to zero, except for the k-th diagonal, whose
values are equal to one.

Examples

>>> from secml.array import CArray
>>> array = CArray.eye(2)
>>> print (array)
CArray ([[1. 0.]
(0. 1.11)

>>> array = CArray.eye(2, 3, k=1, dtype=int, sparse=True)
>>> print (array)
CArray( (0, 1) 1

(1, 2) 1)

>>> print (array.shape)
(2, 3)

£ind (self, condition)

Returns vector-like array elements indices depending on condition.
Parameters
condition [CArray] Array with booleans representing desired condition.
Returns
list List with indices corresponding to array elements where condition is True.

See also:

find_ 2d find method for arrays of generic shape.

Examples

>>> from secml.array import CArray

>>> array = CArray([1,0,-6,2,0])

>>> array_find = array.find(array > 0)
>>> print (array_find)
(0, 3]

>>> print (arraylarray_£find])
CArray ([1 217)

>>> array = CArray([[1,0,-6,2,0]11)

>>> array_find = array.find(array == 0)
>>> print (array_find)

[1, 4]

>>> print (array[array_find] .shape)

(1, 2)

>>> array = CArray([[1,0,-6,2,0]], tosparse=True)
>>> array_find = array.find(array == 0)

(continues on next page)
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(continued from previous page)

>>> print (array_find)

(1, 4]

>>> print (arraylarray_find] .shape)
(1, 2)

find_2d (self, condition)
Returns array elements indices depending on condition.

Parameters
condition [CArray] Array with booleans representing desired condition.
Returns

list List of len(out_find) == ndim with indices corresponding to array elements where con-
dition is True. Es. for matrices, out_find[0] holds the indices of rows, out_find[1] the
indices of columns.

Notes

Using .find_2d() output for indexing original array always result in a ravelled array with elements which
corresponding condition was True.

Examples

>>> from secml.array import CArray

>>> array = CArray ([[1,0],[-6,31,102,711)
>>> array_find = array.find_2d(array > 0)
>>> print (array_find)

rro, 1, 2, 21, [0, 1, 0, 11]

>>> print (array[array_find])

CArray ([1 3 2 7])

>>> array = CArray([[1,0],[-6,01,[2,0]], tosparse=True)
>>> array_find = array.find_2d(array == 0)

>>> print (array_find)

(ro, 1, 21, [1, 1, 111

>>> print (array[array_find] .shape)

(1, 3)

>>> array = CArray([1,0,2])

>>> array_find = array.find_2d(array > 0)
>>> print (array_find)

({0, 01, [0, 21]

>>> print (arraylarray_£find])

CArray ([1 217)

flatten (self)
Return a flattened copy of array.

For dense format a 1-dim array, containing the elements of the input, is returned. For sparse format a (1 x
array.size) array will be returned.

Returns
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CArray Output of the same dtype as a, of shape (array.size,) for dense format or (1,ar-
ray.size) for sparse format.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,2],([3,4]1]).flatten())
CArray ([1 2 3 4])

>>> print (CArray ([[1],[2],[3]1], tosparse=True).flatten())
CArray ( (0, 0) 1

(0, 1) 2

(0, 2) 3)

floor (self)
Return the floor of the input, element-wise.

The floor of the scalar x is the largest integer i, such that i <= x.
Returns
out_floor [CArray] The floor of each element in x, with float dtype.

See also:

CArray.round Evenly round to the given number of decimals.

CArray.ceil Return the ceiling of the input, element-wise.

Notes

Some spreadsheet programs calculate the “floor-towards-zero”, in other words floor(-2.5) == -2. We in-
stead uses the definition of floor where floor(-2.5) == -3.

Examples

>>> from secml.array import CArray

>>> print (CArray([-1.7, -1.5, -0.2, 0.2, 1.5, 1.7, 2.0]).floor())
CArray([-2. -2. -1. 0. 1. 1. 2.])

>>> # Array with dtype == int is upcasted to float before flooring
>>> print (CArray([[-2, -1]1, [1, 1]], tosparse=True).floor())
CArray( (0, 0) -2.0

(0, 1) -1.0

(1, 0) 1.0

(1, 1) 1.0)

classmethod from_iterables (iterables_list)
Build an array by chaining elements from objects in the input list.

Parameters
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iterables_list [list of iterable] List of iterables to chain. Valid objects are CArrays, lists,
tuples, and any other iterable. N-Dimensional arrays are flattened before chaining.

Returns

CArray Flat CArray with all values chained from input objects.

Examples

>>> from secml.array import CArray

>>> print (CArray.from_iterables([[1, 2], (3, 4), CArray([5, 6]1)1]1))
CArray([1 2 3 4 5 6])

>>> print (CArray.from_iterables ([CArray([1l, 2]), CArray ([[3, 41, [5, 611)1))
CArray([1 2 3 4 5 6])

get_data (self, shape=None)
Return stored data as a standard array type.

Parameters

shape [int or tuple of ints, optional] Desired shape for output data. Reshape is performed
after casting. If the array is dense and ‘shape’ is tuple of length 1, resulting array will have
shape (n,). If the array is sparse, only tuples of 2 ints are supported (2-Dimensional shape).

Returns

numpy.ndarray or scipy.sparse.csr_matrix If array is dense, a numpy .ndarray is re-
turned. If array is sparse, a scipy.sparse.csr_matrix is returned.

See also:

tondarray returns a numpy.ndarray, regardless of array format.

tocsr returns a scipy.sparse.csr_matrix, regardless of array format.
get_nnz (self, axis=None)

Counts the number of non-zero values in the array.

Parameters

axis [bool or None, optional] Axis or tuple of axes along which to count non-zeros. Default
is None, meaning that non-zeros will be counted along a flattened version of the array.

Returns

count [CArray or int] Number of non-zero values in the array along a given axis. Otherwise,
the total number of non-zero values in the array is returned.
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Examples

>>> from secml.array import CArray

>>> a = CArray([[IIZJ, [015]/ [OIO]I [210]1)
>>> print (a.get_nnz()) # Total number of non-zero elements

4

>>> print (a.get_nnz (axis=0)) # Number of non—-zero elements for each column
CArray ([2 21])

>>> print (a.get_nnz (axis=1)) # Number of non-zero elements for each row

CArray([2 1 0 11)

has_compatible_shape (self, other)
Return True if input CArray has a compatible shape.

Two CArrays can be considered compatible if both have the same shape or both are vector-like.
Parameters
other [CArray] Array to check for shape compatibility
Returns
bool True if input array has compatible shape with current array.

See also:

is_vector_like check if an array is vector-like.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,2]]) .has_compatible_shape (CArray ([[1]1,[2]11]1)))
False

>>> print (CArray([1,2]) .has_compatible_shape (CArray([1,2,3]1)))
False

>>> print (CArray([[1,2]], tosparse=True) .has_compatible_shape (CArray([1,2])))
True

property input_shape
Original shape of input data, tuple of ints.

interp (self, x_data, y_data, return_left=None, return_right=None)
One-dimensional linear interpolation.

DENSE FORMAT ONLY
Returns the 1-D piecewise linear interpolant to a function with given values at discrete data-points.
Parameters

x_data [CArray] Flat array of floats with the x-coordinates of the data points, must be in-
creasing.

y_data [CArray] Flat array of floats with the y-coordinates of the data points, same length
as x_data.
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return_left [float, optional] Value to return for x < x_data[0], default is y_data[0].
return_right [float, optional] Value to return for x > x_data[-1], default is y_data[-1].
Returns

CArray The interpolated values, same shape as x.

Notes

The function does not check that the x-coordinate sequence x_data is increasing. If x_data is not increas-
ing, the results are nonsense.

Examples

>>> from secml.array import CArray
>>> from secml.figure import CFigure
>>> from secml.core.constants import pi

>>> fig = CFigure (fontsize=14)
>>> x_array = CArray.linspace (0, 2xpi, 10)

>>> y_array = x_array.sin()
>>> x_vals = CArray.linspace (0, 2xpi, 50)
>>> y_interp = x_vals.interp(x_array, y_array)

>>> fig.sp.plot (x_array, y_array, 'o'")
>>> fig.sp.plot(x_vals, y_interp, '-xr')

inv (self)
Compute the (multiplicative) inverse of a square matrix.

Given a square matrix a, return the matrix inv satisfying dot(array, array_inv) = dot(array_inv, array) =
eye(array.shape[0]).

Returns

array_inv [CArray] (Multiplicative) inverse of the square matrix.
Raises

LinAlgError [dense only] If array is not square or inversion fails.

ValueError [sparse only] If array is not square or inversion fails

Notes

If the inverse of a sparse array is expected to be non-sparse, it will likely be faster to convert array to dense
first.
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1.00 -

0.75 1

0.50 -

0.25 -

0.00 1

—0.25

—0.50 -

—0.75 1

—1.00 -
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Examples

>>> from secml.array import CArray

>>> array = CArray ([[1l., 2.1, [3., 4.]11)

>>> array_inv = array.inv ()
>>> (array.dot (array_inv) .round () == CArray.eye(2)).all()
True
>>> (array_inv.dot (array) .round () == CArray.eye(2)).all()
True
>>> print (CArray([[1l., 2.1, [3., 4.]1]1, tosparse=True) .inv () .round(1l))
CArray ( (0, 0) =-2.0
(0, 1) 1.0
(1, 0) 1.5
(1, 1) -0.5)

>>> CArray ([[1.,2.,3.]1, [4., 5.,6.]1]).inv ()
Traceback (most recent call last):

numpy.linalg.LinAlgError: Last 2 dimensions of the array must be square

is_inf (self)
Test element-wise for positive or negative infinity.

Returns

CArray Array of the same shape as x, with True where x == +/-inf, otherwise False.

Examples

>>> from secml.core.constants import inf, nan
>>> from secml.array import CArray

>>> a = CArray([l, inf, -inf, nan, 4.5])
>>> print(a.is_inf())
CArray ([False True True False False])

is_nan (self)
Test element-wise for Not a Number (NaN).

Returns

CArray Array of the same shape as x, with True where x == nan, otherwise False.
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Examples

>>> from secml.core.constants import inf,
>>> from secml.array import CArray

nan

>>> a = CArray([l, inf, —-inf, nan, 4.5])
>>> print (a.is_nan{())
CArray ([False False False True False])

is_neginf (self)
Test element-wise for negative infinity.

Returns

CArray Array of the same shape as x, with True where x == -inf, otherwise False.

Examples

>>> from secml.core.constants import inf,
>>> from secml.array import CArray

nan

>>> a = CArray([l, inf, —-inf, nan, 4.5])
>>> print (a.is_neginf ())
CArray ([False False True False False])

is_posinf (self)
Test element-wise for positive infinity.

Returns

CArray Array of the same shape as x, with True where x == +inf, otherwise False.

Examples

>>> from secml.core.constants import inf,
>>> from secml.array import CArray

nan

>>> a = CArray([l, inf, —-inf, nan, 4.5])
>>> print (a.is_posinf ())
CArray ([False True False False False])

property is_vector_like
True if array is vector-like.

An array is vector-like when 1-Dimensional or 2-Dimensional with shape[0] == 1.

Returns

bool True if array is vector-like.
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Examples

>>> from secml.array import CArray

>>> a = CArray([1,2,3])
>>> a.is_vector_like

True

>>> a = CArray([l1,2,3], tosparse=True) # sparse arrays always 2-D
>>> a.ls_vector_like

True

>>> a = CArray ([[1,2],13,411])
>>> a.is_vector_like
False

property isdense
True if data is stored in DENSE form, False otherwise.

Returns
bool True if data is stored in DENSE form, False otherwise.

property issparse
True if data is stored in SPARSE form, False otherwise.

Returns
bool True if data is stored in SPARSE form, False otherwise.

item (self)
Returns the single element in the array as built-in type.

Returns

int, float, bool, str The single element in the array.

Examples

>>> from secml.array import CArray

>>> print (CArray ([1]) .item())

1

>>> print (CArray ([[1.]]) .item())
1.0

>>> print (CArray([1l], tosparse=True) .item())
1

>>> print (CArray([1,2,3]) .item())
Traceback (most recent call last):

ValueError: cannot use .item(). Array has size 3
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>>> print (CArray ([]) .item())
Traceback (most recent call last):

ValueError: cannot use .item(). Array has size 0

classmethod linspace (start, stop, num=50, endpoint=True, sparse=False)
Return evenly spaced numbers over a specified interval.

Returns num evenly spaced float samples, calculated over the interval [start, stop ]. The endpoint of the
interval can optionally be excluded.

Parameters
start [scalar] The starting value of the sequence.

stop [scalar] The end value of the sequence, unless endpoint is set to False. In that case,
the sequence consists of all but the last of num + 1 evenly spaced samples, so that stop is
excluded. Note that the step size changes when endpoint is False.

num [int, optional] Number of samples to generate. Default is 50.

endpoint [bool, optional] If True, stop is the last sample. Otherwise, it is not included.
Default is True.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array is created.

Returns

CArray There are num equally spaced samples in the closed interval [start, stop] or the
half-open interval [start, stop) (depending on whether endpoint is True or False).

Warning: When sparse is True, array is created as dense and then converted to sparse format. Conse-
quently, the performance of this method is not comparable to other sparse array creation routines.

See also:

CArray.arange Similar to linspace, but uses a specific step size.

Examples

>>> from secml.array import CArray

>>> array = CArray.linspace (3.0, 4, num=5)
>>> print (array)
CArray ([3. 3.25 3.5 3.75 4. 1)

>>> array = CArray.linspace (3, 4., num=5, endpoint=False)
>>> print (array)
CArray ([3. 3.2 3.4 3.6 3.8])

classmethod load (datdfile, dtype=<class 'float'>, arrayformat='dense', startrow=0, skipend=0,

cols=None)
Load array data from plain text file.

The default encoding is utf-8.
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Parameters

datafile [str or file_handle] File or filename to read. If the filename extension is gz or bz2,
the file is first decompressed.

dtype [str, dtype, optional] Data type of the resulting array, default ‘float’. If None, the
dtype will be determined by the contents of the file.

arrayformat [{‘dense’, ‘sparse’}, optional] Format of array to load, default ‘dense’.
startrow [int, optional, dense only] Array row to start loading from.

skipend [int, optional, dense only] Number of lines to skip from the end of the file when
reading.

cols [{CArray, int, tuple}, optional, dense only] Columns to load from target file.
Returns
CArray Array resulting from loading, 2-Dimensional.

log (self)
Calculate the natural logarithm of all elements in the input array.

DENSE FORMAT ONLY
Returns

CArray New array with element-wise natural logarithm of current data.

Notes
Logarithm is a multivalued function: for each x there is an infinite number of z such that exp(z) = x. The
convention is to return the z whose imaginary part lies in [-pi, pi].

For real-valued input data types, log always returns real output. For each value that cannot be expressed
as a real number or infinity, it yields nan and sets the invalid floating point error flag.

For complex-valued input, log is a complex analytical function that has a branch cut [-inf, 0] and is con-
tinuous from above on it. log handles the floating-point negative zero as an infinitesimal negative number,
conforming to the C99 standard.

References

(11, [2]

Examples

>>> from secml.array import CArray

>>> print (CArray ([0,1,3]).1log())
CArray ([ —-inf O. 1.0986127)

1og10 (self)
Calculate the base 10 logarithm of all elements in the input array.

DENSE FORMAT ONLY

Returns
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CArray New array with element-wise base 10 logarithm of current data.

Notes
Logarithm is a multivalued function: for each x there is an infinite number of z such that /0**z = x. The
convention is to return the z whose imaginary part lies in [-pi, pi].

For real-valued input data types, log10 always returns real output. For each value that cannot be expressed
as a real number or infinity, it yields nan and sets the invalid floating point error flag.

For complex-valued input, logl0 is a complex analytical function that has a branch cut [-inf, 0] and is
continuous from above on it. log/0 handles the floating-point negative zero as an infinitesimal negative
number, conforming to the C99 standard.

References

(11, [2]

Examples

>>> from secml.array import CArray

>>> print (CArray ([0,1,3]).1ogl0())
CArray ([ —-inf O. 0.4771211])

logical_and (self, array)
Element-wise logical AND of array elements.

Compare two arrays and returns a new array containing the element-wise logical AND.
Parameters

array [CArray] The array holding the elements to compare current array with. Must have
the same shape of first array.

Returns

CArray The element-wise logical AND between the two arrays. If one of the two arrays is
sparse, result will be sparse.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,01]1) .logical_and(CArray([[2,-1],[2,-111)))
CArray ([[ True False]
[ True False]l])

>>> print (CArray([-1]) .logical_and(CArray([2])))
CArray ([ Truel])

>>> array = CArray([1,0,2,-11)
>>> print ((array > 0).logical_and(array < 2))
CArray ([ True False False False])
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logical_not (self)
Element-wise logical NOT of array elements.

Returns
CArray The element-wise logical NOT.

Notes

For sparse arrays this operation is usually really expensive as the number of zero elements is higher than
the number of non-zeros.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,01]1).logical_not())
CArray ([[False True]
[False True]l)

>>> print (CArray ([True]) .logical_not())
CArray ([Falsel])

>>> array = CArray([1,0,2,-11)
>>> print ((array > 0).logical_not())
CArray ([False True False Truel)

logical_or (self, array)
Element-wise logical OR of array elements.

Compare two arrays and returns a new array containing the element-wise logical OR.
Parameters

array [CArray or array_like] The array like object holding the elements to compare current
array with. Must have the same shape of first array.

Returns

out_and [CArray] The element-wise logical OR between the two arrays.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,011).logical_or (CArray([[2,0]1,12,-111)))
CArray ([[ True False]
[ True Truell)

>>> print (CArray ([True]) .logical_or (CArray ([False])))
CArray ([ Truel)
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>>> array = CArray([1,0,2,-1])
>>> print ((array > 0).logical_or (array < 2))
CArray ([ True True True Truel)

max (self, axis=None, keepdims=True)
Return the maximum of an array or maximum along an axis.

Parameters

axis [int or None, optional] Axis along which to operate. If None (default), array is flattened
before use.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array. Otherwise resulting array is flattened.

Returns

scalar or CArray Maximum of the array. If axis is None, scalar is returned. Otherwise, a
CArray with shape and number of dimensions consistent with the original array and the
axis parameter is returned.

Notes

* For sparse arrays all elements are taken into account (both zeros and non-zeros).

* NaN values are propagated, that is if at least one item is NaN, the corresponding max value will
be NaN as well.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,0]], tosparse=True) .max())
2
>>> print (CArray ([[-1,0],[2,0]1]) .max (axis=0))
CArray ([[2 0]])
>>> print (CArray ([[-1,0],[2,0]]) .max (axis=1))
CArray ([[0]

[211)
>>> print (CArray([-1,0,2,0]) .max (axis=0))
CArray([-1 0 2 01)
>>> print (CArray([-1,0,2,0]) .max (axis=1))
CArray ([2])
>>> from secml.core.constants import nan
>>> print (CArray ([5,nan]) .max())
nan

maximum (self, array)
Element-wise maximum of array elements.

Compare two arrays and returns a new array containing the element-wise maximum. If one of the elements
being compared is a NaN, then that element is returned. If both elements are NaNs then the first is returned.
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The latter distinction is important for complex NaNs, which are defined as at least one of the real or
imaginary parts being a NaN. The net effect is that NaNs are propagated.

Parameters

array [CArray or array_like] The array like object holding the elements to compare current
array with. Must have the same shape of first array.

Returns

CArray The element-wise maximum between the two arrays.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,0]1]) .maximum(CArray ([[2,-11,[2,-111)))
CArray ([[2 0]
[2 011)

>>> print (CArray([[-1,0],[2,0]], tosparse=True) .maximum(CArray ([[2,-1],1[2,—
—=111)))
CArray( (0, 0) 2

(1, 0) 2)

>>> print (CArray ([—1]) .maximum (CArray ([2])))
CArray ([2])

mean (self, axis=None, dtype=None, keepdims=True)
Compute the arithmetic mean along the specified axis.

Returns the average of the array elements. The average is taken over the flattened array by default, other-
wise over the specified axis. Output is casted to dtype float.

Parameters

axis [int, optional] Axis along which the means are computed. The default is to compute the
mean of the flattened array.

dtype [data-type, optional] Type to use in computing the mean. For integer inputs, the
default is float64; for floating point inputs, it is the same as the input dtype.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array.

Returns

float or CArray Mean of the elements in the array. If axis is None, float is returned. Oth-
erwise, a CArray with shape and number of dimensions consistent with the original array
and the axis parameter is returned.
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Notes

The arithmetic mean is the sum of the elements along the axis divided by the number of elements.

Note that for floating-point input, the mean is computed using the same precision the input has. De-
pending on the input data, this can cause the results to be inaccurate, especially for float32 (see
example below). Specifying a higher-precision accumulator using the dtype keyword can alleviate
this issue.

By default, float16 results are computed using float32 intermediates for extra precision.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,4],[4,3]1], tosparse=True) .mean())
3.0
>>> print (CArray ([[1,4],[4,3]1], tosparse=True) .mean (axis=0))

CArray ([[2.5 3.5]1)

>>> print (CArray([1,4,4,3]) .mean (axis=0))
CArray ([1. 4. 4. 3.1)
>>> print (CArray([1,4,4,3]) .mean (axis=1))

CArray ([3.])

median (self, axis=None, keepdims=True)
Compute the median along the specified axis.

Given a vector V of length N, the median of V is the middle value of a sorted copy of V, V_sorted - i e.,
V_sorted[(N-1)/2], when N is odd, and the average of the two middle values of V_sorted when N is even.

DENSE FORMAT ONLY
Parameters

axis [int, optional] Axis along which the means are computed. The default is to compute the
median of the flattened array.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array.

Returns

float or CArray Median of the elements in the array. If axis is None, float is returned.
Otherwise, a CArray with shape and number of dimensions consistent with the original
array and the axis parameter is returned.
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Notes

If the input contains integers or floats smaller than float64, then the output data-type is np.float64.
Otherwise, the data-type of the output is the same as that of the input.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,4],[4,3]1]) .median())
3.5
>>> print (CArray ([[1,4],[4,3]1]) .median(axis=0))

CArray ([[2.5 3.511)

>>> print (CArray([1,4,3]) .median()) # array size is odd
3.0

,4,4,3]) .median (axis=0))
CArray ([1. 4. 4. 3.1)
4

>>> print (CArray ([1
(1,

>>> print (CArray (
CArray ([3.5])

,4,3]) .median (axis=1))

classmethod meshgrid (xi, indexing='xy’)
Return coordinate matrices from coordinate vectors.

DENSE ARRAYS ONLY

Make N-D coordinate arrays for vectorized evaluations of N-D scalar/vector fields over N-D grids, given
one-dimensional coordinate arrays x1, x2,..., xn.

Parameters
x1, x2,...,xi [tuple of CArray or list] 1-D arrays representing the coordinates of a grid.

indexing [{‘xy’, ‘ij’}, optional] Cartesian (‘xy’, default) or matrix (‘ij’) indexing of output.
See Examples.

Returns

X1, X2,..., XN [tuple of CArray] For vectors x1, x2,..., ‘xn’ with lengths Ni=len(xi), re-
turn (N1, N2, N3,...Nn) shaped arrays if indexing="ij” or (N2, N1, N3,...Nn) shaped
arrays if indexing="xy’ with the elements of xi repeated to fill the matrix along the first
dimension for x1, the second for x2 and so on.

Examples

>>> from secml.array import CArray

>>> x = CArray([1,3,5])
>>> y = CArray([2,4,6])
>>> xv, yv = CArray.meshgrid((x, vy))
>>> print (xv)
CArray ([[1 3 5]
[1 3 5]

(continues on next page)
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(continued from previous page)

[1 3511

>>> print (yv)
CArray([[2 2 2]
[4 4 4]

[6 6 6]1])

>>> xv, yv = CArray.meshgrid((x, y), indexing='ij'")
>>> print (xv)

CArray ([[1 1 1]

[3 3 3]

[5 5 5]1])

>>> print (yv)

CArray ([[2 4 6]

[2 4 6]

(2 4 6]])

min (self, axis=None, keepdims=True)

Return the minimum of an array or minimum along an axis.
Parameters

axis [int or None, optional] Axis along which to operate. If None (default), array is flattened
before use.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array. Otherwise resulting array is flattened.

Returns

scalar or CArray Minimum of the array. If axis is None, scalar is returned. Otherwise, a
CArray with shape and number of dimensions consistent with the original array and the
axis parameter is returned.

Notes

* For sparse arrays all elements are taken into account (both zeros and non-zeros).

¢ NaN values are propagated, that is if at least one item is NaN, the corresponding max value will
be NaN as well.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,0]], tosparse=True) .min())
-1
>>> print (CArray ([[-2,0],[-1,0]1]1) .min(axis=0))
CArray ([[-2 011)
>>> print (CArray ([[-2,0],[-1,0]]1) .min(axis=1))
CArray ([[-2]
[-111)
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>>> print (CArray([-1,0,2,0]) .min (axis=0))
CArray([-1 0 2 0])

>>> print (CArray([-1,0,2,0]) .min(axis=1))
CArray ([-1])

>>> from secml.core.constants import nan
>>> print (CArray ([5,nan]) .min())
nan

minimum (self, array)
Element-wise minimum of array elements.

Compare two arrays and returns a new array containing the element-wise minimum. If one of the elements
being compared is a NaN, then that element is returned. If both elements are NaNs then the first is returned.
The latter distinction is important for complex NaNs, which are defined as at least one of the real or
imaginary parts being a NaN. The net effect is that NaNs are propagated.

Parameters

array [CArray or array_like] The array like object holding the elements to compare current
array with. Must have the same shape of first array.

Returns

CArray The element-wise minimum between the two arrays.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-1,0],[2,0]1]) .minimum(CArray ([[2,-1]1,[2,-111)))
CArray ([[-1 —-1]
[ 2 -111)
>>> print (CArray([[-1,0],[2,0]], tosparse=True) .minimum(CArray ([[2,-11,([2,~
=111)))
CArray( (0, 0) -1
(0, 1) -1
(1, 0) 2
(1, 1) -1)
>>> print (CArray ([-1]) .minimum (CArray ([2])))
CArray ([-1])

nan_to_num (self)
Replace nan with zero and inf with finite numbers.

Replace array elements if Not a Number (NaN) with zero, if (positive or negative) infinity with the largest
(smallest or most negative) floating point value that fits in the array dtype. All finite numbers are upcast to
the output dtype (default float64).
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Notes

We use the IEEE Standard for Binary Floating-Point for Arithmetic IEEE 754). This means that Not a
Number is not equivalent to infinity.

Examples

>>> from secml.array import CArray

>>> from secml.core.constants import nan, inf
>>> import numpy as np

>>> np.set_printoptions (precision=1)

>>> array = CArray([-1,0,1,nan,inf,-inf])

>>> array.nan_to_num/()

>>> print (array)

CArray ([-1.000000e+000 0.000000e+000 1.000000e+000 0.000000e+000 1.
—797693e+308

-1.797693e+308])

>>> # Restoring default print precision
>>> np.set_printoptions (precision=8)

nanargmax (self, axis=None)
Indices of the maximum values along an axis ignoring NaNss.

For all-NaN slices ValueError is raised. Warning: the results cannot be trusted if a slice contains only
NaNs and infs.

DENSE ARRAYS ONLY
Parameters

axis [int, None, optional] If None (default), array is flattened before computing index, oth-
erwise the specified axis is used.

Returns

int or CArray Index of the maximum of the array ignoring NaNs. If axis is None, int is
returned. Otherwise, a CArray with shape and number of dimensions consistent with the
original array and the axis parameter is returned.

Notes

In case of multiple occurrences of the maximum values, the indices corresponding to the first occur-
rence are returned.
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Examples

>>> from secml.array import CArray

>>> from secml.core.constants import nan
>>> print (CArray ([5, nan]).argmax())
1

>>> print (CArray ([5, nan]) .nanargmax())

0

>>> print (CArray([[-1, nan], [nan, 0]]).nanargmax())

3

>>> print (CArray([[-1, nan], [nan, 0]]).nanargmax (axis=0))
CArray ([[0 111)

>>> print (CArray([[-1, nan], [nan, 0]]).nanargmax(axis=1))
CArray ([[0]

[(111)

nanargmin (self, axis=None)
Indices of the minimum values along an axis ignoring NaNs

For all-NaN slices ValueError is raised. Warning: the results cannot be trusted if a slice contains only
NaNs and infs.

Parameters

axis [int, None, optional] If None (default), array is flattened before computing index, oth-
erwise the specified axis is used.

Returns

int or CArray Index of the minimum of the array ignoring NaNs. If axis is None, int is
returned. Otherwise, a CArray with shape and number of dimensions consistent with the
original array and the axis parameter is returned.

Notes

In case of multiple occurrences of the minimum values, the indices corresponding to the first occur-
rence are returned.

Examples

>>> from secml.array import CArray

>>> from secml.core.constants import nan
>>> print (CArray ([5, nan]).argmin())

1

>>> print (CArray ([5, nan]) .nanargmin())
0
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>>> print (CArray ([[-1, nan], [nan, 0]]).nanargmin())
0
>>> print (CArray([[-1, nan], [nan, 0]]).nanargmin (axis=0))
CArray ([[0 1117)
>>> print (CArray([[-1, nan], [nan, 0]]).nanargmin(axis=1))
CArray ([[0]

(111

nanmax (self, axis=None, keepdims=True)
Return the maximum of an array or maximum along an axis ignoring NaNs.

When all-NaN slices are encountered a RuntimeWarning is raised and Nan is returned for that slice.
DENSE ARRAYS ONLY
Parameters

axis [int or None, optional] Axis along which to operate. If None (default), flattened input
is used.

keepdims [bool, optional, dense only] If this is set to True (default), the result will broadcast
correctly against the original array. Otherwise resulting array is flattened.

Returns

scalar or CArray Maximum of the array ignoring NaNs. If axis is None, scalar is returned.
Otherwise, a CArray with shape and number of dimensions consistent with the original
array and the axis parameter is returned.

Examples

>>> from secml.array import CArray

>>> from secml.core.constants import nan
>>> print (CArray ([5, nan]) .max())
nan
>>> print (CArray ([5, nan]) .nanmax())
5.0
>>> print (CArray([[-1, nan], [nan, 0]]).nanmax())
0.0
>>> print (CArray ([[-1, nan], [nan, 0]]).nanmax (axis=0))
CArray ([[-1. 0.11)
>>> print (CArray([[-1, nan], [nan, 0]]).nanmax (axis=1))
CArray ([[-1.]
[ 0.11)

nanmin (self, axis=None, keepdims=True)
Return the minimum of an array or minimum along an axis ignoring NaNs.

When all-NaN slices are encountered a RuntimeWarning is raised and Nan is returned for that slice.
DENSE ARRAYS ONLY

Parameters
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axis [int or None, optional] Axis along which to operate. If None (default), flattened input
is used.

keepdims [bool, optional, dense only] If this is set to True (default), the result will broadcast
correctly against the original array. Otherwise resulting array is flattened.

Returns

scalar or CArray Index of the minimum of the array ignoring NaNs. If axis is None, scalar
is returned. Otherwise, a CArray with shape and number of dimensions consistent with
the original array and the axis parameter is returned.

Examples

>>> from secml.array import CArray

>>> from secml.core.constants import nan
>>> print (CArray ([5, nan]) .min())
nan
>>> print (CArray ([5, nan]) .nanmin())
5.0
>>> print (CArray([[-1, nan], [nan, 0]]).nanmin())
-1.0
>>> print (CArray([[-1, nan], [nan, 0]]).nanmin (axis=0))
CArray ([[-1. 0.]11)
>>> print (CArray([[-1, nan], [nan, 0]]).nanmin (axis=1))
CArray ([[-1.]
[ 0.11)

property ndim
Number of array dimensions.

This is always 2 for sparse arrays.

property nnz
Number of non-zero values in the array.

Examples

>>> from secml.array import CArray

>>> print (CArray([1,0,3,0], tosparse=True) .nnz)
2

property nnz_data
Return non-zero array elements.

Returns

nnz_data [CArray] Flat array, dense, shape (n, ), with non-zero array elements.
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Examples

>>> from secml.array import CArray

>>> array = CArray([1,0,3,0], tosparse=True)
>>> print (array.nnz_data)
CArray ([1 3])

property nnz_indices
Index of non-zero array elements.

Returns

nnz_indices [list] List of 2 lists. Inside out[0] there are the indices of the corresponding
rows and inside out[1] there are the indices of the corresponding columns of non-zero
array elements.

Examples

>>> from secml.array import CArray

>>> array = CArray([1,0,3,0], tosparse=True)
>>> nzz_indices = array.nnz_indices
>>> nzz_indices
({6, ol, [0, 2]]
>>> print (array[nzz_indices])
CArray ( (0, 0) 1
(0, 1) 3)

>>> array = CArray([1,0,3,0])

>>> nzz_indices = array.nnz_indices
>>> nzz_indices

({6, o1, [0, 2]]

>>> print (array[nzz_indices])
CArray ([1 31])

norm (self, order=None)
Entrywise vector norm.

This function provides vector norms on vector-like arrays.

This function is able to return one of an infinite number of vector norms (described below), depending on
the value of the order parameter.

Parameters

order [{int, inf, -inf}, optional] Order of the norm (see table under Notes).
Returns

float Norm of the array.

See also:

numpy . norm Full description of different norms.
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Notes

For integer order parameter, norm is computed as norm = sum(abs(array)**order)**(1./order). For other
norm types, see np.norm description.

Negative vector norms are only supported for dense arrays.

Differently from numpy, we consider flat vectors as 2-Dimensional with shape (1,array.size).

If input 2-Dimensional array is NOT vector-like, ValueError will be raised.

Examples

>>> from secml.array import CArray
>>> from secml.core.constants import inf

>>> print (round(CArray([1l,2,3]) .norm(), 5))
3.74166

>>> print (round (CArray ([[1,2,3]]) .norm(2), 5))
3.74166

>>> print (CArray([1,2,3]) .norm(1l))

6.0

>>> print (CArray([1l,2,3]) .tosparse () .norm(1l))
6.0

>>> print (CArray([1,2,3]) .norm(inf))

3.0

>>> print (CArray([1,2,3]) .norm(-inf))
1.0

>>> print (CArray ([[1,2],[2,4]1]) .norm())

Traceback (most recent call last):

ValueError: Array has shape (2, 2). Call .norm_2d() to compute matricial norm
—or vector norm along axis.

norm_2d (self, order=None, axis=None, keepdims=True)
Matrix norm or vector norm along axis.

This function provides matrix norm or vector norm along axis of 2D arrays. Flat arrays will be converted
to 2D before computing the norms.

This function is able to return one of seven different matrix norms, or one of an infinite number of vector
norms (described below), depending on the value of the order parameter.

Parameters

order [{‘fro’, non-zero int, inf, -inf}, optional] Order of the norm (see table under Notes).
‘fro’ stands for Frobenius norm.

axis [int or None, optional] If axis is an integer, it specifies the axis of array along which to
compute the vector norms. If axis is None then the matrix norm is returned.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array. Otherwise resulting array is flattened.

Returns
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float or CArray Norm of the array. If axis is None, float is returned. Otherwise, a CAr-
ray with shape and number of dimensions consistent with the original array and the axis
parameter is returned.

See also:

numpy .norm Full description of different norms.

Notes
For integer order parameter, norm is computed as norm = sum(abs(array)**order)**(1./order). For other

norm types, see np.norm description. Negative vector norms along axis are only supported for dense
arrays.

Examples

>>> from secml.array import CArray
>>> from secml.core.constants import inf

>>> print (round (CArray ([1,2,3]) .norm_2d(), 5))

3.74166

>>> print (CArray ([1,2,3]) .norm_2d (1)) # max (sum(abs(x), axis=0))
3.0

>>> print (CArray ([[1,2,3]]) .norm_2d (1))

3.0

>>> print (CArray([1l,2,3]) .norm_2d(inf)) # max (sum(abs (x), axis=1))
6.0

>>> print (CArray([1l,2,3]) .norm_2d(-inf)) # min (sum(abs (x), axis=1))
6.0
>>> print (CArray ([[1,2],([2,4]], tosparse=True) .norm_2d())
5.0
>>> print (CArray ([[1,2],([2,4]1]) .norm_2d(axis=0) .round(5))
CArray ([[2.23607 4.4721411)
>>> print (CArray ([[1,2],[2,4]1]1) .norm_2d(axis=1) .round(5))
CArray ([[2.23607]
[4.47214]17)

>>> print (CArray([1,2,3]) .norm_2d (2, axis=0))

CArray ([[1. 2. 3.11]1)

>>> print (CArray([1,2,3]) .norm_2d (2, axis=1).round(5))
CArray ([[3.74166]1])

>>> print (CArray([1,0,3], tosparse=True) .norm_2d(axis=0)) # Norm is dense
CArray ([[1. 0. 3.11)

>>> print (CArray([1,0,3], tosparse=True) .norm_2d(axis=1).round(5))

CArray ([[3.16228]])
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normpdf (self, mu=0.0, sigma=1.0)

Return normal distribution function value with mean and standard deviation given for the current array
values.

DENSE ARRAYS ONLY
The norm pdf is given by:

y = f(zlp,0) =
The standard normal distribution has ¢ = 0 and o = 1.
Parameters

mu [float, optional] Normal distribution mean. Default 0.0.

sigma [float, optional] Normal distribution standard deviation. Default 1.0.

Returns

CArray Normal distribution values.

Examples

>>> from secml.array import CArray

>>> print (CArray([1,2,3]) .normpdf ())
CArray ([0.241971 0.053991 0.004432])

>>> print (CArray ([1,2,3]) .normpdf(2,0.5))
CArray ([0.107982 0.797885 0.107982])

classmethod ones (shape, dtype=<class float'>, sparse=False)
Return a new array of given shape and type, filled with ones.

Parameters
shape [int or tuple] Shape of the new array, e.g., 2 or (2,3).
dtype [str or dtype, optional] The desired data-type for the array. Default is float.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array of ones is created.

Returns

CArray Array of ones with the given properties.

Warning: When sparse is True, array is created as dense and then converted to sparse format. Conse-
quently, the performance of this method is not comparable to other sparse array creation routines.
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Examples

>>> from secml.array import CArray

>>> print (CArray.ones(2))
CArray ([1. 1.1)

>>> print (CArray.ones((2,1), dtype=int, sparse=True))
CArray( (0, 0) 1
(1, 0) 1)

pinv (self, rcond=1e-15)
Compute the (Moore-Penrose) pseudo-inverse of a matrix.

DENSE FORMAT ONLY

Calculate the generalized inverse of a matrix using its singular-value decomposition (SVD) and including
all large singular values.

Parameters

rcond [float] Cutoff for small singular values. Singular values smaller (in modulus) than
rcond * largest_singular_value (again, in modulus) are set to zero.

Returns

array_pinv [CArray] The pseudo-inverse of array. Resulting array have shape (ar-
ray.shape[1], array.shape[0]).

Raises

LinAlgError [dense only] If array is not square or inversion fails.

Notes

The pseudo-inverse of a matrix A, denoted AT, is defined as: “the matrix that ‘solves’ [the least-squares
problem] Az = b,” i.e., if Z is said solution, then AT is that matrix such that :math:’bar{x} = AMb’. It
can be shown that if Q; QY = A is the singular value decomposition of A, then AT = Q> QT where
(01,2 are orthogonal matrices, X is a diagonal matrix consisting of A’s so-called singular values, (followed,
typically, by zeros), and then X7 is simply the diagonal matrix consisting of the reciprocals of A’s singular
values (again, followed by zeros). [1]

References

[1]
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Examples

>>> from secml.array import CArray

The following example checks that: array * array_pinv * array == array and array_pinv * array * ar-
ray_pinv == array_pinv

>>> array = CArray ([[1,3],[0,51,108,2]1])

>>> array_pinv = array.pinv()

>>> (array == array.dot (array_pinv.dot (array)) .round()).all()

True

>>> (array_pinv.round(2) == array_pinv.dot (array.dot (array_pinv)) .round(2)) .
—all ()

True

pow (self, exp)
Array elements raised to powers from input exponent, element-wise.

Raise each base in the array to the positionally-corresponding power in exp. exp must be broadcastable to
the same shape of array. If exp is a scalar, works like standard = operator.

Parameters

exp [CArray or scalar] Exponent of power, can be another array (DENSE ONLY) or a single
scalar. If array, must have the same shape of original array.

Returns

CArray New array with the power of current data using input exponents.

Examples

>>> from secml.array import CArray

>>> print (CArray([1,2,3]) .pow(2))
CArray ([1 4 9])

>>> print (CArray([1l,2,3]) .pow(CArray([2,0,31)))
CArray ([ 1 1 271])

>>> print (CArray([1,0,3], tosparse=True) .pow(2))
CArray ( (0, 0) 1
(0, 2) 9)

prod (self, axis=None, dtype=None, keepdims=True)
Return the product of array elements over a given axis.

Parameters

axis [int or None, optional] Axis along which the product is computed. The default (None)
is to compute the product over the flattened array.

dtype [str or dtype, optional] The data-type of the returned array, as well as of the accumu-
lator in which the elements are multiplied. By default, if array is of integer type, dtype
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is the default platform integer. (Note: if the type of array is unsigned, then so is dtype.)
Otherwise, the dtype is the same as that of array.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array. Otherwise resulting array is flattened.

Returns

scalar or CArray Product of the elements in the array. If axis is None, scalar is returned.
Otherwise, a CArray with shape and number of dimensions consistent with the original
array and the axis parameter is returned.

Notes
Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). This means
that when axis=0, a flat array is returned as is (see examples).

Arithmetic is modular when using integer types, and no error is raised on overflow. That means that, on a
32-bit platform:

>>> print (CArray ([536870910, 536870910, 536870910, 536870910]) .prod()) #
—random result
16

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,2],[3,4]1]1) .prod())
24
>>> print (CArray ([[1,2],[3,4]1], tosparse=True) .prod(axis=1))
CArray( (0, 0) 2
(1, 0) 12)
>>> print (CArray ([[1,2],[3,4]1]) .prod(axis=0, dtype=float))

CArray ([[3. 8.11)

>>> print (CArray([1,2,3]) .prod(axis=0))
CArray ([1 2 3])

>>> print (CArray([1l,2,3]) .prod(axis=1))
CArray ([6])

classmethod rand (shape, random_state=None, sparse=False, density=0.01)
Return random floats in the half-open interval [0.0, 1.0).

Results are from the “continuous uniform” distribution over the stated interval. To sample Unif[a, b), b >
a multiply the output of rand by (b-a) and add a:

(b-a)*rand() + a

Parameters
shape [int or tuple] Shape of the new array.

random_state [int or None, optional] If int, random_state is the seed used by the random
number generator; If None, is the seed used by np.random.
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sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array of zeros is created.

density [scalar, optional, sparse only] Density of the generated sparse array, default 0.01
(1%). Density equal to one means a full array, density of 0 means no non-zero items.

Returns

CArray Array of random floats with the given shape and format.

Examples

>>> from secml.array import CArray

>>> array_dense = CArray.randn (shape=2)
>>> print (array_dense)
CArray ([-0.170139 0.445385])

>>> array_dense = CArray.rand(shape=(2, 3))
>>> print (array_dense)

[[ 0.68588225 0.88371576 0.3958642 ]

[ 0.58243871 0.05104796 0.77719998]]

>>> array_sparse = CArray.rand((2, 3), sparse=True, density=0.45)
>>> print (array_sparse)
CArray ( (0, 0) 0.209653887609

(1, 1) 0.521906773406)

classmethod randint (low, high=None, shape=None, random_state=None, sparse=False)
Return random integers from low (inclusive) to high (exclusive).

Return random integers from the “discrete uniform” distribution in the “half-open” interval [low, high). If
high is None (the default), then results are from [0, low).

Parameters

low [int] Lowest (signed) integer to be drawn from the distribution (unless high=None, in
which case this parameter is the highest such integer).

high [int or None, optional] If provided, one above the largest (signed) integer to be drawn
from the distribution (see above for behavior if high=None).

shape [int, tuple or None, optional] Shape of output array. If None, a single value is returned.

random_state [int or None, optional] If int, random_state is the seed used by the random
number generator; If None, is the seed used by np.random.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a random
sparse array is created.

Returns

CArray Size-shaped array of random integers.

Warning: When sparse is True, array is created as dense and then converted to sparse format. Conse-
quently, the performance of this method is not comparable to other sparse array creation routines.
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Examples

>>> from secml.array import CArray

>>> array = CArray.randint (5, shape=10)
>>> print (array)
CArray([1 0 0 2 2 0 2 4 3 4])

>>> array = CArray.randint (0, 5, 10)
>>> print (array)
CArray ([0 2 2 0 31 4 2 4 1])

>>> array = CArray.randint (0, 5, (2, 2))
>>> print (array)
CArray ([[3 2]

[0 211)

classmethod randn (shape, random_state=None)
Return a sample (or samples) from the “standard normal” distribution.

DENSE FORMAT ONLY
The samples are generated from a univariate “normal” (Gaussian) distribution of mean 0 and variance 1.
Parameters
shape [int or tuple] Shape of the new array.

random_state [int or None, optional] If int, random_state is the seed used by the random
number generator; If None, is the seed used by np.random.

Returns

CArray or float A new array of given shape with floating-point samples from the standard
normal distribution, or a single such float if no parameters were supplied.

Examples

>>> from secml.array import CArray

>>> array_dense = CArray.randn (shape=2)
>>> print (array_dense)
CArray ([-0.739091 1.201532])

>>> array_dense = CArray.randn (shape=(2, 3))
>>> print (array_dense)
CArray ([[ 0.2848132 -0.02965108 1.41184901]

[-1.3842878 0.2673215 0.1897874711)

classmethod randsample (a, shape=None, replace=False, random_state=None, sparse=False)
Generates a random sample from a given array.

Parameters

a [CArray or int] If an array, a random sample is generated from its elements. If an int, the
random sample is generated as if a was CArray.arange(n)

shape [int, tuple or None, optional] Shape of output array. If None, a single value is returned.

162 Chapter 4. Available extra components



SecML, Release 0.15.dev0+fd905aa

replace [bool, optional] Whether the sample is with or without replacement, default False.

random_state [int or None, optional] If int, random_state is the seed used by the random
number generator; If None, is the seed used by np.random.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a random
sparse array is created.

Returns

CArray The generated random samples.

Warning: When sparse is True, array is created as dense and then converted to sparse format. Conse-
quently, the performance of this method is not comparable to other sparse array creation routines.

Examples

>>> from secml.array import CArray

>>> array = CArray.randsample (10, shape=(2, 3))
>>> print (array)
CArray ([[2 9 4]

[8 6 5]1)

>>> array = CArray.randsample (CArray([1,5,6,7,3]), shape=4)
>>> print (array)
CArray ([3 7 5 6])

>>> CArray.randsample (3, 4)
Traceback (most recent call last):

ValueError: Cannot take a larger sample than population when 'replace=False'

classmethod randuniform (low=0.0, high=1.0, shape=None, random_state=None,

sparse=False)
Return random samples from low (inclusive) to high (exclusive).

Samples are uniformly distributed over the half-open interval [low, high) (includes low, but excludes high).
In other words, any value within the given interval is equally likely to be drawn.

Parameters
low [float or CArray, optional]

Lower boundary of the output interval. All values generated will be greater than or
equal to low. The default value is 0.

A CArray of floats can be passed to specify a different bound for each position.
high [float or CArray, optional]

Upper boundary of the output interval. All values generated will be less than high.
The default value is 1.0.

A CArray of floats can be passed to specify a different bound for each position.
shape [int, tuple or None, optional] Shape of output array. If None, a single value is returned.

random_state [int or None, optional]
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If int, random_state is the seed used by the random number generator; If None, is the
seed used by np.random.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a random
sparse array is created.

Returns

CArray Size-shaped array of random samples.

Warning: When sparse is True, array is created as dense and then converted to sparse format. Conse-
quently, the performance of this method is not comparable to other sparse array creation routines.

Examples

>>> from secml.array import CArray

>>> print (CArray.randuniform(high=5.0, shape=5))
CArray ([ 4.36769 0.139844 3.711734 4.924484 3.737672])

>>> print (CArray.randuniform(shape=(2, 5)))
CArray ([[ 0.158324 0.485235 0.723386 0.072326 0.344732]
[ 0.761642 0.844458 0.501523 0.171417 0.00206811)

>>> print (CArray.randuniform(CArray([-1, -2, 31), 5, (2, 3)))
CArray ([[ -0.584032 1.433291 3.671319]
[ 3.566163 -1.139602 4.268376]1])

ravel (self)
Return a flattened array.

For dense format a 1-D array, containing the elements of the input, is returned. For sparse format a (1 x
array.size) array will be returned.

A copy is made only if needed.
Returns

CArray Flattened view (if possible) of the array with shape (array.size,) for dense format or
(1, array.size) for sparse format.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,2],[3,41]1).ravel())
CArray ([1 2 3 4])

>>> print (CArray ([[1],[2],[3]], tosparse=True) .ravel())
CArray( (0, 0) 1

(0, 1) 2

(0, 2) 3)
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repeat (self, repeats, axis=None)
Repeat elements of an array.

DENSE FORMAT ONLY
Parameters

repeats [int, list or CArray] The number of repetitions for each element. If this is an ar-
ray_like object, will be broadcasted to fit the shape of the given axis.

axis [int, optional] The axis along which to repeat values. By default, array is flattened
before use.

Returns

CArray Output array which has the same shape as original array, except along the given
axis. If axis is None, a flat array is returned.

Examples

>>> from secml.array import CArray

’>>> x = CArray([[1,21,13,411)

>>> print (x.repeat (2))
CArray([1 1 2 2 3 3 4 4])

>>> print (x.repeat (2, axis=1)) # Repeat the columns on the right
CArray ([[1 1 2 2]

[3344]1])
>>> print (x.repeat (2, axis=0)) # Repeat the rows on the right
CArray ([[1 2]

[1 2]

[3 4]

[3 4]11)

>>> print (x.repeat ([1, 2], axis=0))
CArray ([[1 2]

[3 4]

[3 4]11)

>>> x.repeat ([1, 2]) # repeats size must be consistent with axis
Traceback (most recent call last):

ValueError: operands could not be broadcast together with shape (4,) (2,)

>>> x = CArray([1,2,3])

>>> print (x.repeat (2, axis=0)) # Repeat the (only) row on the right
CArray([1 1 2 2 3 3])
>>> print (x.repeat (2, axis=1)) # No columns to repeat

Traceback (most recent call last):

numpy .AxisError: axis 1 is out of bounds for array of dimension 1

repmat (self, m, n)
Repeat an array M x N times.
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Parameters
m, n [int] The number of times the array is repeated along the first and second axes.
Returns

CArray The result of repeating array m X n times.

Examples

>>> from secml.array import CArray

>>> print (CArray
CArray( (0, 0)
(Ol

([[1,2]],tosparse=True) .repmat (2, 2))
1
2
1
2
1
2
1
2

)

>>> print (CArray([1l,2]) .repmat (2,2))
CArray ([[1 2 1 2]

(121 2]])
>>> print (CArray ([1,2]) .repmat (1,2))
CArray ([[1 2 1 211)
>>> print (CArray ([1,2]) .repmat (2,1))
CArray ([[1 2]

(1 211)

reshape (self, newshape)
Gives a new shape to an array without changing its data.

Parameters

newshape [int or sequence of ints] Desired shape for output array. If an integer or a tuple of
length 1, resulting array will have shape (n,) if dense, (1,n) if sparse.

A copy is made only if needed.
Returns

CArray Array with new shape. If possible, a view of original array data will be returned,
otherwise a copy will be made first.

Examples

>>> from secml.array import CArray

>>> print (CArray([1,2,3]) .reshape((3,1)))
CArray ([[1]

[2]

[(311)
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>>> print (CArray ([[1],[2],[3]], tosparse=True) .reshape(3))
CArray ( (0, 0) 1

(0, 1) 2

(0, 2) 3)

>>> CArray([1l,2,3]) .reshape(4)
Traceback (most recent call last):

ValueError: cannot reshape array of size 3 into shape (4,)

resize (self, newshape, constant=0)
Return a new array with the specified shape.

Missing entries are filled with input constant (default 0).
DENSE FORMAT ONLY
Parameters

newshape [int or sequence of ints] Integer or one integer for each desired dimension of
output array. If a tuple of length 1, output sparse array will have shape (1, n).

constant [scalar] Scalar to be used for filling missing entries. Default 0.
Returns

CArray Array with new shape. Array dtype is preserved. Missing entries are filled with the
desired constant (default 0).

Examples

>>> from secml.array import CArray

>>> print (CArray([1,2,3]) .resize((3,3)))
CArray ([[1 2 3]

[0 0 0]

[0 0 0]1)

>>> print (CArray([1,2,3]) .resize((3,1)))
CArray ([[1]

[2]

[311)

>>> print (CArray([1l,2,3]) .resize((1,3)))
CArray ([[1 2 311)

>>> print (CArray ([[1,2,3]]) .resize((5, )))
CArray([1 2 3 0 0])

>>> from secml.core.constants import inf

>>> print (CArray([[1,2,3]]) .resize((5, ), constant=inf))

CArray ([ 1 2 3
-9223372036854775808 —-922337203685477580817)

>>> print (CArray ([[0, 11,([2, 31]).resize(3))
CArray ([0 1 27])
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>>> print (CArray ([[0, 1],[2, 3]1]).resize((3, 3)))
CArray ([[0 1 2]

[3 0 0]

[0 0 0]])

>>> print (CArray([[0, 1, 21,[3, 4, 5]]).resize((2, 2)))
CArray ([[0 1]
[2 311)

round (self, decimals=0)

Evenly round to the given number of decimals.
Parameters

decimals [int, optional] Number of decimal places to round to (default: 0). If decimals is
negative, it specifies the number of positions to round to the left of the decimal point.

Returns

out_rounded [CArray] An new array containing the rounded values. The real and imaginary
parts of complex numbers are rounded separately. The result of rounding a float is a float.

See also:

ceil Return the ceiling of the input, element-wise.

floor Return the floor of the input, element-wise.

Notes

For values exactly halfway between rounded decimal values, we rounds to the nearest even value. Thus
1.5 and 2.5 round to 2.0, -0.5 and 0.5 round to 0.0, etc. Results may also be surprising due to the inexact

representation of decimal fractions in the IEEE floating point standard [1] and errors introduced when
scaling by powers of ten.

References

(11, 2]

Examples

>>> from secml.array import CArray

>>> print (CArray([1.28,5.62]) .round())
CArray ([1l. 6.1])

>>> print (CArray ([1.28,5.62],tosparse=True) .round (decimals=1))

CArray ( (0, 0) 1.3

(0, 1) 5.6)
>>> print (CArray([.5, 1.5, 2.5, 3.5, 4.5]).round()) # rounds to nearest even,,
—value

CArray ([0. 2. 2. 4. 4.1])
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>>> print (CArray([1,5,6,11]) .round(decimals=-1))
CArray ([ O 0 10 10])

save (self, datafile, overwrite=False)
Save array data into plain text file.

Data is stored preserving original data type.
The default encoding is utf-8.
Parameters

datafile [str, file_handle (dense only)] Text file to save data to. If a string, it’s supposed
to be the filename of file to save. If a file handle, data will be stored using active file
handle mode. If the filename ends in .gz, the file is automatically saved in compressed
gzip format. load() function understands gzipped files transparently.

overwrite [bool, optional] If True and target file already exists, file will be overwritten.
Otherwise (default), IOError will be raised.

Notes

¢ Dense format, flat arrays are stored with shape N x 1.

» Sparse format, we only save non-zero data along with indices necessary to reconstruct original 2-
dimensional array.

¢ Dense format, shape of original array can be easily recognized from target text file.
shal (self)
Calculate the shal hexadecimal hash of array.
Returns

hash [str] Hexadecimal hash of array.

Examples

>>> from secml.array import CArray

>>> print (CArray([0,1,3]) .shal())
9d9d15176c022373488fb8a2b34belba3046f5c6

property shape
Shape of stored data, tuple of ints.

shuffle (self)
Modify array in-place by shuffling its contents.

This function only shuffles the array along the first index of a not vector-like, multi-dimensional array.
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Examples

>>> from secml.array import CArray

>>> array = CArray([2,3,0,11)

>>> array.shuffle ()

>>> print (array)

CArray ([0 2 1 317) # random result

>>> array = CArray([[2,31,[0,111)
>>> array.shuffle ()
>>> print (array)
CArray ([[0 1]
[2 311)

sign (self)

Returns element-wise sign of the array.
The sign function returns -1if x < 0,0if x ==0,  if x > 0.
Returns

CArray Array with sign of each element.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[-2,0,2]]) .sign())
CArray ([[-1 0 111)

>>> print (CArray([-2,0,2], tosparse=True) .sign())
CArray ( (0, 0) -1
(0, 2) 1)

sin (self)

Trigonometric sine, element-wise.

DENSE FORMAT ONLY

The array elements are considered angles, in radians (27 rad equals 360 degrees).
Returns

CArray New array with trigonometric sine element-wise.

Notes

The sine is one of the fundamental functions of trigonometry (the mathematical study of triangles). Con-
sider a circle of radius 1 centered on the origin. A ray comes in from the +x axis, makes an angle at the
origin (measured counter-clockwise from that axis), and departs from the origin. The y coordinate of the
outgoing ray’s intersection with the unit circle is the sine of that angle. It ranges from -1 for x = 37/2
to +1 for 7r/2. The function has zeroes where the angle is a multiple of 7. Sines of angles between 7 and
27 are negative. The numerous properties of the sine and related functions are included in any standard
trigonometry text.
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Examples

>>> from secml.array import CArray
>>> from secml.core.constants import pi

>>> print ((CArray([0,90,180,270,360,-90,-180,-270])*p1i/180) .sin() .round())
CArray ([ 0. 1. 0. -1. -0. -1. -0. 1.1)

>>> print ((CArray ([[45,135]1,[225,315]])*pi/180).sin())
CArray ([[ 0.707107 0.707107]
[-0.707107 -0.70710711)

property size
Size (number of elements) of array.

For sparse data, this counts both zeros and non-zero elements.

sort (self, axis=-1, kind="quicksort', inplace=False)
Sort an array.

Parameters
axis [int, optional] Axis along which to sort. The default is -1 (the last axis).

kind [{‘quicksort’, ‘mergesort’, ‘heapsort’}, optional] Sorting algorithm to use. Default
‘quicksort’. For sparse arrays, only ‘quicksort’ is available.

inplace [bool, optional] If True, array will be sorted in-place. Default False.
Returns
CArray Sorted array.

See also:

numpy . sort Description of different sorting algorithms.

CArray.argsort Indirect sort.

Notes

Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). This means
that when axis=0, flat array is returned as is (see examples).

For large sparse arrays is actually faster to convert to dense first.

Examples

>>> from secml.array import CArray

>>> array = CArray([5,-1,0,-31)
>>> print (array.sort ())
CArray ([-3 -1 0 51)

>>> array = CArray([5,-1,0,-31])
>>> print (array.sort (axis=0))
CArray ([ 5 -1 0 -=3])
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>>> array = CArray([5,-1,0,-3])
>>> print (array.sort (axis=1))
CArray ([-3 -1 0 57)

>>> array = CArray([5,-1,0,-31)
>>> out = array.sort (inplace=True)
>>> print (out)
CArray ([-3 -1 0 5])
>>> array[0] = 100
>>> print (out)

CArray ([100 -

1 0 51)

sqgrt (self)
Compute the positive square-root of an array, element-wise.

If any array element is complex, a complex array is returned (and the square-roots of negative reals are
calculated). If all of the array elements are real, so is the resulting array, with negative elements returning
nan.

Returns

CArray A new array with the element-wise positive square-root of original array.

Notes
sqrt has, consistent with common convention, its branch cut the real “interval” [-inf, 0), and is continuous

from above on it. A branch cut is a curve in the complex plane across which a given complex function fails
to be continuous.

Examples

>>> from secml.array import CArray

>>> print (CArray (2) .sqgrt ())
CArray ([1.4142147)

>>> print (CArray([2,3,4]) .sgrt())
CArray ([1.414214 1.732051 2. 1)

>>> print (CArray ([[2,3],[4,5]1],tosparse=True) .sqgrt () .round (4))
CArray ( (0, 0) 1.4142

(0, 1) 1.7321

(1, 0) 2.0

(1, 1) 2.2361)

>>> print (CArray ([-3, 0]).sgrt())
CArray ([nan 0.])

std (self, axis=None, ddof=0, keepdims=True)
Compute the standard deviation along the specified axis.

Returns the standard deviation, a measure of the spread of a distribution, of the array elements. The
standard deviation is computed for the flattened array by default, otherwise over the specified axis.

Parameters
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axis [int, optional] Axis along which the standard deviation is computed. The default is to
compute the standard deviation of the flattened array.

ddof [int, optional] Means Delta Degrees of Freedom. The divisor used in calculations is N
- ddof, where N represents the number of elements. By default ddof is zero.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array.

Returns

float or CArray Standard deviation of the elements in the array. If axis is None, float is
returned. Otherwise, a CArray with shape and number of dimensions consistent with the
original array and the axis parameter is returned.

Notes

The standard deviation is the square root of the average of the squared deviations from the mean, i.e., ‘std
= sqrt(mean(abs(x - x.mean())**2))’.

The average squared deviation is normally calculated as ‘x.sum() / N’, where ‘N = len(x)’. If, however,
ddof is specified, the divisor ‘N - ddof” is used instead. In standard statistical practice, ‘ddof=1" provides
an unbiased estimator of the variance of the infinite population. ‘ddof=0" provides a maximum likelihood
estimate of the variance for normally distributed variables. The standard deviation computed in this func-
tion is the square root of the estimated variance, so even with ‘ddof=1’, it will not be an unbiased estimate
of the standard deviation per se.

Note that, for complex numbers, std takes the absolute value before squaring, so that the result is always
real and not-negative.

For floating-point input, the mean is computed using default float precision. Depending on the input data,
this can cause the results to be inaccurate, especially for 32-bit machines (float32).

Examples

>>> from secml.array import CArray

>>> print (round (CArray ([[1,4]1,[4,3]1],tosparse=True) .std (), 2))
1.22

>>> print (CArray ([[1,4],[4,3]],tosparse=True) .std(axis=0))
CArray ([[1.5 0.511)

>>> print (CArray ([[1,4],[4,3]1]).std(axis=0, ddof=1).round(2))
CArray ([[2.12 0.71]1])

>>> print (CArray([1,4
CArray ([0. 0. 0. 0.])
>>> print (CArray ([1,4
CArray ([1.22])

,4,3]) .std(axis=0))

,4,3]) .std(axis=1) .round(2))

sum (self, axis=None, keepdims=True)
Sum of array elements over a given axis.

Parameters
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axis [int or None, optional] Axis along which a sum is performed. The default (axis = None)
is perform a sum over all the dimensions of the input array. axis may be negative, in which
case it counts from the last to the first axis.

keepdims [bool, optional] If this is set to True (default), the result will broadcast correctly
against the original array. Otherwise resulting array is flattened.

Returns

scalar or CArray Sum of the elements in the array. If axis is None, float is returned. Oth-
erwise, a CArray with shape and number of dimensions consistent with the original array
and the axis parameter is returned.

Examples

>>> from secml.array import CArray

>>> print (CArray([-3,0,2]) .sum())
-1
>>> print (CArray ([[-3,0],[1,2]], tosparse=True) .sum(axis=1))
CArray ([ [-3]
[ 311)
>>> print (CArray([-3,0,1,2]) .sum(axis=0))
CArray([-3 0 1 21)
>>> print (CArray([-3,0,1,2]) .sum(axis=1))
CArray ([0])

t

tocoo (self, shape=None)
Return the array as a sparse scipy.sparse.coo_matrix.

Parameters

shape [tuple of ints, optional] Desired shape for output data. Must be 2-Dimensional. Re-
shape is performed after casting.

Returns

scipy.sparse.coo_matrix A representation of current data as scipy.sparse.coo_matrix. If
possible, we avoid copying original data.

Examples

>>> from secml.array import CArray

>>> array = CArray([[1,2],[0,4]1], tosparse=True) .tocoo ()
>>> print (array)

(0, 0) 1
(0, 1) 2
(1, 1) 4

>>> type (array)
<class 'scipy.sparse.coo.coo_matrix'>
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>>> array = CArray([1,2,3]).tocoo()
>>> print (array)

(0, 0) 1

(0, 1) 2

(0, 2) 3

>>> type (array)
<class 'scipy.sparse.coo.coo_matrix'>

>>> array = CArray ([[1,2],[0,4]1]) .tocoo(shape=(1, 4))
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 3) 4

>>> type (array)
<class 'scipy.sparse.coo.coo_matrix'>

tocsc (self, shape=None)
Return the array as a sparse scipy.sparse.csc_matrix.

Parameters

shape [tuple of ints, optional] Desired shape for output data. Must be 2-Dimensional. Re-
shape is performed after casting.

Returns

scipy.sparse.csc_matrix A representation of current data as scipy.sparse.csc_matrix. If pos-
sible, we avoid copying original data.

Examples

>>> from secml.array import CArray

>>> array = CArray ([[1,2],[0,4]1], tosparse=True) .tocsc()
>>> print (array)

(0, 0) 1
(0, 1) 2
(1, 1) 4

>>> type (array)
<class 'scipy.sparse.csc.csc_matrix'>

>>> array = CArray([1,2,3]).tocsc()
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 2) 3

>>> type (array)
<class 'scipy.sparse.csc.csc_matrix'>

>>> array = CArray([[1,2],[0,4]1]) .tocsc(shape=(1, 4))
>>> print (array)

(0, 0) 1
(0, 1)
(0, 3) 4

>>> type (array)
<class 'scipy.sparse.csc.csc_matrix'>
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tocsr (self, shape=None)
Return the array as a sparse scipy.sparse.csr_matrix.

Parameters

shape [tuple of ints, optional] Desired shape for output data. Must be 2-Dimensional. Re-
shape is performed after casting.

Returns

scipy.sparse.csr_matrix A representation of current data as scipy.sparse.csr_matrix. If pos-
sible, we avoid copying original data.

Examples

>>> from secml.array import CArray

>>> array = CArray ([[1,2],[0,4]1], tosparse=True) .tocsr ()
>>> print (array)

(0, 0) 1
(0, 1) 2
(1, 1) 4

>>> type (array)
<class 'scipy.sparse.csr.csr_matrix'>

>>> array = CArray([1,2,3]).tocsr()
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 2) 3

>>> type (array)
<class 'scipy.sparse.csr.csr_matrix'>

>>> array = CArray ([[1,2],[0,4]]) .tocsr (shape=(1, 4))
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 3) 4

>>> type (array)
<class 'scipy.sparse.csr.csr_matrix'>

todense (self, dtype=None, shape=None)
Converts array to dense format.

Return current array if it has already a dense format.
Parameters
dtype [str or dtype, optional] Typecode or data-type to which the array is cast.
shape [sequence of ints, optional] Shape of the new array, e.g., (2, 3)’.
Returns

CArray Dense array with input data and desired dtype and/or shape.
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Notes

If current array has already a dense format, dtype and shape parameters will not be functional. Use .astype()
or .reshape() function to alter array shape/dtype.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[2, 0], [3, 4]1], tosparse=True) .todense (dtype=float))
CArray ([[2. 0.]
[3. 4.]1])

>>> print (CArray ([[2, 0], [3, 411, tosparse=True) .todense (shape=(4,)))
CArray ([2 0 3 4])

todia (self, shape=None)
Return the array as a sparse scipy.sparse.dia_matrix.

Parameters

shape [tuple of ints, optional] Desired shape for output data. Must be 2-Dimensional. Re-
shape is performed after casting.

Returns

scipy.sparse.dia_matrix A representation of current data as scipy.sparse.dia_matrix. If pos-
sible, we avoid copying original data.

Examples

>>> from secml.array import CArray

>>> array = CArray ([[1,2],[0,4]1], tosparse=True) .todia()
>>> print (array)

(0, 0) 1
(1, 1) 4
(0, 1) 2

>>> type (array)
<class 'scipy.sparse.dia.dia_matrix'>

>>> array = CArray([1,2,3]).todia()
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 2) 3

>>> type (array)
<class 'scipy.sparse.dia.dia_matrix'>

>>> array = CArray([[1,2],[0,4]]).todia(shape=(1, 4))
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 3) 4

(continues on next page)
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(continued from previous page)

>>> type (array)
<class 'scipy.sparse.dia.dia_matrix'>

todok (self, shape=None)
Return the array as a sparse scipy.sparse.dok_matrix.

Parameters

shape [tuple of ints, optional] Desired shape for output data. Must be 2-Dimensional. Re-
shape is performed after casting.

Returns

scipy.sparse.dok_matrix A representation of current data as scipy.sparse.dok_matrix. If
possible, we avoid copying original data.

Examples

>>> from secml.array import CArray

>>> array = CArray([[1,2],[0,4]1], tosparse=True) .todok ()
>>> print (array)

(0, 0) 1
(0, 1) 2
(1, 1) 4

>>> type (array)
<class 'scipy.sparse.dok.dok_matrix'>

>>> array = CArray([1,2,3]).todok()
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 2) 3

>>> type (array)
<class 'scipy.sparse.dok.dok_matrix'>

>>> array = CArray ([[1,2],[0,4]1]1).todok (shape=(1, 4))
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 3) 4

>>> type (array)
<class 'scipy.sparse.dok.dok_matrix'>

tolil (self, shape=None)
Return the array as a sparse scipy.sparse.lil _matrix.

Parameters

shape [tuple of ints, optional] Desired shape for output data. Must be 2-Dimensional. Re-
shape is performed after casting.

Returns

scipy.sparse.lil_matrix A representation of current data as scipy.sparse.lil_matrix. If possi-
ble, we avoid copying original data.
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Examples

>>> from secml.array import CArray

>>> array = CArray ([[1,2],[0,4]1], tosparse=True) .tolil ()
>>> print (array)

(0, 0) 1
(0, 1) 2
(1, 1) 4

>>> type (array)
<class 'scipy.sparse.lil.lil matrix'>

>>> array = CArray([1,2,3]).tolil()
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 2) 3

>>> type (array)
<class 'scipy.sparse.lil.lil _matrix'>

>>> array = CArray ([[1,2],[0,4]1]).tolil (shape=(1, 4))
>>> print (array)

(0, 0) 1
(0, 1) 2
(0, 3) 4

>>> type (array)
<class 'scipy.sparse.lil.lil_matrix'>

tolist (self, shape=None)
Return the array as a (possibly nested) 1ist.

Return a copy of the array data as a (nested) Python list. Data items are converted to the nearest compatible
Python type.

Parameters

shape [int or tuple of ints, optional] Desired shape for output data. Reshape is performed
after casting. If an integer or a tuple of length 1, resulting list will have size ‘n’.

Returns

list The possibly nested list of array elements.

Examples

>>> from secml.array import CArray

>>> array = CArray ([[1,2],[0,4]1]).tolist ()
>>> array
(r1, 21, [0, 4]]
>>> print (CArray (array))
CArray ([[1 2]
[0 471)
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>>> print (CArray (array, tosparse=True))

CArray ( (0, 0) 1
(0, 1) 2
(1, 1) 4)
>>> out = CArray([[1,2],[0,4]1]1).tolist (shape=(4, ))
>>> print (out)
(1, 2, 0, 4]

>>> type (out)
<class 'list'>

>>> out = CArray ([[1,2],[0,4]1]).tolist (shape=(1, 4))
>>> print (out)

(r1, 2, 0, 411

>>> type (out)

<class 'list'>

tondarray (self, shape=None)
Return a dense numpy . ndarray representation of the array.

Parameters

shape [int or tuple of ints, optional] Desired shape for output data. Reshape is performed
after casting. If an integer or a tuple of length 1, resulting array will have shape (n,).

Returns

numpy.ndarray A representation of current data as numpy.ndarray. If possible, we avoid
copying original data.

Examples

>>> from secml.array import CArray

>>> array = CArray([1,2,3]).tondarray()
>>> array

array ([1, 2, 31)

>>> type (array)

<class 'numpy.ndarray'>

>>> array = CArray ([[1,2],[0,4]],tosparse=True) .tondarray ()
>>> array
array ([[1, 2],
(0, 411)
>>> type (array)
<class 'numpy.ndarray'>

>>> print (CArray([[1,2],[0,4]1]) .tondarray (shape=(4, )))
[1 2 0 4]

>>> print (CArray ([[1,2],[0,4]1]).tondarray (shape=(1, 4)))
[[1 2 0 4]]
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>>> # N-Dimensional shape
>>> print (CArray([[1,2,3,4]1,[0,4,5,6]]) .tondarray (shape=(2, 2, 2)))
[[[1 2]

tosparse (self, dtype=None, shape=None)
Converts array to sparse format.

Return current array if it has already a sparse format.
Parameters
dtype [str or dtype, optional] Typecode or data-type to which the array is cast.

shape [sequence of ints, optional] Shape of the new array, e.g., (2, 3)’. Only 2-Dimensional
sparse arrays are supported.

Returns

CArray Sparse array with input data and desired dtype and/or shape.

Notes

If current array has already a sparse format, dfype and shape parameters will not be functional. Use
.astype() or .reshape() function to alter array shape/dtype.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[2, 0], [3, 4]]) .tosparse (dtype=float))
CArray ( (0, 0) 2.0

(1, 0) 3.0

(1, 1) 4.0)
>>> print (CArray ([[2, 0], [3, 4]1]) .tosparse (shape=(1, 4)))
CArray ( (0, 0) 2

(0, 2) 3

(0, 3) 4)

transpose (self)
Returns current array with axes transposed.

A view is returned if possible.
Returns

CArray A view, if possible, of current array with axes suitably permuted.
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Examples

>>> from secml.array import CArray

>>> print (CArray([1l, 2, 31]1).transpose())
CArray ([[1]

[2]

[311)
>>> print (CArray ([[1], [2], [3]]).transpose())
CArray ([[1 2 311)

unique (self, return_index=False, return_inverse=False, return_counts="False)
Find the unique elements of an array.

There are three optional outputs in addition to the unique elements: - the indices of the input
array that give the unique values - the indices of the unique array that reconstruct the input array
- the number of times each unique value comes up in the input array

Parameters

return_index [bool, optional] If True, also return the indices of array that result in the
unique array (default False).

return_inverse [bool, optional, dense only] If True, also return the indices of the unique
array that can be used to reconstruct the original array (default False).

return_counts [bool, optional] If True, also return the number of times each unique item
appears.

Returns
unique [CArray] Dense array with the sorted unique values of the array.

unique_index [CArray, optional] The indices of the first occurrences of the unique values
in the (flattened) original array. Only provided if return_index is True.

unique_counts [CArray, optional] The number of times each unique item appears in the
original array. Only provided if return_counts is True.

Examples

>>> from secml.array import CArray

>>> print (CArray ([[1,0,2],[2,0,31]) .unique())
CArray ([0 1 2 3])

>>> print (CArray([1,2,2,3,3], tosparse=True) .unique())
CArray([1 2 3])

>>> u, u_idx, u_inv = CArray([[2,2,3,3]]) .unique (return_index=True, return_
. inverse=True)

>>> print(u) # unique

CArray ([2 3])

>>> print (u_idx) # unique_indices

CArray ([0 2])

(continues on next page)
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(continued from previous page)

>>> print (ulu_inv]) # original (flattened) array reconstructed from unique_
—inverse
CArray ([2 2 3 3])

>>> u, u_counts = CArray([[2,2,2,3,3]]) .unique (return_counts=True)
>>> print (u_counts) # The number of times each unique item appears
CArray ([3 2])

classmethod zeros (shape, dtype=<class float™>, sparse=False)
Return a new array of given shape and type, filled with zeros.

Parameters
shape [int or tuple] Shape of the new array, e.g., 2 or (2,3).
dtype [str or dtype, optional] The desired data-type for the array. Default is float.

sparse [bool, optional] If False (default) a dense array will be returned. Otherwise, a sparse
array of zeros is created. Note that sparse arrays with only zeros appear empty when
printing.

Returns

CArray Array of zeros with the given properties.

Examples

>>> from secml.array import CArray

>>> print (CArray.zeros(2))
CArray ([0. 0.])

>>> array = CArray.zeros((2,1), dtype=int, sparse=True)

>>> print (array) # sparse arrays with only zeros appear empty...
CArray ()
>>> print (array.shape)
(2, 1)
array_utils

secml.array.array_utils.is_vector_index (idx)
Check if input index is valid for vector-like arrays.

An array is vector-like when 1-Dimensional or 2-Dimensional with shape[0] == 1.
Parameters
idx [int, bool, slice] Index to check.
Returns
out_check [bool] Return True if input is a valid index for any axis with size 1, else False.

secml.array.array_utils.tuple_atomic_tolist (idx)
Convert tuple atomic elements to list.

Atomic objects converted:

4.7. Copyright 183



SecML, Release 0.15.dev0+fd905aa

* int, np.integer

* bool, np.bool_

Parameters
idx [tuple] Tuple which elements have to be converted.
Returns
out_tuple [tuple] Converted tuple.
secml.array.array_utils.tuple_sequence_tondarray (idx)
Convert sequences inside tuple to ndarray.
A sequence can be:
* int, np.integer
* bool, np.bool_
e list
* np.ndarray
* CDense
» CSparse (are converted to dense first)

* CArray

Parameters
idx [tuple] Tuple which elements have to be converted.
Returns

out_tuple [tuple] Converted tuple.

4.7.7 secml.data

secml.data.loader

CDatalLoader

class secml.data.loader.c_dataloader.CDatalLoader
Bases: secml.core.c creator.CCreator

Interface for Dataset loaders.
Attributes
class_type Defines class type.
logger Logger for current object.

verbose Verbosity level of logger output.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(self, *args, **kwargs)

Loads a dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

abstract load (self, *args, **kwargs)
Loads a dataset.

This method should return a .CDataset object.

CDataLoaderCIFAR

class secml.data.loader.c_dataloader_cifar.CDataloaderCIFAR
Bases: secml.data.loader.c _dataloader.CDataLoader

Loads the CIFAR tiny images datasets.
Available at: https://www.cs.toronto.edu/~kriz/cifar.html
Attributes

class_type Defines class type.
data_md5 MDS digest of the datafile.
data path URL of the data directory.
data url URL of the datafile.
logger Logger for current object.

verbose Verbosity level of logger output.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self], val_size])

Load all images of the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

abstract property data md5

MDS5 digest of the datafile. Specific for each dataset type.

Returns

str Expected MD5 digest of the dataset file.

abstract property data_path

URL of the data directory. Specific for each dataset type.

Returns

str Path to the folder where dataset data is stored.

abstract property data_url

URL of the datafile. Specific for each dataset type.

Returns

str URL of the remote datafile with dataset data.

abstract load (self, val_size=0)
Load all images of the dataset.

Each image is flattened. The first 1024 entries contain the red channel values, the next 1024 the green, and
the final 1024 the blue. The image is stored in row-major order, so that the first 32 entries of the array are
the red channel values of the first row of the image. Dtype of images is uint8. Dtype of labels is int32.

Extra dataset attributes:
* ‘img_w’, ‘img_h’: size of the images in pixels.

* ‘class_names’: dictionary with the original name of each class.

Parameters
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val_size [int, optional] Size of the validation set. Default 0, so no validation dataset will be
returned.

Returns
training_set [CDataset] Training set.
test_set [CDataset] Test set.
validation_set [CDataset, optional] Validation set. Returned only if val_size > 0.
class secml.data.loader.c_dataloader_cifar.CDatalLoaderCIFAR1O
Bases: secml.data.loader.c _dataloader cifar.CDataLoaderCIFAR
Loads the CIFAR-10 tiny images dataset.

The CIFAR-10 dataset consists of 60000 32x32 colour images in 10 classes, with 6000 images per class. There
are 50000 training images and 10000 test images.

Available at: https://www.cs.toronto.edu/~kriz/cifar.html
Attributes
class_type [‘CIFAR-10’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(selff, val_size]) Load all images of the dataset.Load all images of the
dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property data_md5
MDS5 digest of the datafile.

Returns
str Expected MD5 digest of the dataset file.

property data_path
URL of the data directory.
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Returns
str Path to the folder where dataset data is stored.

property data url
URL of the remote datafile.

Returns
str URL of the remote datafile with dataset data.

load (self, val_size=0)
Load all images of the dataset.Load all images of the dataset.

Each image is flattened. The first 1024 entries contain the red channel values, the next 1024 the green, and
the final 1024 the blue. The image is stored in row-major order, so that the first 32 entries of the array are
the red channel values of the first row of the image. Dtype of images is uintS. Dtype of labels is int32.

Extra dataset attributes:
* ‘img_w’, ‘img_h’: size of the images in pixels.

* ‘class_names’: dictionary with the original name of each class.

Parameters

val_size [int, optional] Size of the validation set. Default 0, so no validation dataset will be
returned.

Returns
training_set [CDataset] Training set.
test_set [CDataset] Test set.
validation_set [CDataset, optional] Validation set. Returned only if val_size > 0.
class secml.data.loader.c_dataloader_cifar.CDataLoaderCIFAR100
Bases: secml.data.loader.c _dataloader cifar.CDataLoaderCIFAR
Loads the CIFAR-100 tiny images dataset.

The CIFAR-100 dataset consists of 60000 32x32 colour images in 100 classes, containing 600 images each.
There are 500 training images and 100 testing images per class. The 100 classes in the CIFAR-100 are grouped
into 20 superclasses. Each image comes with a “fine” label (the class to which it belongs) and a “coarse” label
(the superclass to which it belongs).

Available at: https://www.cs.toronto.edu/~kriz/cifar.html
Attributes
class_type [‘CIFAR-100’] Defines class type.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self], val_size])

Load all images of the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property data_md5
MDS5 digest of the datafile.

Returns

str Expected MD5 digest of the dataset file.

property data_path
URL of the data directory.

Returns

str Path to the folder where dataset data is stored.

property data_url
URL of the remote datafile.

Returns

str URL of the remote datafile with dataset data.

load (self, val_size=0)
Load all images of the dataset.

Each image is flattened. The first 1024 entries contain the red channel values, the next 1024 the green, and
the final 1024 the blue. The image is stored in row-major order, so that the first 32 entries of the array are
the red channel values of the first row of the image. Dtype of images is uint8. Dtype of labels is int32.

Extra dataset attributes:
* ‘img_w’, ‘img_h’: size of the images in pixels.

* ‘class_names’: dictionary with the original name of each class.

Parameters
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val_size [int, optional] Size of the validation set. Default 0, so no validation dataset will be

returned.

Returns

training_set [CDataset] Training set.

test_set [CDataset] Test set.

validation_set [CDataset, optional] Validation set. Returned only if val_size > 0.

CDataLoaderlCubWorld

class secml.data.loader.c_dataloader_icubworld.CDataLoaderICubWorld
Bases: secml.data.loader.c_dataloader.CDatalLoader

Interface for loaders of iCubWorld datasets.

iCubWorld is a set of computer vision datasets for robotic applications, developed by Istituto Italiano di Tec-

nologia (IIT), Genova, Italy.
REF: https://robotology.github.io/iCubWorld
Attributes
class_type Defines class type.

logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self, *args, **kwargs)

Loads a dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

abstract load (self, *args, **kwargs)
Loads a dataset.

This method should return a . CDataset object.
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class secml.data.loader.c_dataloader_icubworld.CDatalLoaderICubWorld28

Bases: secml.data.loader.c_dataloader_icubworld.CDataLoaderICubWorld

Loader for iCubWorld28 dataset.

The dataset consists in 28 objects divided in 7 categories, where each category includes 4 objects. For each

object there are 4 different acquisition days for training and 4 for testing, with ~150 frames per acquisition.
Attributes

class_type [‘icubworld28’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(self, ds_type[, day, icub7, ...]) Load the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

load (self, ds_type, day='day4', icub7=False, resize_shape=(128, 128), crop_shape=None, normal-

ize=True)
Load the dataset.

The pre-cropped version of the images is loaded, with size 128 x 128. An additional resize/crop shape

could be passed as input if needed.
Extra dataset attributes:
* ‘img_w’, ‘img_h’: size of the images in pixels.

» ‘y_orig’: CArray with the original labels of the objects.

Parameters
ds_type [str] Identifier of the dataset to download, either ‘train’ or ‘test’.

day [str, optional] Acquisition day from which to load the images. Default ‘day4’. The
available options are: ‘dayl’, ‘day2’, ‘day3’, ‘day4’.

icub7 [bool or int, optional] If True, load a reduced dataset with 7 objects by taking the 3rd
object for each category. Default False. If int, the Nth object for each category will be
loaded.

4.7.

Copyright



SecML, Release 0.15.dev0+fd905aa

resize_shape [tuple, optional] Images will be resized to (height, width) shape. Default (128,
128).

crop_shape [tuple or None, optional] If a tuple, a crop of (height, width) shape will be
extracted from the center of each image. Default None.

normalize [bool, optional] If True, images are normalized between 0-1. Default True.
Returns

CDataset Output dataset.

CDataLoaderlmgClients

class secml.data.loader.c_dataloader_imgclients.CDataLoaderImgClients
Bases: secml.data.loader.c dataloader.CDataLoader

Loads a dataset of images and corresponding labels from ‘clients.txt’.
Attributes

class_type [‘img-clients’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(self, ds_path, img_format[, ...]) Load all images of specified format inside given
path.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

load (self, ds_path, img_format, label_dtype=None, load_data=True)
Load all images of specified format inside given path.

Extra dataset attributes:
e ‘id’: last ds_path folder.
* ‘img_w’, ‘img_h’: size of the images in pixels.

* ‘img_c’: images number of channels.
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* Any other custom attribute is retrieved from ‘attributes.txt’ file. Only attributes of str type are

currently supported.

Parameters

ds_path [str] Full path to dataset folder.

img_format [str] Format of the files to load.

label_dtype [str or dtype, optional] Datatype of the labels. If None, labels will be strings.

load_data [bool, optional] If True (default) features will be stored. Otherwise store the

paths to the files with dtype=object.

CDatalLoaderimgFolders

class secml.data.loader.c_dataloader_imgfolders.CDataLoaderImgFolders
Bases: secml.data.loader.c_dataloader.CDataLoader

Loads a dataset of images where clients are specified as different folders.

Attributes

class_type [‘img-folders’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self, ds_path, img_format[, label_re, ...])

Load all images of specified format inside given
path.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

load (self, ds_path, img_format, label_re=None, label_dtype=None, load_data=True)
Load all images of specified format inside given path.

The following custom CDataset attributes are available:

* ‘id’: last ds_path folder.

* ‘img_w’, ‘img_h’: size of the images in pixels.
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* ‘img_c’: images number of channels.

* Any other custom attribute is retrieved from ‘attributes.txt’ file. Only attributes of str type are
currently supported.

Any other custom attribute is retrieved from ‘attributes.txt’ file.
Parameters
ds_path [str] Full path to dataset folder.
img_format [str] Format of the files to load.

label_re [re, optional] Regular expression that identify the correct label. If None, the whole
name of the leaf folder will be used as label.

label_dtype [str or dtype, optional] Datatype of the labels. If None, labels will be strings.

load_data [bool, optional] If True (default) features will be stored. Otherwise store the
paths to the files with dtype=object.

CDatalLoaderLFW

class secml.data.loader.c_dataloader_lfw.CDataLoaderLFW
Bases: secml.data.loader.c _dataloader.CDataLoader

Loads the LFW Labeled Faces in the Wild dataset.

This dataset is a collection of JPEG pictures of famous people collected on the internet, all details are available
on the official website:

http://vis-www.cs.umass.edu/Ifw/

Each picture is centered on a single face. Each pixel of each channel (color in RGB) is encoded by a float in
range 0.0 - 1.0.

The task is called Face Recognition (or Identification): given the picture of a face, find the name of the per-
son given a training set (gallery).

This implementation uses sklearn.datasets.fetch_lfw_people module.
Attributes

class_type [‘Ifw’] Defines class type.

Methods
clean_tmp() Cleans temporary files created by the DB loader.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

deepcopy(self) Returns a deep copy of current class.
get_class_from_type(class_type) Return the class associated with input type.
get_params(self) Returns the dictionary of class hyperparameters.
get_state(self, **kwargs) Returns the object state dictionary.
get_subclasses() Get all the subclasses of the calling class.
list_class_types() This method lists all types of available subclasses of

calling one.

Continued on next page
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Table 12 — continued from previous page
Ioad(self[, min_faces_per_person, funneled, ...]) Load LFW dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

static clean_tmp ()
Cleans temporary files created by the DB loader.

This method deletes the joblib-related files created while loading the database.
Does not delete the downloaded database archive.

load (self, min_faces_per_person=None, funneled=True, color=False)
Load LFW dataset.

Extra dataset attributes:
* ‘img_w’, ‘img_h’: size of the images in pixels.

* ‘y_names’: tuple with the name string for each class.

Parameters

min_faces_per_person [int or None, optional] The extracted dataset will only retain pic-
tures of people that have at least min_faces_per_person different pictures. Default None,
so all db images are returned.

funneled [bool, optional] Download and use the images aligned with deep funneling. De-
fault True.

color [bool, optional] Keep the 3 RGB channels instead of averaging them to a single gray
level channel. Default False.

CDataLoaderMNIST

class secml.data.loader.c_dataloader _mnist.CDataloaderMNIST
Bases: secml.data.loader.c _dataloader.CDataLoader

Loads the MNIST Handwritten Digits dataset.

This dataset has a training set of 60,000 examples, and a test set of 10,000 examples. All images are 28 x 28
black and white 8bit (0 - 255).

Available at: http://yann.lecun.com/exdb/mnist/
Attributes

class_type [‘mnist’] Defines class type.
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Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(self, ds[, digits, num_samples]) Load all images of specified format inside given
path.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

load (self, ds, digits=(0, 1, 2, 3,4, 5, 6, 7, 8, 9), num_samples=None)
Load all images of specified format inside given path.

Adapted from: http://cvxopt.org/_downloads/mnist.py
Extra dataset attributes:
* ‘img_w’, ‘img_h’: size of the images in pixels.

* ‘y_original’: array with the original labels (before renumbering)

Parameters
ds [str] Identifier of the dataset to download, either ‘training’ or ‘testing’.
digits [tuple] Tuple with the digits to load. By default all digits are loaded.

num_samples [int or None, optional] Number of expected samples in resulting ds. If int,
an equal number of samples will be taken from each class until num_samples have been
loaded. If None, all samples will be loaded.

CDataLoaderPyTorch

class secml.data.loader.c_dataloader_pytorch.CDataLoaderPyTorch (data, la-
bels=None,
batch_size=4,
shuffle=False,
trans-
form=None,

num_workers=0)
Bases: object
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Methods

[gel_loader | |

get_loader (self)

CDatalLoaderSkLearn

class secml.data.loader.c_dataloader_sklearn.CDLRandom (n_samples=100,

Bases: secml.data.loader.c dataloader.CDataLoader
Class for loading random data.

Generate a random n-class classification problem.

n_features=20,
n_informative=2,
n_redundant=2,
n_repeated=0, n_classes=2,
n_clusters_per_class=2,
weights=None, flip_y=0.01,

class_sep=1.0, hyper-
cube=True, shift=0.0,
scale=1.0, ran-

dom_state=None)

This initially creates clusters of points normally distributed (std=1) about vertices of a 2 * class_sep-sided

hypercube, and assigns an equal number of clusters to each class.

It introduces interdependence between these features and adds various types of further noise to the data.

Prior to shuffling, X stacks a number of these primary “informative” features, “redundant” linear combinations
of these, “repeated” duplicates of sampled features, and arbitrary noise for and remaining features.

Parameters

n_samples [int, optional (default=100)] The number of samples.

n_features [int, optional (default=20)] The total number of features. These com-
prise n_informative informative features, n_redundant redundant features, n_repeated
duplicated features and n_features - n_informative - n_redundant -

n_repeated useless features drawn at random.

n_informative [int, optional (default=2)] The number of informative features. Each class is
composed of a number of gaussian clusters each located around the vertices of a hypercube
in a subspace of dimension n_informative. For each cluster, informative features are drawn
independently from N(0, 1) and then randomly linearly combined within each cluster in
order to add covariance. The clusters are then placed on the vertices of the hypercube.

n_redundant [int, optional (default=2)] The number of redundant features. These features are
generated as random linear combinations of the informative features.

n_repeated [int, optional (default=0)] The number of duplicated features, drawn randomly

from the informative and the redundant features.

n_classes [int, optional (default=2)] The number of classes (or labels) of the classification prob-

lem.

n_clusters_per_class [int, optional (default=2)] The number of clusters per class.
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weights [list of floats or None (default=None)] The proportions of samples assigned to each
class. If None, then classes are balanced. Note that if 1en (weights) == n_classes
— 1, then the last class weight is automatically inferred. More than n_samples samples may
be returned if the sum of weights exceeds 1.

flip_y [float, optional (default=0.01)] The fraction of samples whose class are randomly ex-
changed.

class_sep [float, optional (default=1.0)] The factor multiplying the hypercube dimension.

hypercube [bool, optional (default=True)] If True, the clusters are put on the vertices of a
hypercube. If False, the clusters are put on the vertices of a random polytope.

shift [float, array of shape [n_features] or None, optional (default=0.0)] Shift features by the

specified value. If None, then features are shifted by a random value drawn in [-class_sep,

class_sep].

scale [float, array of shape [n_features] or None, optional (default=1.0)] Multiply features by
the specified value. If None, then features are scaled by a random value drawn in [1, 100].
Note that scaling happens after shifting.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by

np.random.

Attributes

class_type [‘classification’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

1oad(self)

Loads the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

load (self)
Loads the dataset.

Returns
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dataset [CDataset] The randomly generated dataset.

class secml.data.loader.c_dataloader_sklearn.CDLRandomRegression (n_samples=100,
n_features=100,
n_informative=10,
n_targets=1,
bias=0.0,
effec-
tive_rank=None,
tail_strength=0.5,
noise=0.0,
ran-

dom_state=None)
Bases: secml.data.loader.c dataloader.CDataLoader

Generate a random regression problem.
The input set can either be well conditioned (by default) or have a low rank-fat tail singular profile.

The output is generated by applying a (potentially biased) random linear regression model with n_informative
nonzero regressors to the previously generated input and some gaussian centered noise with some adjustable

scale.
Parameters

n_samples [int, optional (default=100)] The number of samples.

n_features [int, optional (default=100)] The number of features.

n_informative [int, optional (default=10)] The number of informative features, i.e., the number
of features used to build the linear model used to generate the output.

n_targets [int, optional (default=1)] The number of regression targets, i.e., the dimension of the
y output vector associated with a sample. By default, the output is a scalar.

bias [float, optional (default=0.0)] The bias term in the underlying linear model.

effective_rank [int or None, optional (default=None)]
if not None: The approximate number of singular vectors required to explain most of the

input data by linear combinations. Using this kind ofsingular spectrum in the input allows
the generator to reproduce the correlations often observed in practice.

if None: The input set is well conditioned, centered and gaussian with unit variance.

tail_strength [float between 0.0 and 1.0, optional (default=0.5)] The relative importance of the
fat noisy tail of the singular values profile if effective_rank is not None.

noise [float, optional (default=0.0)] The standard deviation of the gaussian noise applied to the
output.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

Attributes

class_type [‘regression’] Defines class type.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self)

Loads the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

load (self)
Loads the dataset.

Returns

dataset [CDataset] The randomly generated dataset.

class secml.data.loader.c_dataloader_sklearn.CDLRandomBlobs (n_samples=100,

n_features=2,
centers=3, clus-
ter_std=1.0,
center_box=(-

10.0, 10.0), ran-
dom_state=None)

Bases: secml.data.loader.c _dataloader.CDataLoader

Generate isotropic Gaussian blobs for clustering.

Parameters

n_samples [int, optional (default=100)] The total number of points equally divided among clus-

ters.

n_features [int, optional (default=2)] The number of features for each sample. This parameter
will not be considered if centers is different from None

centers [int or array of shape [n_centers, n_features]] The number of centers to generate (de-
fault=3), or the fixed center locations as list of tuples

cluster_std: float or sequence of floats, optional (default=1.0) The standard deviation of the

clusters.

center_box [pair of floats (min, max), optional (default=(-10.0, 10.0))] The bounding box for
each cluster center when centers are generated at random.
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random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by

np.random.

Attributes

class_type [‘blobs’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self)

Loads the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

load (self)
Loads the dataset.

Returns

dataset [CDataset] The randomly generated dataset.

class secml.data.loader.c_dataloader_sklearn.CDLRandomBlobsRegression (n_samples=100,

clus-
ter_std=(1.0,
1.0),
bias=1.0,
w=(2.0,
-1.0),
cen-
ters=([0,
0],

[-1,

-1]),

ran-

dom_state=None)

Bases: secml.data.loader.c_dataloader.CDataLoader

This class loads blobs regression.
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Parameters

n_samples [int, optional (default=100)] The total number of points equally divided among clus-

ters.

centers [int or array of shape [n_centers, n_features], optional (default=3)] The number of cen-
ters to generate, or the fixed center locations.

cluster_std: list of floats, optional (default=(1.0,1.0)) The standard deviation of the clusters.

bias [bias that will sum to the function]

w [the height of every gaussian]

centers: list of tuple optional (default=([1,1],[-1,-1])) The bounding box for each cluster cen-
ter when centers are generated at random.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by

np.random.

Attributes

class_type [‘blobs-regression’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

Ioad(self)

Loads the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

load (self)
Loads the dataset.

Returns

dataset [CDataset] The randomly generated dataset.
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class secml.data.loader.c_dataloader_sklearn.CDLRandomCircles (n_samples=100,
noise=None,
factor=0.8, ran-

dom_state=None)
Bases: secml.data.loader.c _dataloader.CDataLoader

Make a large circle containing a smaller circle in 2d.
Parameters
n_samples [int, optional (default=100)] The total number of points generated.
noise [double or None (default=None)] Standard deviation of Gaussian noise added to the data.
factor [double < 1 (default=.8)] Scale factor between inner and outer circle.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

Attributes

class_type [‘circles’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(self) Loads the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, ¥*kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

load (self)

Loads the dataset.
Returns

dataset [CDataset] The randomly generated dataset.
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class secml.data.loader.c_dataloader_sklearn.CDLRandomCircleRegression (n_samples=100,
noise=None,
fac-
tor=0.8,
ran-

dom_state=None)
Bases: secml.data.loader.c_dataloader.CDataLoader

Make a large circle containing a smaller circle in 2d.
Parameters
n_samples [int, optional (default=100)] The total number of points generated.
noise [double or None (default=None)] Standard deviation of Gaussian noise added to the data.
factor [double < 1 (default=.8)] Scale factor between inner and outer circle.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

Attributes

class_type [‘circles-regression’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

JIoad(self) Loads the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

load (self)

Loads the dataset.
Returns

dataset [CDataset] The randomly generated dataset.
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class secml.data.loader.c_dataloader_sklearn.CDLRandomMoons (n_samples=100,
noise=None, ran-

dom_state=None)
Bases: secml.data.loader.c _dataloader.CDataLoader

Make two interleaving half circles.
Parameters
n_samples [int, optional (default=100)] The total number of points generated.
noise [double or None (default=None)] Standard deviation of Gaussian noise added to the data.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

Attributes

class_type [‘moons’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

JToad(self) Loads the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

load (self)

Loads the dataset.
Returns
dataset [CDataset] The randomly generated dataset.

class secml.data.loader.c_dataloader_sklearn.CDLRandomBinary (n_samples=100,

n_features=2)
Bases: secml.data.loader.c_dataloader.CDataLoader

Generate random binary data.

Parameters
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n_samples [int, optional (default=100)] The total number of points generated.
n_features [int, optional (default=2)] The total number of features
Attributes

class_type [‘binary’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(self) Loads the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

load (self)

Loads the dataset.
Returns
dataset [CDataset] The randomly generated dataset.

class secml.data.loader.c_dataloader_sklearn.CDLIris (class_list=None,

zero_one=False)
Bases: secml.data.loader.c_dataloader_sklearn.CDLRandomToy

Loads Iris dataset.

The iris dataset is a classic and very easy multi-class classification dataset.

Classes 3

Samples per class | 50

Samples total 150
Dimensionality 4

Features real, positive

Parameters

class_list [list of str (default None)] Each string is the name of data’s class that we want in the
new dataset. If None every class will be keep
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zero_one [bool] If is true, and class list is equal to two, will be assigned O at the label with
lower value, 1 to the other.

Attributes

class_type [‘iris’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(self) Loads the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

toy = 'iris'

class secml.data.loader.c_dataloader_sklearn.CDLDigits (class_list=None,

zero_one=Fualse)
Bases: secml.data.loader.c_dataloader_sklearn.CDLRandomToy

Loads Digits dataset.

The digits dataset is a classic and very easy multi-class classification dataset. Each datapoint is a 8x8 image of

a digit.
Classes 10
Samples per class | ~180
Samples total 1797
Dimensionality 64
Features integers 0-16
Parameters
class_list [list of str (default None)] Each string is the name of data’s class that we want in the
new dataset. If None every class will be keep
zero_one [bool] If is true, and class list is equal to two, will be assigned O at the label with
lower value, 1 to the other.
Attributes
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class_type [‘digits’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(self)

Loads the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

toy = 'digits'

class secml.data.loader.c_dataloader_sklearn.CDLBoston (class_list=None,

zero_one=False)

Bases: secml.data.loader.c_dataloader_sklearn.CDLRandomToy

Loads Boston dataset.

Boston house-prices dataset, useful for regression.

Samples total 506
Dimensionality | 13

Features real, positive
Targets real 5. - 50.

Parameters

class_list [list of str (default None)] Each string is the name of data’s class that we want in the
new dataset. If None every class will be keep

zero_one [bool] If is true, and class list is equal to two, will be assigned O at the label with
lower value, 1 to the other.

Attributes

class_type [‘boston’] Defines class type.
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Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(self) Loads the dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

toy = 'boston'

class secml.data.loader.c_dataloader_sklearn.CDLDiabetes (class_list=None,

zero_one=False)
Bases: secml.data.loader.c_dataloader_sklearn.CDLRandomToy

Loads Diabetes dataset.

Diabetes dataset, useful for regression.

Samples total 442
Dimensionality | 10

Features real, -.2<x<.2
Targets integer 25 - 346

Parameters

class_list [list of str (default None)] Each string is the name of data’s class that we want in the
new dataset. If None every class will be keep

zero_one [bool] If is true, and class list is equal to two, will be assigned O at the label with
lower value, 1 to the other.

Attributes

class_type [‘diabetes’] Defines class type.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(self)

Loads the dataset.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

toy = 'diabetes'

CDataLoaderSvmLight

class secml.data.loader.c_dataloader_svmlight.CDataloaderSvmLight
Bases: secml.data.loader.c_dataloader.CDataLoader

Loads and Saves data in svmlight / libsvm format.
Attributes

class_type [‘svmlight’] Defines class type.

Methods

Returns a shallow copy of current class.
This method creates an instance of a class with given
type.
Returns a deep copy of current class.
Dumps a dataset in the svmlight / libsvm file format.
Return the class associated with input type.
Returns the dictionary of class hyperparameters.
Returns the object state dictionary.
Get all the subclasses of the calling class.
This method lists all types of available subclasses of
calling one.
Loads a dataset from the svmlight / libsvm format
and returns a sparse dataset.

Continued on next page

copy(self)
create([class_item])

deepcopy(self)

dump(d, f[, zero_based, comment])
get_class_from_type(class_type)
get_params(self)

get_state(self, **kwargs)
get_subclasses()
list_class_types()

Ioad(self, file_path[, dtype_samples, ...])
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Table 26 — continued from previous page

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

static dump (d, f, zero_based=True, comment=None)
Dumps a dataset in the svmlight / libsvm file format.

This format is a text-based format, with one sample per line. It does not store zero valued features hence
is suitable for sparse dataset.

The first element of each line can be used to store a target variable to predict.
Parameters
d [CDataset] Contain dataset with patterns and labels that we want store.
f [String] Path to file were we want store dataset into format svmlight or libsvm.

zero_based [bool, optional] Whether column indices should be written zero-based (True,
default) or one-based (False).

comment [string, optional] Comment to insert at the top of the file. This should be either a
Unicode string, which will be encoded as UTF-8, or an ASCII byte string. If a comment
is given, then it will be preceded by one that identifies the file as having been dumped by
scikit-learn. Note that not all tools grok comments in SVMlight files.

Examples

>>> from secml.data.loader import CDatalLoaderSvmLight

>>> from secml.array import CArray

>>> patterns = CArray([[1,0,2], [4,0,5]])

>>> labels = CArray([0,1])

>>> CDatalLoaderSvmLight.dump (CDataset (patterns, labels), "myfile.libsvm")

load (self, file_path, dtype_samples=<class 'float">, dtype_labels=<class 'float’>, n_features=None,

zero_based=True, remove_all_zero=False, multilabel=False, load_infos=False)
Loads a dataset from the svmlight / libsvm format and returns a sparse dataset.

Datasets must have only numerical feature indices and for every pattern indices must be ordered.
Extra dataset attributes:

* ‘infos’, CArray with inline comment for each sample.

Parameters
file_path [String] Path to file were dataset are stored into format svmlight or libsvm.

dtype_samples [str or dtype, optional] Data-type to which the samples should be casted.
Default is float.

dtype_labels [str or dtype, optional] Data-type to which the labels should be casted. Default
is float.
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n_features [None or int, optional] The number of features to use. If None (default), it will
be inferred. This argument is useful to load several files that are subsets of a bigger sliced
dataset: each subset might not have examples of every feature, hence the inferred shape
might vary from one slice to another.

zero_based: bool, optional Whether column indices are zero-based (True, default) or one-
based (False). If column indices are set to be one-based, they are transformed to zero-based
to match Python/NumPy conventions.

remove_all_zero: boolean, optional, default True If True every feature which is zero for
every pattern will be removed from dataset.

multilabel [boolean, optional] True if every sample can have more than one label. Default
False. (see http://www.csie.ntu.edu.tw/~cjlin/libsvmtools/datasets/multilabel.html)

load_infos [bool, optional] If True, inline comments will be loaded from the svmlight file
and stored in the infos CDataset parameter (as CArray). Default False.

Returns

dataset [CDataset] Dataset object that contain patterns and labels. If remove_all_zero is set
to True, the returned dataset will have the new argument idx_mapping with the mapping
of the returned features to the original features’s indices.

Examples

>>> from secml.data.loader import CDataLoaderSvmLight

>>> from secml.array import CArray

>>> patterns = CArray ([[1,0,2], [4,0,511)

>>> labels = CArray ([0, 11)

>>> CDhatalLoaderSvmLight () .dump (CDataset (patterns, labels), "myfile.libsvm")
>>> new_dataset = CDatalLoaderSvmLight ().load("myfile.libsvm", remove_all_
—~zero=True)

>>> print (new_dataset.X)

CArray ( (0, 1) 2.0
(0, 0) 1.0
(1, 1) 5.0
(1, 0) 4.0)

>>> print (new_dataset.Y)

CArray ([0. 1.])

>>> print (new_dataset.header.idx_mapping)
CArray ([0 217)

CDatalLoaderTorchDataset

class secml.data.loader.c_dataloader_torchvision.CDataloaderTorchDataset (fv_dataset class,
*tkwargs)
Bases: secml.data.loader.c_dataloader.CDataLoader

Wrapper for loading Torchvision datasets as CDatasets.
Parameters
tv_dataset_class [torch.Dataset] torchvision dataset class to load
Attributes

class_to_idx Dictionary for matching indexes and class names
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class_type Defines class type.
logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

Ioad(self, *args, **kwargs) Loads a dataset.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property class_to_idx
Dictionary for matching indexes and class names

load (self, *args, **kwargs)
Loads a dataset.

This method should return a . CDataset object.

loader_utils

secml.data.loader.loader_utils.resize_img (img, shape)

Resize input image to desired shape.

If the input image is bigger than desired, the LANCZOS filter will be used. If calculates the output pixel value
using a truncated sinc filter on all pixels that may contribute to the output value.

Otherwise, a LINEAR filter will be used. It calculates the output pixel value using linear interpolation on all
pixels that may contribute to the output value.

Parameters

img [PIL.Image.Image] Image to be resized.

shape [tuple] Desired output image dimensions (height, width).
Returns

PIL.Image Resized image.
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secml.data.loader.loader_utils.crop_img (img, crop)
Extract a center crop of the input image.

Parameters

img [PIL.Image.Image] Image to be cropped.

crop [tuple] Dimensions of the desired crop (height, width).
Returns

PIL.Image Cropped image.

Notes

The image center will be computed by rounding the coordinates if necessary. Python round default behavior is
toward the closest even decimal.

secml.data.selection

CPrototypesSelector

class secml.data.selection.c_prototypes_selector.CPrototypesSelector
Bases: secml.core.c _creator.CCreator

Selection of Prototypes.

Prototype selection methods help reducing the number of samples in a dataset by carefully selecting a subset of
prototypes.

[1] A good selection strategy should satisfy the following three conditions. First, if some prototypes are similar-
that is, if they are close in the space of strings-their distances to a sample string should vary only little. Hence, in
this case, some of the respective vector components are redundant. Consequently, a selection algorithm should
avoid redundancies. Secondly, to include as much structural information as possible in the prototypes, they
should be uniformly distributed over the whole set of patterns. Thirdly, since outliers are likely to introduce
noise and distortions, a selection algorithm should disregard outliers.

References

(11
Attributes
class_type Defines class type.
logger Logger for current object.
sel_idx Returns an array with the indices of the selected prototypes.

verbose Verbosity level of logger output.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

select(self, dataset, n_prototypes)

Selects the prototypes from input dataset.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property sel_idx

Returns an array with the indices of the selected prototypes.

abstract select (self, dataset, n_prototypes)
Selects the prototypes from input dataset.

Parameters
dataset [CDataset] Dataset from which prototypes should be selected
n_prototypes [int] Number of prototypes to be selected.

Returns

reduced_ds [CDataset] Dataset with selected prototypes.

CPSBorder

class secml.data.selection.c_ps_border.CPSBorder
Bases: secml.data.selection.c_prototypes_selector.CPrototypesSelector

Selection of Prototypes using border strategy.

Selects the prototypes from the borders of the dataset.
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References

Spillmann, Barbara, et al. “Transforming strings to vector spaces using prototype selection.” Structural, Syntac-
tic, and Statistical Pattern Recognition. Springer Berlin Heidelberg, 2006. 287-296.

Attributes

class_type [‘border’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

select(self, dataset, n_prototypes)

Selects the prototypes from input dataset.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

select (self, dataset, n_prototypes)

Selects the prototypes from input dataset.

Parameters

dataset [CDataset] Dataset from which prototypes should be selected

n_prototypes [int] Number of prototypes to be selected.

Returns

reduced_ds [CDataset] Dataset with selected prototypes.
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CPSCenter

class secml.data.selection.c_ps_center.CPSCenter
Bases: secml.data.selection.c_prototypes_selector.CPrototypesSelector

Selection of Prototypes using center strategy.

Selects the prototypes from the center of the dataset.

References

Spillmann, Barbara, et al. “Transforming strings to vector spaces using prototype selection.” Structural, Syntac-
tic, and Statistical Pattern Recognition. Springer Berlin Heidelberg, 2006. 287-296.

Attributes

class_type [‘center’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

select(self, dataset, n_prototypes)

Selects the prototypes from input dataset.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

select (self, dataset, n_prototypes)

Selects the prototypes from input dataset.

Parameters

dataset [CDataset] Dataset from which prototypes should be selected

n_prototypes [int] Number of prototypes to be selected.

Returns

reduced_ds [CDataset] Dataset with selected prototypes.
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CPSKMedians

class secml.data.selection.c_ps_kmedians.CPSKMedians
Bases: secml.data.selection.c_prototypes_selector.CPrototypesSelector

Selection of Prototypes using K-Medians strategy.

Runs a k-means clustering to obtain a set of clusters from the dataset. Then selects the prototypes as their set

medians.

References

Spillmann, Barbara, et al. “Transforming strings to vector spaces using prototype selection.” Structural, Syntac-
tic, and Statistical Pattern Recognition. Springer Berlin Heidelberg, 2006. 287-296.

Attributes

class_type [‘k-medians’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

select(self, dataset, n_prototypesl[, ...])

Selects the prototypes from input dataset.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

select (self, dataset, n_prototypes, random_state=None)

Selects the prototypes from input dataset.

Parameters

dataset [CDataset] Dataset from which prototypes should be selected

n_prototypes [int] Number of prototypes to be selected.

random_state [int, RandomState or None, optional] Determines random number generation
for centroid initialization. Default None.

Returns
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reduced_ds [CDataset] Dataset with selected prototypes.

CPSRandom

class secml.data.selection.c_ps_random.CPSRandom
Bases: secml.data.selection.c_prototypes selector.CPrototypesSelector

Selection of Prototypes using random strategy.

Attributes

class_type [‘random’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

select(self, dataset, n_prototypesl[, ...])

Selects the prototypes from input dataset.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

select (self, dataset, n_prototypes, random_state=None)

Selects the prototypes from input dataset.

Parameters

dataset [CDataset] Dataset from which prototypes should be selected

n_prototypes [int] Number of prototypes to be selected.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance,
random_state is the random number generator; If None, is the RandomState instance used

by np.random.

Returns

reduced_ds [CDataset] Dataset with selected prototypes.
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CPSSpanning

class secml.data.selection.c_ps_spanning.CPSSpanning
Bases: secml.data.selection.c_prototypes_selector.CPrototypesSelector

Selection of Prototypes using spanning strategy.

Selects the first prototype as the dataset median, and the remaining ones iteratively, by maximizing the distance
to the set of previously-selected prototypes.

References

Spillmann, Barbara, et al. “Transforming strings to vector spaces using prototype selection.” Structural, Syntac-
tic, and Statistical Pattern Recognition. Springer Berlin Heidelberg, 2006. 287-296.

Attributes

class_type [‘spanning’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

select(self, dataset, n_prototypes)

Selects the prototypes from input dataset.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

select (self, dataset, n_prototypes)

Selects the prototypes from input dataset.
Parameters
dataset [CDataset] Dataset from which prototypes should be selected
n_prototypes [int] Number of prototypes to be selected.
Returns

reduced_ds [CDataset] Dataset with selected prototypes.

220 Chapter 4. Available extra components



SecML, Release 0.15.dev0+fd905aa

secml.data.splitter

CDataSplitter

class secml.data.splitter.c_datasplitter.CDataSplitter (num_folds=3, ran-

dom_state=None)
Bases: secml.core.c _creator.CCreator

Abstract class that defines basic methods for dataset splitting.

Parameters

num_folds [int, optional] Number of folds to create. Default 3. This corresponds to the size of

tr_idx and ts_idx lists.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by

np.random.

Attributes

class_type Defines class type.

logger Logger for current object.

tr_idx List of training idx obtained with the split of the data.

ts_idx List of test idx obtained with the split of the data.

verbose Verbosity level of logger output.

Methods

compute_indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

spl1t(self, dataset)

Returns a list of split datasets.

timed([msg])

Timer decorator.
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abstract compute_indices (self, dataset)
Compute training set and test set indices for each fold.

Parameters
dataset [CDataset] Dataset to split.

Returns

CDataSplitter Instance of the dataset splitter with tr/ts indices.

split (self, dataset)
Returns a list of split datasets.

Parameters
dataset [CDataset] Dataset to split.
Returns
split_ds [list of tuple] List of tuples (training set, test set), one for each fold.

property tr_ idx
List of training idx obtained with the split of the data.

property ts_idx
List of test idx obtained with the split of the data.

CDataSplitterKFold

class secml.data.splitter.c_datasplitter_kfold.CDataSplitterKFold (num_folds=3,
ran-

dom_state=None)
Bases: secml.data.splitter.c_datasplitter.CDataSplitter

K-Folds dataset splitting.

Provides train/test indices to split data in train and test sets. Split dataset into ‘num_folds’ consecutive folds
(with shuffling).

Each fold is then used a validation set once while the k - 1 remaining fold form the training set.

Parameters

num_folds [int, optional] Number of folds to create. Default 3. This correspond to the size of
tr_idx and ts_idx lists.
random_state [int, RandomState instance or None, optional (default=None)] If int, ran-

dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by

np.random.
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Examples

>>> from secml.data import CDataset
>>> from secml.data.splitter import CDataSplitterKFold

>>> print (kfold.num_folds)
3
>>> print (kfold.tr_idx)

>>> print (kfold.ts_idx)

>>> ds = CDataset ([[1,2],[3,4],[5,611,[1,0,11])
>>> kfold = CDataSplitterKFold (num_folds=3, random_state=0) .compute_indices (ds)

[CArray (2,) (dense: [0 1]), CArray(2,) (dense: [0 2]), CArray(2,) (dense: [1 2])]

[CArray (1l,) (dense: [2]), CArray(l,) (dense: [1]), CArray(l,) (dense: [0])]

Attributes

class_type [‘kfold’] Defines class type.

Methods

compute 1indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

split(self, dataset)

Returns a list of split datasets.

timed([msg])

Timer decorator.

compute_indices (self, dataset)

Compute training set and test set indices for each fold.

Parameters

dataset [CDataset] Dataset to split.

Returns

CDataSplitter Instance of the dataset splitter with tr/ts indices.
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CDataSplitterLabelKFold

class secml.data.splitter.c_datasplitter_labelkfold.CDataSplitterLabelKFold (num_folds=3)
Bases: secml.data.splitter.c_datasplitter.CDataSplitter

K-Folds dataset splitting with non-overlapping labels.

The same label will not appear in two different folds (the number of distinct labels has to be at least equal to the
number of folds).

The folds are approximately balanced in the sense that the number of distinct labels is approximately the same

in each fold.

Parameters

num_folds [int, optional] Number of folds to create. Default 3. This correspond to the size of

tr_idx and ts_idx lists.

Examples

>>> print (kfold.num_folds)
3
>>> print (kfold.tr_idx)

>>> print (kfold.ts_idx)

>>> from secml.data import CDataset

>>> from secml.data import CDataset

>>> from secml.data.splitter import CDataSplitterLabelKFold

>>> ds = CDhataset ([[1,2],[3,41,15,61,117,811, [1,0,1,21)

>>> kfold = CDataSplitterLabelKFold (num_folds=3) .compute_indices (ds)

[CArray (2,) (dense: [1 3]), CArray(3,) (dense: [0 1 2]), CArray(3,) (dense: [0 2 3])]

[CArray (2,) (dense: [0 2]), CArray(l,) (dense: [3]), CArray(l,) (dense: [1])]

Attributes

class_type [‘label-kfold’] Defines class type.

Methods

compute 1indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

Continued on next page
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Table 36 — continued from previous page

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

split(self, dataset) Returns a list of split datasets.

t imed([msg]) Timer decorator.

compute_indices (self, dataset)
Compute training set and test set indices for each fold.

Parameters
dataset [CDataset] Dataset to split.
Returns

CDataSplitter Instance of the dataset splitter with tr/ts indices.

CDataSplitterOpenWorldKFold

class secml.data.splitter.c_datasplitter_openworld.CDataSplitterOpenWorldKFold (num_folds=3,
n_train_samples:
n_train_classes=
ran-

dom_state=None
Bases: secml.data.splitter.c_datasplitter.CDataSplitter

Open World K-Folds dataset splitting.
Provides train/test indices to split data in train and test sets.

In an Open World setting, half (or custom number) of the dataset classes are used for training, while all dataset
classes are tested.

Split dataset into ‘num_folds’ consecutive folds (with shuffling).
Each fold is then used a validation set once while the k - 1 remaining fold form the training set.
Parameters

num_folds [int, optional] Number of folds to create. Default 3. This correspond to the size of
tr_idx and ts_idx lists.

n_train_samples [int, optional] Number of training samples per client. Default 5.

n_train_classes [int or None] Number of dataset classes to use as training. If not specified half
of dataset classes are used (floored).

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.
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Examples

>>> from secml.data import CDataset
>>> from secml.data.splitter import CDataSplitterOpenWorldKFold

>>> kfold.num_folds

3

>>> print (kfold.tr_idx)
>>> print (kfold.ts_idx)

<) (dense: [1 3 4 5 6 7]1)]1

— (at least 3)

>>> ds = CDataset ([[1,2],1[3,41,[5,61,([10,20]1,1[30,40], I

S [100,200],[300,400]],[1,0,1,2,0,1,0,2])

>>> kfold = CDataSplitterOpenWorldKFold (
num_folds=3, n_train_samples=2,

[CArray (6,) (dense: [0 1 3 4 6 71),

0 50,6017,

’

random_state=0) .compute_indices (ds)

[CArray (2,) (dense: [2 5]), CArray(2,) (dense: [1 4]), CArray(2,) (dense: [0 2])]
CArray (6,) (dense: [0 2 3 5 6 7]), CArray (6,
>>> print (kfold.tr_classes) # Class 2 1is skipped as there are not enough samples_

[CArray (1l,) (dense: [1]), CArray(l,) (dense: [0]), CArray(l,) (dense: [1])]

Attributes

class_type [‘open-world-kfold’] Defines class type.

Methods

compute 1indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, ¥*kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

split(self, dataset)

Returns a list of split datasets.

timed([msg])

Timer decorator.

compute_indices (self, dataset)

Compute training set and test set indices for each fold.

Parameters
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dataset [CDataset] Dataset to split.
Returns
CDataSplitter Instance of the dataset splitter with tr/ts indices.

property tr_ classes
List of training classes obtained with the split of the data.

CDataSplitterShuffle

class secml.data.splitter.c_datasplitter_shuffle.CDataSplitterShuffle (num_folds=3,
train_size=None,
test_size=None,
ran-

dom_state=None)
Bases: secml.data.splitter.c_datasplitter.CDataSplitter

Random permutation dataset splitting.
Yields indices to split data into training and test sets.

Note: contrary to other dataset splitting strategies, random splits do not guarantee that all folds will be different,
although this is still very likely for sizeable datasets.

Parameters

num_folds [int, optional] Number of folds to create. Default 3. This correspond to the size of
tr_idx and ts_idx lists.

train_size [float, int, or None, optional] If None (default), the value is automatically set to
the complement of the test size. If float, should be between 0.0 and 1.0 and represent the
proportion of the dataset to include in the train split. If int, represents the absolute number
of train samples.

test_size [float, int, or None, optional] If None (default), the value is automatically set to the
complement of the train size. If float, should be between 0.0 and 1.0 and represent the
proportion of the dataset to include in the test split. If int, represents the absolute number of
test samples.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

Notes

train_size and test_size could not be both None. If one is set to None the other should be a float, representing a
percentage, or an integer.
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Examples

>>> from secml.data import CDataset
>>> from secml.data.splitter import CDataSplitterShuffle

—compute_indices (ds)
>>> shuffle.num_folds
3

>>> shuffle.tr_idx

>>> shuffle.ts_idx

>>> ds = CDataset ([[1,2],[3,4],[5,611,[1,0,11])
>>> shuffle = CDataSplitterShuffle (num_folds=3, train_size=0.5, random_state=0).

[CArray (1l,) (dense: [0]), CArray(l,) (dense: [1l]), CArray(l,) (dense: [1])]

[CArray (2,) (dense: [2 1]), CArray(2,) (dense: [2 0]), CArray(2,) (dense: [0 2])]

—compute_indices (ds)
>>> shuffle.num_folds
3

>>> shuffle.tr_idx

>>> shuffle.ts_idx

—=11)1

[CArray (3,) (dense: [2 1 0]), CArray(3,) (dense: [2 0 1]), CArray(3,) (dense: [0 2

>>> # Setting the train size or the test_size to an arbitrary percentage
>>> shuffle = CDataSplitterShuffle (num_folds=3, train_size=0.2, random_state=0).

[CArray (0,) (dense: []), CArray(0,) (dense: []), CArray(0,) (dense: [])]

[

Attributes

class_type [‘shuffle’] Defines class type.

Methods

compute 1indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

Continued on next page
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Table 38 — continued from previous page
split(self, dataset) Returns a list of split datasets.
timed([msg]) Timer decorator.

compute_indices (self, dataset)
Compute training set and test set indices for each fold.

Parameters
dataset [CDataset] Dataset to split.
Returns

CDataSplitter Instance of the dataset splitter with tr/ts indices.

CDataSplitterStratifiedKFold

class secml.data.splitter.c_datasplitter_stratkfold.CDataSplitterStratifiedKFold (num_folds=3,
ran-

dom_state=Nq
Bases: secml.data.splitter.c_datasplitter.CDataSplitter

Stratified K-Folds dataset splitting.
Provides train/test indices to split data in train test sets.

This dataset splitting object is a variation of KFold, which returns stratified folds. The folds are made by
preserving the percentage of samples for each class.

Parameters

num_folds [int, optional] Number of folds to create. Default 3. This correspond to the size
of tr_idx and ts_idx lists. For stratified K-Fold, this cannot be higher than the minimum
number of samples per class in the dataset.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

Examples

>>> from secml.data import CDataset
>>> from secml.data.splitter import CDataSplitterStratifiedKFold

>>> ds = CDhataset ([[1,2],1([3,41,15,61,107,811,11,0,0,11)

>>> stratkfold = CDataSplitterStratifiedKFold (num_folds=2, random_state=0) .
—compute_indices (ds)

>>> stratkfold.num_folds # Cannot be higher than the number of samples per class
2

>>> stratkfold.tr_idx

[CArray (2,) (dense: [1 3]), CArray(2,) (dense: [0 2])]

>>> stratkfold.ts_idx

[CArray (2,) (dense: [0 2]), CArray(2,) (dense: [1 3])]

Attributes
class_type [‘strat-kfold’] Defines class type.
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Methods

compute_1indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

split(self, dataset)

Returns a list of split datasets.

timed([msg])

Timer decorator.

compute_indices (self, dataset)

Compute training set and test set indices for each fold.

Parameters

dataset [CDataset] Dataset to split.

Returns

CDataSplitter Instance of the dataset splitter with tr/ts indices.

CTrainTestSplit

class secml.data.splitter.c_train test_split.CTrainTestSplit (train_size=None,

Bases: secml.core.c creator.CCreator

Train and Test Sets splitter.

Split dataset into random train and test subsets.

Quick utility that wraps CDataSplitterShuffle().compute_indices(ds)) for splitting (and optionally subsampling)

data in a oneliner.

Parameters

test_size=None,
ran-
dom_state=None,
shuffle=True)

train_size [float, int, or None, optional] If None (default), the value is automatically set to
the complement of the test size. If float, should be between 0.0 and 1.0 and represent the
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proportion of the dataset to include in the train split. If int, represents the absolute number
of train samples.

test_size [float, int, or None, optional] If None (default), the value is automatically set to the
complement of the train size. If float, should be between 0.0 and 1.0 and represent the
proportion of the dataset to include in the test split. If int, represents the absolute number of
test samples.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

shuffle [bool, optional] Whether or not to shuffle the data before splitting. If shuffle=False then
stratify must be None. Default True.

Notes

train_size and test_size could not be both None. If one is set to None the other should be a float, representing a
percentage, or an integer.

Examples

>>> from secml.data import CDataset
>>> from secml.data.splitter import CTrainTestSplit

>>> ds = CDataset ([[1,2],([3,4],[5,6]1,[7,811,[1,0,1,11])
>>> tr, ts = CTrainTestSplit (train_size=0.5, random_state=0) .split (ds)
>>> tr.num_samples

>>> ts.num_samples

>>> # Get splitting indices without shuffle

>>> tr_idx, ts_idx = CTrainTestSplit (train_size=0.25,

.. random_state=0, shuffle=False) .compute_indices (ds)
>>> tr_idx
CArray (1l,) (dense: [0])

>>> ts_idx
CArray (3,) (dense: [1 2 31)

>>> # At least one sample 1s needed for each set
>>> tr, ts = CTrainTestSplit (train_size=0.2, random_state=0).split (ds)
Traceback (most recent call last):

ValueError: train_size should be at least 1 or 0.25

Attributes
class_type Defines class type.
logger Logger for current object.
tr_ idx Training set indices obtained with the split of the data.

ts_idx Test set indices obtained with the split of the data.
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verbose Verbosity level of logger output.

Methods

compute 1indices(self, dataset)

Compute training set and test set indices for each
fold.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

spl1it(self, dataset)

Split dataset into training set and test set.

timed([msg])

Timer decorator.

compute_indices (self, dataset)

Compute training set and test set indices for each fold.

Parameters

dataset [CDataset] Dataset to split.

Returns

tr_idx, ts_idx [CArray] Flat arrays with the tr/ts indices.

split (self, dataset)

Split dataset into training set and test set.

Parameters

dataset [CDataset] Dataset to split.

Returns

ds_train, ds_test [CDataset] Train and Test datasets.

property tr_ idx

Training set indices obtained with the split of the data.

property ts_idx

Test set indices obtained with the split of the data.
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CChronologicalSplitter

class secml.data.splitter.c_chronological_splitter.CChronologicalSplitter (th_timestamp,
train_size=1.0,
test_size=1.0,
ran-
dom_state=None,
shuf-

fle=True)
Bases: secml.core.c_creator.CCreator

Dataset splitter based on timestamps.

Split dataset into train and test subsets, using a timestamp as split point.

A dataset containing timestamp and timestamp_fmt header attributes is required.
Parameters

th_timestamp [str] The split point in time between training and test set. Samples having times-
tamp <= th_timestamp will be put in the training set, while samples with timestamp >
th_timestamp will be used for the test set. The timestamp must follow the ISO 8601 format.
Any incomplete timestamp will be parsed too.

train_size [float or int, optional] If float, should be between 0.0 and 1.0 and represent the pro-
portion of the samples having timestamp <= th_timestamp to include in the train split. De-
fault 1.0. If int, represents the absolute number of train samples.

test_size [float or int, optional] If float, should be between 0.0 and 1.0 and represent the pro-
portion of the samples having timestamp > th_timestamp to include in the test split. Default
1.0. If int, represents the absolute number of test samples.

random_state [int, RandomState instance or None, optional (default=None)] If int, ran-
dom_state is the seed used by the random number generator; If RandomState instance, ran-
dom_state is the random number generator; If None, is the RandomState instance used by
np.random.

shuffle [bool, optional] Whether or not to shuffle the data before splitting. If shuffle=False then
stratify must be None. Default True.

Attributes
class_type Defines class type.
logger Logger for current object.
tr_idx Training set indices obtained with the split of the data.
ts_idx Test set indices obtained with the split of the data.

verbose Verbosity level of logger output.
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Methods

compute_1indices(self, dataset)

Compute training set and test set indices.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

spl1t(self, dataset)

Split dataset into training set and test set.

timed([msg])

Timer decorator.

compute_indices (self, dataset)

Compute training set and test set indices.

Parameters

dataset [CDataset] Dataset to split.

Returns

tr_idx, ts_idx [CArray] Flat arrays with the tr/ts indices.

split (self, dataset)

Split dataset into training set and test set.

Parameters

dataset [CDataset] Dataset to split.

Returns

ds_train, ds_test [CDataset] Train and Test datasets.

property tr_ idx

Training set indices obtained with the split of the data.

property ts_idx

Test set indices obtained with the split of the data.
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CDataset

class secml.data.c_dataset.CDataset (x, Yy, header=None)
Bases: secml.core.c creator.CCreator
Creates a new dataset.

A dataset consists in a 2-Dimensional patterns array, dense or sparse format, with one pattern for each row and
a flat dense array with each pattern’s label.

Parameters

X [array_like or CArray] Dataset patterns, one for each row. Array is converted to 2-Dimensions
before storing.

y larray_like or CArray] Dataset labels. Array is converted to dense format and flattened before
storing.

header [CDatasetHeader or None, optional] The header for the dataset. Will define any extra
parameter. See CDatasetHeader docs for more information.

Examples

>>> from secml.data import CDataset

>>> ds = CDataset ([[1,2],[3,4]1,[5,611,([1,0,11)
>>> print (ds.X)
CArray ([[1 2]
[3 4]
[5 611)
>>> print (ds.Y)
CArray ([1 0 11)

>>> ds = CDataset ([1,2,3],1) # Patterns will be converted to 2-Dims
>>> print (ds.X)

CArray ([[1 2 311)

>>> print (ds.Y)

CArray ([1])

>>> from secml.array import CArray

>>> ds = CDataset (CArray([[1,0],[0,4],[1,0]],tosparse=True), CArray([1l,0,1],
—tosparse=True))

>>> print (ds.X)

CArray ( (0, 0) 1
(1, 1) 4
(2, 0) 1)

>>> print (ds.Y)
CArray ([1 0 17])

The number of labels must be equal to the number of samples

>>> ds = CDataset ([[1,2]1,[3,411,1)
Traceback (most recent call last):

ValueError: number of labels (1) must be equal to the number of samples (2).

4.7. Copyright 235



SecML, Release 0.15.dev0+fd905aa

>>> from secml.data import CDatasetHeader

>>> ds = CDataset ([1,2,3], 1, CDatasetHeader (id='mydataset',
—attributes

>>> print (ds.header.id)

mydataset

>>> print (ds.header.age)

34

age=34))

# 2 extra_,

Attributes
X Dataset Patterns.
Y Dataset Labels.
class_type Defines class type.
classes Classes (unique).
header Dataset header.
isdense True if patterns are stored in dense format, else False.
issparse True if patterns are stored in sparse format, else False.
logger Logger for current object.
num_classes Number of classes.
num_features Number of features.
num_labels Returns dataset’s number of labels.
num_samples Number of patterns.

verbose Verbosity level of logger output.

Methods

append(self, dataset)

Append input dataset to current dataset.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_bounds(self], offset])

Return dataset boundaries plus an offset.

get_class_from_type(class_type)

Return the class associated with input type.

get_labels_onehot(self)

Return dataset labels in one-hot encoding.

get_labels_ovr(self, pos_label)

Return dataset labels in one-vs-rest encoding.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, ¥*kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

Continued on next page
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Table 42 — continued from previous page

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.
set_state(self, state_dict[, copy]) Sets the object state using input dictionary.
timed([msg]) Timer decorator.
todense(self) Convert dataset’s patterns to dense format.
tosparse(self) Convert dataset’s patterns to sparse format.
property X
Dataset Patterns.
property Y
Dataset Labels.

append (self, dataset)
Append input dataset to current dataset.

Parameters

dataset [CDataset] Dataset to append. Patterns are appended on first axis (axis=0) so the
number of features must be equal to dataset.num_features. If current dataset format is
sparse, dense dataset to append will be converted to sparse and vice-versa.

Returns

CDataset A new Dataset resulting of appending new data to existing data. Format of result-
ing dataset is equal to current dataset format.

See also:

CArray.append More information about arrays append.

Notes

Append does not occur in-place: a new dataset is allocated and filled.

Examples

>>> from secml.data import CDataset

>>> ds = CDataset ([[1,2],1[3,4],1[5,6]11,[1,0,11])

>>> ds_new = ds.append(Chataset ([[10,20],[30,40],[50,6011,11,0,11))

>>> print (ds_new.X)

CArray ([[ 1 2]
[ 3 4

[ 5 6
[10 20
[30 40
[50 60]1)

>>> print (ds_new.Y)

CArray([1 0 1 1 0 17])

]
]
]
]

>>> ds_new = ds.append(Chataset ([[10,20],[30,40],[50,6011,[1,0,1]) .tosparse())
>>> print (ds_new.X)
CArray ([[ 1 2]

(continues on next page)
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(continued from previous page)

[50 6011])
>>> print (ds_new.Y)
CArray([1 0 1 1 0 117)

property classes
Classes (unique).

get_bounds (self, offset=0.0)
Return dataset boundaries plus an offset.

Parameters
offset [float] Quantity to be added as an offset. Default 0.
Returns

boundary [list of tuple] Every tuple contain min and max feature value plus an offset for
corresponding coordinate.

Examples

>>> from secml.array import CArray
>>> from secml.data import CDataset

>>> ds = CDataset ([[1,2,3],[4,5,61], [1,2])
>>> ds.get_bounds ()
[(L.0, 4.0), (2.0, 5.0), (3.0, 6.0)]

get_labels_onehot (self)
Return dataset labels in one-hot encoding.

Returns

binary_labels [CArray] A (num_samples, num_classes) array with the dataset labels one-
hot encoded.

Examples

>>> ds = CDhataset ([[11,22],[33,44],1[55,661,(77,88]11, [1,0,2,1])
>>> print (ds.get_labels_onehot ())
CArray ([[0 1 0]

[1 0 0]

[0 0 1]

[0 1 0]1)

get_labels_ovr (self, pos_label)
Return dataset labels in one-vs-rest encoding.

Parameters
pos_label [scalar or str] Label of the class to consider as positive.

Returns
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CArray Flat array with 1 when the class label is equal to input positive class’s label, else 0.

Examples

>>> ds = CDataset ([[11,22], (33,441, [55,66],177,88]1]1, [1,0,2,11)
>>> print (ds.get_labels_ovr(2))

CArray ([0 O 1 01])

>>> print (ds.get_labels_ovr(1l))

CArray ([1 0 0 17)

property header
Dataset header.

property isdense
True if patterns are stored in dense format, else False.

property issparse
True if patterns are stored in sparse format, else False.

property num classes
Number of classes.

property num features
Number of features.

property num_ labels
Returns dataset’s number of labels.

property num samples
Number of patterns.

todense (self)
Convert dataset’s patterns to dense format.

Returns

CDataset A new CDataset with same patterns converted to dense format. Copy is avoided
if possible.

Examples

>>> from secml.data import CDataset

>>> ds = CDataset (CArray([[1,2],13,4]1,[5,6]1]1, tosparse=True), [1,0,1]).
—todense ()
>>> print (ds.X)
CArray ([[1 2]
[3 4]
[5 611)

tosparse (self)
Convert dataset’s patterns to sparse format.

Returns

CDataset A new CDataset with same patterns converted to sparse format. Copy is avoided
if possible.
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Examples

>>> from secml.data import CDataset

>>> ds = CDataset ([[1,2],1[3,41,105,6]1]1,[1,0,1]) .tosparse ()
>>> print (ds.X)

CArray ( (0, 0) 1
(0, 1) 2
(1, 0) 3
(1, 1) 4
(2, 0) 5
(2, 1) 6)

>>> print (ds.Y)
CArray ([1 0 11)

CDatasetHeader

class secml.data.c_dataset_header.CDatasetHeader (**kwargs)
Bases: secml.core.c creator.CCreator
Creates a new dataset header.

Parameters to be included into the header could be defined as keyword init arguments or by setting them as new
public header attributes.

Immutable objects (scalar, string, tuple, dictionary) will be passed as they are while indexing the header. Arrays
will be indexed and the result of indexing will be returned.

To extract a dictionary with the entire set of attributes, use .get_params().

Parameters

kwargs [any, optional] Any extra attribute of the dataset. Could be an immutable object (scalar,
tuple, dict, str), or a vector-like CArray. Lists are automatically converted to vector-like
CAurrays.

Examples

>>> from secml.data import CDatasetHeader
>>> from secml.array import CArray

>>> ds_header = CDatasetHeader (id='mydataset', colors=CArray([1l,2,3]))

>>> print (ds_header.id)
mydataset

>>> print (ds_header.colors)
CArray ([1 2 3])

>>> ds_header.age = 32
>>> print (ds_header.age)
32

Attributes

class_type Defines class type.
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logger Logger for current object.

num_samples The number of samples for which the header defines extra params.

verbose Verbosity level of logger output.

Methods

append(self, header)

Append input header to current header.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

append (self, header)

Append input header to current header.

Parameters

header [CDatasetHeader] Header to append. Only attributes which are arrays are merged.
Other attributes are set if not already defined in the current header. Otherwise, the value of
the attributes in the input header should be equal to the value of the same attribute in the

current header.
Returns
CDatasetHeader

See also:

CArray .append More information about arrays append.
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Notes

Append does not occur in-place: a new header is allocated and filled.

Examples

>>> from secml.data import CDatasetHeader
>>> from secml.array import CArray

>>> ds_headerl = CDatasetHeader (id={'a': 0, 'b': 2}, a=2, age=CArray([1,2,3]))
>>> ds_header2 = CDatasetHeader (id={'a': 0, 'b': 2}, b=4, age=CArray([1,2,31))

>>> ds_merged = ds_headerl.append (ds_header?2)
>>> ds_merged.age

CArray (6,) (dense: [1 2 3 1 2 3])

>>> ds_merged.id

{'a': 0, 'b': 2}

>>> ds_merged.a

2

>>> ds_merged.b

4

property num_samples
The number of samples for which the header defines extra params.

CDatasetPyTorch

class secml.data.c_dataset_pytorch.CDatasetPyTorch (data, labels=None, trans-

form=None)
Bases: torch.utils.data.Dataset

CDataset to PyTorch Dataset wrapper.
Parameters
data [CDataset or CArray]

Dataset to be wrapped. Can also be a CArray with the samples and in this case the la-
bels can be passed using the labels parameter.

labels [None or CArray] Labels of the dataset. Can be defined if the samples have been passed
to the data parameter. Input must be a flat array of shape (num_samples, ) or a 2-D array
with shape (num_samples, num_classes).

transform [torchvision.transforms or None, optional] Transformation(s) to be applied to each
ds sample.

Attributes
X
Y
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Methods

__call__(self, *args, **kwargs) Call self as a function.

property X
property Y

data_utils
secml.data.data_utils.label binarize_onehot (y)
Return dataset labels in one-hot encoding.
Parameters
y [CArray] Array with the labels to encode. Only integer labels are supported.
Returns

binary_labels [CArray] A (num_samples, num_classes) array with the labels one-hot encoded.

Examples

>>> a = CArray ([1,0,2,11)
>>> print (label_binarize_onehot (a))
CArray ([[0 1 0]
[1 0 0]
[0 0 1]
]

(01011

4.7.8 secml.ml

Machine Learning

secml.ml.classifiers

secml.ml.classifiers.multiclass

CClassifierMulticlass

class secml.ml.classifiers.multiclass.c_classifier multi.CClassifierMulticlass (classifier,
pre-
pro-
cess=None,
n_jobs=1,
**clf_params)
Bases: secml.ml.classifiers.c _classifier.CClassifier

Generic interface for Multiclass Classifiers.
Parameters

classifier [CClassifier._ class__] Unbound (not initialized) CClassifier subclass.
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preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

n_jobs [int] Number of parallel workers to use for training the classifier. Default 1. Cannot be
higher than processor’s number of cores.

clf_params [kwargs] Any other construction parameter for the binary classifiers.

Attributes
class_type Defines class type.

classes Return the list of classes on which training has been performed.

classifier Returns the class of the binary classifier used.

logger Logger for current object.

n_classes Number of classes of training dataset.

n_features Number of features (before preprocessing).

n_jobs

num_classifiers Returns the number of instanced binary classifiers.

preprocess Inner preprocessor (if any).

verbose Verbosity level of logger output.

Methods

apply_method(self, method, *args, **kwargs)

Apply input method to all trained classifiers.

backward(self[, w])

Returns the preprocessor gradient wrt data.

binarize dataset(class_idx, dataset)

Returns the dataset needed by the class_idx binary
classifier.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_ parameters(self, dataset, ...[, ..

)]

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

Continued on next page
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Table 45 — continued from previous page

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

predict(self, X[, return_decision_function]) Perform classification of each pattern in x.

prepare(self, num_classes) Creates num_classes copies of the binary classifier.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter that has a specific name to a specific
value.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

apply_method (self, method, *args, **kwargs)
Apply input method to all trained classifiers.

Useful to perform a routine after training (e.g. reduction, optim)

method is an unbound method to apply, e.g. CClassiferSVM.set Any other argument for method can be
passed in.

abstract static binarize dataset (class_idx, dataset)
Returns the dataset needed by the class_idx binary classifier.

Parameters
class_idx [int] Index of the target class.
dataset [CDataset] Dataset to binarize.
Returns
bin_dataset [CDataset] Binarized dataset.

property classifier
Returns the class of the binary classifier used.

estimate_parameters (self, dataset, parameters, splitter, metric, pick=first',

perf_evaluator="xval")
Estimate parameter that give better result respect a chose metric.

Parameters
dataset [CDataset] Dataset to be used for evaluating parameters.

parameters [dict] Dictionary with each entry as {parameter: list of values to test}. Exam-
ple: {‘C’: [1, 10, 100], ‘gamma’: list(10.0 ** CArray.arange(-4, 4))}

splitter [CDataSplitter or str] Object to use for splitting the dataset into train and valida-
tion. A splitter type can be passed as string, in this case all default parameters will be
used. For data splitters, num_folds is set to 3 by default. See CDataSplitter docs for more
information.

metric [CMetric or str] Object with the metric to use while evaluating the performance. A
metric type can be passed as string, in this case all default parameters will be used. See
CMetric docs for more information.
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pick [{‘first’, ‘last’, ‘random’}, optional] Defines which of the best parameters set pick.
Usually, “first’ correspond to the smallest parameters while ‘last’ correspond to the biggest.
The order is consistent to the parameters dict passed as input.
perf_evaluator [CPerfEvaluator or str, optional] Performance Evaluator to use. Default
‘xval’.
Returns
best_parameters [dict] Dictionary of best parameters found through performance evalua-
tion.
get_state (self, **kwargs)
Returns the object state dictionary.
Parameters
**kwargs Arguments to be passed to get_state calls in the hierarchy.

Returns
dict Dictionary containing the state of the object. The state of the attributes of binary clas-
sifiers is a tuple, with one value for each binary classifier.

property num classifiers
Returns the number of instanced binary classifiers.

Returns 1 until .fit(dataset) or .prepare(num_classes) is called.
prepare (self, num_classes)
Creates num_classes copies of the binary classifier.

Creates enough deepcopies of the binary classifier until num_classes binary classifiers are instanced. If
num_classes < self.num_classifiers, classifiers in excess are deleted.

Parameters
num_classes [int] Number of binary classifiers to instance.
set (self, param_name, param_value, copy=False)
Set a parameter that has a specific name to a specific value.
Only parameters, i.e. PUBLIC or READ/WRITE attributes, can be set.
If setting is performed before training, the parameter to set must be a known .classifier attribute or a known
attribute of any parameter already set during or after construction.
If possible, a reference to the parameter to set is assigned. Use copy=True to always make a deepcopy
before set.

Parameters
param_name [str] Name of the parameter to set.
param_value [any] Value to set for the parameter. Using a tuple, one value for each binary
classifier can be specified.

copy [bool] By default (False) a reference to the parameter to assign is set. If True or a
reference cannot be extracted, a deepcopy of the parameter is done first.

set_state (self, state_dict, copy=False)
Sets the object state using input dictionary.

Only readable attributes of the class, i.e. PUBLIC or READ/WRITE or READ ONLY, can be set.
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If possible, a reference to the attribute to set is assigned. Use copy=True to always make a deepcopy before
set.

Parameters

state_dict [dict] Dictionary containing the state of the object. The state of the attributes of
binary classifiers must be specified as a tuple, with one value for each binary classifier.

copy [bool, optional] By default (False) a reference to the attribute to assign is set. If True
or a reference cannot be extracted, a deepcopy of the attribute is done first.

property verbose
Verbosity level of logger output.

Available levels are: 0 =no verbose output 1 = info-level logging 2 = debug-level logging

CClassifierMulticlassOVA

class secml.ml.classifiers.multiclass.c_classifier _multi_ova.CClassifierMulticlassOVA (classif

Bases: secml.ml.classifiers.multiclass.c_classifier_multi.
CClassifierMulticlass, secml.ml.classifiers.gradients.
mixin_classifier_gradient.CClassifierGradientMixin

OVA (One-Vs-All) Multiclass Classifier.
Parameters
classifier [unbound class] Unbound (not initialized) CClassifier subclass.
kwargs [any] Any other construction parameter for each OVA classifier.
Attributes

class_type [‘ova’] Defines class type.

Methods

apply_method(self, method, *args, **kwargs) Apply input method to all trained classifiers.

backward(self[, w]) Returns the preprocessor gradient wrt data.

binarize dataset(class_idx, dataset) Returns the dataset needed by the class_idx binary
classifier.

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.

decision_function(self, X[, y]) Computes the decision function for each pattern in x.

deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.
fit(self, x,y) Trains the classifier.

Continued on next page
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Table 46 — continued from previous page

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, x, y)

Derivative of the decision function w.r.t.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_paramns(self, x, y[, loss])

Derivative of a given loss w.r.t.

grad_tr_params(self, X, y)

Derivative of the classifier training objective function
w.I.t.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

hessian_tr_params(self, x,y)

Hessian of the training objective w.r.t.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

prepare(self, num_classes)

Creates num_classes copies of the binary classifier.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter that has a specific name to a specific
value.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

static binarize_ dataset (class_idx, dataset)
Returns the dataset needed by the class_idx binary classifier.

Parameters

class_idx [int] Index of the target class.

dataset [CDataset] Dataset to binarize.

Returns

bin_dataset [CDataset] Binarized dataset.
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CClassifierMulticlassOVO

class secml.ml.classifiers.multiclass.c_classifier multi_ovo.CClassifierMulticlassOVO (classif

Bases:
CClassifierMulticlass,

pre-
pro-

cess=I
#HClf

secml.ml.classifiers.multiclass.c_classifier _multi.

secml.ml.classifiers.gradients.

mixin_classifier_gradient.CClassifierGradientMixin

OVO (One-Vs-One) Multiclass Classifier.

Parameters

classifier [unbound class] Unbound (not initialized) CClassifier subclass.

kwargs [any] Any other construction parameter for each OVA classifier.

Attributes

class_type [‘ovo’] Defines class type.

Methods

apply_method(self, method, *args, **kwargs)

Apply input method to all trained classifiers.

backward(self[, w])

Returns the preprocessor gradient wrt data.

binarize dataset(class_idx, dataset)

Returns the dataset needed by the class_idx binary
classifier.

binarize subset(tr_class_idx, vs_class_idx,

)

Returns the tr_class_idx vs

vs_class_idx.

binary dataset

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...])

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, X, y)

Derivative of the decision function w.r.t.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_parans(self, x, y[, loss])

Derivative of a given loss w.r.t.

grad_tr_params(self, x, y)

Derivative of the classifier training objective function
W.I.t.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

Continued on next page
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Table 47 — continued from previous page

hessian_tr_params(self, X, y) Hessian of the training objective w.r.t.

is_fitted(self) Return True if the classifier is trained (fitted).

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

predict(self, X[, return_decision_function]) Perform classification of each pattern in x.

prepare(self, num_classes) Creates num_classes copies of the binary classifier.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_valuel[, copy]) Set a parameter that has a specific name to a specific
value.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

static binarize_ dataset (class_idx, dataset)
Returns the dataset needed by the class_idx binary classifier.

Parameters
class_idx [int] Index of the target class.
dataset [CDataset] Dataset to binarize.
Returns
bin_dataset [CDataset] Binarized dataset.

static binarize_subset (1r_class_idx, vs_class_idx, dataset)
Returns the binary dataset tr_class_idx vs vs_class_idx.

Parameters

tr_class_idx [int] Index of the target class.

vs_class_idx: int Index of the opposing class.

dataset [CDataset] Dataset from which the subset should be extracted.
Returns

bin_subset [CDataset] Binarized subset.

property clf pair_ idx
List with the binary classifiers’ classes (indices) pairs.

secml.ml.classifiers.secure
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CClassifierSecSVM

class secml.ml.classifiers.secure.c_classifier_sec_svm.CClassifierSecSVM (ub=inf,

idx_ub=None,
lb=-

inf,
idx_lb=None,
eta=0.5,
max_it=10000.0,
eps=0.0001,
*args,

**kwargs)

Bases: secml.ml.classifiers.sklearn.c classifier svm.CClassifierSVM

Secure Support Vector Machine (Sec-SVM) classifier.

This implements the secure classifier from:
Demontis et al. “Yes, machine learning can be more secure! a case study on android malware
detection.” IEEE TDSC 2017. https://arxiv.org/abs/1704.08996
Parameters

ub [scalar or None, optional] Upper bound of the weights. If None (default), no bound is
applied.

idx_ub [CArray or None, optional] If CArray, the upper bound is only applied to the weights
indicized by idx_ub. If None (default), the bound is applied to all weights.

Ib [scalar or None, optional] Lower bound of the weights. If None (default), no bound is ap-
plied.

idx_Ib [CArray or None, optional] If CArray, the lower bound is only applied to the weights
indicized by idx_ub. If None (default), the bound is applied to all weights.

eta [scalar, optional] Step of the gradient descent. Default 0.5.
max_it [int, optional] Maximum number of iterations of the gradient descent. Default 1e4.
eps [scalar, optional] Tolerance of the stop criterion of the gradient descent. Default 1e-4.
*args, **kwargs Other paramters from CClassifierSVM.

Attributes

class_type [‘sec-svm’] Defines class type.

Methods

C_hinge_loss(self, x,y) Compute the loss term for each point in dataset mul-
tiplied by C.

backward(self[, w]) Returns the preprocessor gradient wrt data.

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.

decision_function(self, x[, y]) Computes the decision function for each pattern in x.

deepcopy(self) Returns a deep copy of current class.

Continued on next page
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Table 48 — continued

from previous page

estimate_parameters(self, dataset,...[, ..

D

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, x[, y])

Derivative of the decision function w.r.t.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_paramns(self, x, y[, loss])

Derivative of the loss w.r.t.

grad_tr_params(self, X, y)

Derivative of the classifier training objective w.r.t.

gradient(self, X[, w])

Compute gradient at x by doing a backward pass.

gradient_w_b(self, x, y)

Compute the gradient dloss/dw, where loss is sum_i
max(0, 1-y_i*f(x_i))

hessian_tr_params(self], X, y])

Hessian of the training objective w.r.t.

hinge_loss(self, x,y)

Compute the loss term for each point in dataset.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective(self, x,y)

Objective function.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

C_hinge_1loss (self, x,y)

Compute the loss term for each point in dataset multiplied by C.

If class_weight == ‘balanced’, it multiplies C to the inverse prob of theclasses.

property b

Return the SVM bias (b term in the decision function)

property eps
Precision of the stop condition for training.

property eta
Eta parameter for the training gradient.

gradient_w_b (self, x,y)

Compute the gradient dloss/dw, where loss is sum_i max(0, 1-y_i*f(x_i))

hinge_loss (self, x,y)
Compute the loss term for each point in dataset.
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property lb
Return value of weight lower bound

property max it
Maximum number of iteration for the training.

objective (self, x,y)
Objective function.

property ub
Return value of weight upper bound

property w
Return the vector of feature weights (only if ckernel is None)

secml.ml.classifiers.reject
CClassifierReject

class secml.ml.classifiers.reject.c_classifier_reject.CClassifierReject (preprocess=None,
n_jobs=1)
Bases: secml.ml.classifiers.c_classifier.CClassifier

Abstract class that defines basic methods for Classifiers with reject.
A classifier assign a label (class) to new patterns using the information learned from training set.

This interface implements a set of generic methods for training and classification that can be used for every
algorithms. However, all of them can be reimplemented if specific routines are needed.

Parameters

preprocess [str or CNormalizer] Features preprocess to applied to input data. Can be a CNor-
malizer subclass or a string with the desired preprocess type. If None, input data is used as
is.

Attributes
class_type Defines class type.
classes Return the list of classes on which training has been performed.
logger Logger for current object.
n_classes Number of classes of training dataset.
n_features Number of features (before preprocessing).
n_jobs
preprocess Inner preprocessor (if any).

verbose Verbosity level of logger output.
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Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...])

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function, ...])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

abstract predict (self, x, return_decision_function=False, n_jobs=1)

Perform classification of each pattern in x.

If a preprocess has been specified, input is normalized before classification.

Parameters

x [CArray] Array with new patterns to classify, 2-Dimensional of shape (n_patterns,

n_features).

return_decision_function [bool, optional] Whether to return the decision_function value
along with predictions. Default False.

n_jobs [int, optional] Number of parallel workers to use for classification. Default 1. Cannot
be higher than processor’s number of cores.

Returns

labels [CArray] Flat dense array of shape (n_patterns,) with the label assigned to each test
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pattern. The classification label is the label of the class associated with the highest score.
The rejected samples have label -1.

scores [CArray, optional] Array of shape (n_patterns, n_classes) with classification score
of each test pattern with respect to each training class. Will be returned only if re-

turn_decision_function is True.

CClassifierRejectThreshold

class secml.ml.classifiers.reject.c_classifier_reject_threshold.CClassifierRejectThreshold

Bases: secml.ml.classifiers.reject.c classifier_reject.CClassifierReject
Abstract class that defines basic methods for Classifiers with reject based on a certain threshold.

A classifier assign a label (class) to new patterns using the information learned from training set.

The samples for which the higher score is under a certain threshold are rejected by the classifier.

Parameters

clf [CClassifier] Classifier to which we would like to apply a reject threshold. The classifier can
also be already fitted.

threshold [float] Rejection threshold.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Attributes
class_type Defines class type.
classes Return the list of classes on which training has been performed.
clf Returns the inner classifier.
logger Logger for current object.
n_classes Number of classes of training dataset, plus the rejection class.
n_features Number of features (before preprocessing).
n_jobs
preprocess Inner preprocessor (if any).
threshold Returns the rejection threshold.

verbose Verbosity level of logger output.
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Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

compute_threshold(self, rej_percent, ds)

Compute the threshold that must be set in the classi-
fier to have rej_percent rejection rate (accordingly to
an estimation on a validation set).

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...])

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function, ...])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property classes

Return the list of classes on which training has been performed.

property clf
Returns the inner classifier.

compute_threshold (self, rej_percent, ds)

Compute the threshold that must be set in the classifier to have rej_percent rejection rate (accordingly to

an estimation on a validation set).

Parameters

rej_percent [float] Max percentage of rejected samples.

ds [CDataset] Dataset on which the threshold is estimated.
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Returns
threshold [float] The estimated reject threshold

property n_classes
Number of classes of training dataset, plus the rejection class.

predict (self, x, return_decision_function="False, n_jobs=<no value>)
Perform classification of each pattern in x.

The score matrix of this classifier is equal to the predicted outputs plus a column (corresponding to the
reject class) with all its values equal to €, being 6 the reject threshold.

The predicted class is therefore:

¢ = argmax fj(x)
k

where c correspond to the rejection class (i.e., ¢ = —1) only when the maximum taken over the other
classes (excluding the reject one) is not greater than the reject threshold 6.

If a preprocess has been specified, input is normalized before classification.
Parameters

x [CArray] Array with new patterns to classify, 2-Dimensional of shape (n_patterns,
n_features).

return_decision_function [bool, optional] Whether to return the decision_function value
along with predictions. Default False.

n_jobs [int, optional] Number of parallel workers to use for classification. Default _No-
Value. Cannot be higher than processor’s number of cores.

Returns

labels [CArray] Flat dense array of shape (n_patterns,) with the label assigned to each test
pattern. The classification label is the label of the class associated with the highest score.
The samples for which the label is equal -1 are the ones rejected by the classifier

scores [CArray, optional] Array of shape (n_patterns, n_classes) with classification score
of each test pattern with respect to each training class. Will be returned only if re-
turn_decision_function is True.

property threshold
Returns the rejection threshold.

CClassifierDNR

class secml.ml.classifiers.reject.c_classifier_dnr.CClassifierDNR (combiner,
layer_clf,
dnn, layers,
threshold,
n_jobs=1)
Bases: secml.ml.classifiers.reject.c classifier_reject_threshold.
CClassifierRejectThreshold

Deep Neural Rejection (DNR) Classifier. It is composed by a wrapped DNN, one or more layer classifiers
trained on inner DNN layer outputs and a combiner trained on layer classifiers scores.

DNR analyzes the representations of input samples at different network layers, and rejects samples which exhibit
anomalous behavior with respect to that observed from the training data at such layers.
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More details can be found in tutorials/12-DNR.ipynb and in:
* https://arxiv.org/pdf/1910.00470.pdf, EURASIP JIS 2020.

Parameters

combiner [CClassifier] The output classifier of DNR. It is trained on layer classifier scores. Its
output is thresholded in order to reject samples.

layer_clf [CClassifier or dict] Layer classifier, trained on DNN inner layers outputs. If CClas-
sifier, it is cloned for each selected layer. If dict, it must contain an item for each selected
layer as { ‘layer_name’: CClassifier).

dnn [CClassifierDNN] An already trained DNN to be defended.

layers [list of str] Name of one or more DNN layers which outputs will be used to train layer
classifiers.

threshold [float] The reject threshold applied to the combiner outputs. If the maximum class
score of the combiner is lower than the threshold, the sample is rejected.

n_jobs [int, optional] Number of parallel workers to use for training the classifier. Cannot be
higher than processor’s number of cores. Default is 1.

Attributes
class_type Defines class type.
classes Return the list of classes on which training has been performed.
clf Returns the inner classifier.
logger Logger for current object.
n_classes Number of classes of training dataset, plus the rejection class.
n_features Number of features (before preprocessing).
n_jobs
preprocess Inner preprocessor (if any).
threshold Returns the rejection threshold.

verbose Verbosity level of logger output.

Methods

backward(self[, w]) Returns the preprocessor gradient wrt data.

compute_threshold(self, rej_percent, ds) Compute the threshold that must be set in the classi-
fier to have rej_percent rejection rate (accordingly to
an estimation on a validation set).

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.

decision_function(self, x[, y]) Computes the decision function for each pattern in x.

deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

Continued on next page
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Table 51 — continued from previous page

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function, ...])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

secml.ml.classifiers.loss

CLoss

class secml.ml.classifiers.loss.c_loss.CLoss

Bases: secml.core.c _creator.CCreator

Interface for loss functions.
Attributes
class_type Defines class type.

logger Logger for current object.

suitable for Defines which problem the loss is suitable for.

verbose Verbosity level of logger output.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score)

Computes the derivative of the loss function with re-
spect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

loss(self, y_true, score)

Computes the value of the loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dloss (self, y_true, score)

Computes the derivative of the loss function with respect to score.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets.

Returns

CArray Derivative of the loss function. Vector-like array.

abstract loss (self, y_true, score)

Computes the value of the loss function.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets.

Returns

CArray Loss function. Vector-like array.

abstract property suitable_for
Defines which problem the loss is suitable for.

Accepted values: - classification - regression

class secml.ml.classifiers.loss.c_loss.CLossClassification
Bases: secml.ml.classifiers.loss.c_loss.CLoss

Interface for loss functions suitable for classification problems.
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Attributes

class_type Defines class type.

logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score[, pos_label])

Computes the derivative of the loss function with re-
spect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

loss(self, y_true, score[, pos_label])

Computes the value of the loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dloss (self, y_true, score, pos_label=None)

Computes the derivative of the loss function with respect to score.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,).

pos_label [int or None, optional] Default None, meaning that the function derivative is com-
puted for each sample wrt the corresponding true label. Otherwise, this is the class wrt
compute the derivative. If score is a 1-D flat array, this parameter is ignored.

Returns
CArray Derivative of the loss function. Vector-like array.

abstract loss (self, y_true, score, pos_label=None)
Computes the value of the loss function.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.
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score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,).

pos_label [int or None, optional] Default None, meaning that the function is computed for
each sample wrt the corresponding true label. Otherwise, this is the class wrt compute the
loss function. If score is a 1-D flat array, this parameter is ignored.

Returns

CArray Loss function. Vector-like array.

suitable for = 'classification'

class secml.ml.classifiers.loss.c_loss.CLossRegression
Bases: secml.ml.classifiers.loss.c_loss.CLoss

Interface for loss functions suitable for regression problems.

Attributes

class_type Defines class type.

logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score)

Computes the derivative of the loss function with re-
spect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

loss(self, y_true, score)

Computes the value of the loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

abstract dloss (self, y_true, score)

Computes the derivative of the loss function with respect to score.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.
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score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).
Returns
CArray Derivative of the loss function. Vector-like array.

abstract loss (self, y_true, score)
Computes the value of the loss function.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).
Returns

CArray Loss function. Vector-like array.

suitable for = 'regression'

CLossCrossEntropy

class secml.ml.classifiers.loss.c_loss_cross_entropy.CLossCrossEntropy
Bases: secml.ml.classifiers.loss.c_loss.CLossClassification

Cross Entropy Loss Function (Log Loss).

Cross entropy indicates the distance between what the model believes the output distribution should be, and
what the original distribution really is.

The cross entropy loss is defined as (for sample 1):

e
Lcross—emropy (y, S) = - IOg

N
D k=1€k
Attributes
class_type [‘cross-entropy’] Defines class type.

suitable_for [‘classification’]

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

dloss(self, y_true, score[, pos_label]) Computes gradient of the Cross Entropy loss w.r.t.the
classifier

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

Continued on next page
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Table 55 — continued from previous page

load_state(self, path) Sets the object state from file.

loss(self, y_true, score[, pos_label]) Computes the value of the Cross Entropy loss func-
tion.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

dloss (self, y_true, score, pos_label=None)

Computes gradient of the Cross Entropy loss w.r.t.the classifier decision function corresponding to
class label pos_label.

Assuming pos_label to be i, the derivative is: p_i-t_i,t_i =1 ifiis equal to y_true_i, O otherwise
Then, the elements corresponding to y_true (if pos_label is None) or pos_label will be returned.
Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.
score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes).

pos_label [int or None, optional] The class wrt compute the loss function. Default None,
meaning that the function is computed for each sample wrt the corresponding true label.

Returns
CArray Loss function. Vector-like array.

loss (self, y_true, score, pos_label=<no value>)
Computes the value of the Cross Entropy loss function.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes).
Returns

CArray Loss function. Vector-like array.

Notes

Differently from other loss functions, CrossEntropyLoss requires the full array (n_samples, n_classes) of
predicted outputs.
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CLossEpsiloninsensitive

class secml.ml.classifiers.loss.c_loss_epsilon_insensitive.CLossEpsilonInsensitive (epsilon=0.

Bases: secml.ml.classifiers.loss.c_loss.CLossRegression

Epsilon-Insensitive Loss Function.

Any difference between the current prediction and the ground truth is ignored if is less than the epsilon threshold.

Epsilon-Insensitive loss is used by support vector regression.

The Epsilon-Insensitive loss is defined as:

Le_ins(y,8) = max{|y — s| — ¢,0}

Attributes

class_type [‘e-insensitive’] Defines class type.

suitable_for [‘regression’]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score)

Computes the derivative of the epsilon-insensitive
loss function

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

loss(self, y_true, score)

Computes the value of the epsilon-insensitive loss
function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dloss (self, y_true, score)

Computes the derivative of the epsilon-insensitive loss function with respect to score.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).
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Returns
CArray Derivative of the loss function. Vector-like array.
property epsilon
Threshold parameter epsilon.

loss (self, y_true, score)
Computes the value of the epsilon-insensitive loss function.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).
Returns

CArray Loss function. Vector-like array.

class secml.ml.classifiers.loss.c_loss_epsilon_insensitive.CLossEpsilonInsensitiveSquared (e
Bases: secml.ml.classifiers.loss.c_loss_epsilon_insensitive.
CLossEpsilonInsensitive

Squared Epsilon-Insensitive Loss Function.
Any difference between the current prediction and the ground truth is ignored if is less than the epsilon threshold.

The Squared Epsilon-Insensitive loss is defined as:

Lf—ins(ya S) = (max {|y - S| -6 0})2
Attributes

class_type [‘e-insensitive-squared’] Defines class type.

suitable_for [‘regression’]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score)

Computes the derivative of the squared epsilon-
insensitive

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Ioss(self, y_true, score)

Computes the value of the squared epsilon-
insensitive loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

Continued on next page
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Table 57 — continued from previous page

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

dloss (self, y_true, score)

Computes the derivative of the squared epsilon-insensitive loss function with respect to score.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.
score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).
Returns
CArray Derivative of the loss function. Vector-like array.
loss (self, y_true, score)
Computes the value of the squared epsilon-insensitive loss function.
Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.
score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).
Returns

CArray Loss function. Vector-like array.

CLossHinge

class secml.ml.classifiers.loss.c_loss_hinge.CLossHinge
Bases: secml.ml.classifiers.loss.c _loss.CLossClassification

Hinge Loss Function.

The function computes the average distance between the model and the data using hinge loss, a one-sided
metric that considers only prediction errors.

Hinge loss is used in maximal margin classifiers such as support vector machines.
After converting the labels to {-1, +1}, then the hinge loss is defined as:
Linge(y, §) = max {1 — sy,0}
Attributes
class_type [‘hinge’] Defines class type.

suitable_for [‘classification’]
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score[, pos_label])

Computes the derivative of the hinge loss function
with respect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Ioss(self, y_true, score[, pos_label])

Computes the value of the hinge loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)
set(self, param_name, param_value[, copy])
set_params(self, params_dict[, copy])

Store the object state to file.

Set a parameter of the class.

Set all parameters passed as a dictionary {key:
value}.

Sets the object state using input dictionary.

Timer decorator.

set_state(self, state_dict[, copy])
timed([msg])

dloss (self, y_true, score, pos_label=1)
Computes the derivative of the hinge loss function with respect to score.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function derivative. Default 1.
If score is a 1-D flat array, this parameter is ignored.

Returns
CArray Derivative of the loss function. Vector-like array.

loss (self, y_true, score, pos_label=1)
Computes the value of the hinge loss function.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function. Default 1. If score is
a 1-D flat array, this parameter is ignored.

Returns
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CArray Loss function. Vector-like array.

class secml.ml.classifiers.loss.c_loss_hinge.CLossHingeSquared
Bases: secml.ml.classifiers.loss.c_loss.CLossClassification

Squared Hinge Loss Function.

The function computes the average distance between the model and the data using hinge loss, a one-sided metric

that considers only prediction errors.

After converting the labels to {-1, +1}, then the hinge loss is defined as:

Ll%linge(yv S) = (max{l - 8y, 0})2

Attributes

class_type [‘hinge-squared’] Defines class type.

suitable_for [‘classification’]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score[, pos_label])

Computes the derivative of the squared hinge loss
function with respect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Ioss(self, y_true, score[, pos_label])

Computes the value of the squared hinge loss func-
tion.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dloss (self, y_true, score, pos_label=1)

Computes the derivative of the squared hinge loss function with respect to score.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed

to be that of the positive class.
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pos_label [{0, 1}, optional] The class wrt compute the loss function derivative. Default 1.
If score is a 1-D flat array, this parameter is ignored.

Returns
CArray Derivative of the loss function. Vector-like array.

loss (self, y_true, score, pos_label=1)
Computes the value of the squared hinge loss function.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function. Default 1. If score is

a 1-D flat array, this parameter is ignored.

Returns

CArray Loss function. Vector-like array.

CLossLogistic

class secml.ml.classifiers.loss.c_loss_logistic.CLossLogistic
Bases: secml.ml.classifiers.loss.c _loss.CLossClassification

Logistic loss function.

Attributes

class_type [‘log’] Defines class type.

suitable_for [‘classification’]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score[, pos_label, bound])

Computes the derivative of the hinge loss function
with respect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Ioss(self, y_true, score[, pos_label, bound])

Computes the value of the logistic loss function.

save(self, path)

Save class object to file.

Continued on next page
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Table 60 — continued from previous page

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

dloss (self, y_true, score, pos_label=1, bound=10)
Computes the derivative of the hinge loss function with respect to score.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function derivative. Default 1.
If score is a 1-D flat array, this parameter is ignored.

bound [scalar or None, optional] Set an upper bound for a linear approximation when -y*s
is large to avoid numerical overflows. 10 is a generally acceptable -> log(1+exp(10)) =
10.000045

Returns
CArray Derivative of the loss function. Vector-like array.

loss (self, y_true, score, pos_label=1, bound=10)
Computes the value of the logistic loss function.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function. Default 1. If score is
a 1-D flat array, this parameter is ignored.

bound [scalar or None, optional] Set an upper bound for a linear approximation when -y*s
is large to avoid numerical overflows. 10 is a generally acceptable -> log(1+exp(10)) =
10.000045

Returns

CArray Loss function. Vector-like array.
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CLossSquare

class secml.ml.classifiers.loss.c_loss_squared.CLossQuadratic
Bases: secml.ml.classifiers.loss.c_loss.CLossRegression

Quadratic Loss Function (Ordinary Least Squares).

The quadratic loss is defined as:

Attributes

1
LQuadratic(yv 8) = 5(5 - y)2

class_type [‘quadratic’] Defines class type.

suitable_for [‘regression’]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score)

Computes the derivative of the quadratic loss func-
tion with respect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Ioss(self, y_true, score)

Computes the value of the quadratic loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dloss (self, y_true, score)

Computes the derivative of the quadratic loss function with respect to score.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).

Returns

CArray Derivative of the loss function. Vector-like array.
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loss (self, y_true, score)

Computes the value of the quadratic loss function.

Parameters

y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. Vector-like array of shape (n_samples,).

Returns

CArray Loss function. Vector-like array.

class secml.ml.classifiers.loss.c_loss_squared.CLossSquare

Bases: secml.ml.classifiers.loss.c_loss.CLossClassification

Square Loss Function.

The square loss is defined as:

Attributes

LSquarE(y7 3) = (1 - Sy)

class_type [‘square’] Defines class type.

suitable_for [‘classification’]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dloss(self, y_true, score[, pos_label])

Computes the derivative of the square loss function
with respect to score.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

loss(self, y_true, score[, pos_label])

Computes the value of the squared epsilon-
insensitive loss function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dloss (self, y_true, score, pos_label=1)

Computes the derivative of the square loss function with respect to score.
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Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function derivative. Default 1.
If score is a 1-D flat array, this parameter is ignored.

Returns
CArray Derivative of the loss function. Vector-like array.

loss (self, y_true, score, pos_label=1)
Computes the value of the squared epsilon-insensitive loss function.

Parameters
y_true [CArray] Ground truth (correct), targets. Vector-like array.

score [CArray] Outputs (predicted), targets. 2-D array of shape (n_samples, n_classes) or
1-D flat array of shape (n_samples,). If 1-D array, the probabilities provided are assumed
to be that of the positive class.

pos_label [{0, 1}, optional] The class wrt compute the loss function. Default 1. If score is
a 1-D flat array, this parameter is ignored.

Returns

CArray Loss function. Vector-like array.

CSoftmax

class secml.ml.classifiers.loss.c_softmax.CSoftmax
Bases: secml.core.c _creator.CCreator

Softmax function.
Attributes
class_type Defines class type.
logger Logger for current object.

verbose Verbosity level of logger output.

Methods
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

deepcopy(self) Returns a deep copy of current class.
get_class_from_type(class_type) Return the class associated with input type.
get_params(self) Returns the dictionary of class hyperparameters.
get_state(self, **kwargs) Returns the object state dictionary.
get_subclasses() Get all the subclasses of the calling class.
gradient(self, s, y) Gradient of the softmax function.

Continued on next page
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Table 63 — continued from previous page

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

softmax(self, s) Apply the softmax function to input.

timed([msg]) Timer decorator.

gradient (self, s, y)
Gradient of the softmax function.

The derivative of the y-th output of the softmax function w.r.t. all the inputs is given by:

/ /
[Sy ‘Sy]
/? L
ay Qap,
Sy
where : — = 5,(6 — s;)
a;

with : § = lifi =70 =0ifi # j
Parameters
s [CArray] 2-D array of shape (1, n_classes) with input data.
y [int] The class wrt compute the gradient.
Returns
CArray Softmax function gradient. Vector-like array.

softmax (self, s)
Apply the softmax function to input.

The softmax function is defined for the vector s and for the i-th class as:

SoftMax(y, 8) = [a1, - .., an]— > [S1,- -, 8n]

e
T@Vl - 1N
i=16i

where : sy =

Parameters
s [CArray] 2-D array of shape (n_samples, n_classes) with input data.
Returns

CArray Softmax function. Same shape of input array.
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Examples

>>> from secml.array import CArray
>>> from secml.ml.classifiers.loss import CSoftmax

>>> a = CArray([[1, 2, 31, [2, 4, 511)

>>> print (CSoftmax () .softmax (a))

CArray ([[0.090031 0.244728 0.665241]
[0.035119 0.259496 0.705385]11])

secml.ml.classifiers.regularizer

CRegularizer

class secml.ml.classifiers.reqularizer.c_regularizer.CRegularizer

Bases: secml.core.c _creator.CCreator

Abstract class that defines basic methods for regularizer functions.

Attributes
class_type Defines class type.
logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dregularizer(self, *args, **kwargs)

Gets the derivative of regularizer.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

regularizer(self, *args, **kwargs)

Gets value of regularizer.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dregularizer (self, *args, **kwargs)
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Gets the derivative of regularizer.

abstract regularizer (self, *args, **kwargs)

Gets value of regularizer.

CRegularizerElasticNet

class secml.ml.classifiers.regularizer.c_regularizer_elastic_net.CRegularizerElasticNet (//_

Bases: secml.ml.classifiers.reqularizer.c regularizer.CRegularizer

ElasticNet Regularizer.

A convex combination of L2 and L1, where p is given by [ - [1_ratio.

ElasticNet Regularizer is given by:

R(w) := § 3 wf+ (1= p) Y fui

Attributes

=1

class_type [‘elastic-net’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dregularizer(self, w)

Returns the derivative of the elastic-net regularizer

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

regularizer(self, w)

Returns ElasticNet Regularizer.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dregularizer (self, w)

Returns the derivative of the elastic-net regularizer

Parameters

w [CArray] Vector-like array.

property 1l1l_ratio
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Get 11-ratio.

regularizer (self, w)
Returns ElasticNet Regularizer.

Parameters

w [CArray] Vector-like array.

CRegularizerL1

class secml.ml.classifiers.regularizer.c_regularizer_1l1.CRegularizerLl
Bases: secml.ml.classifiers.regularizer.c_regularizer.CRegularizer

Norm-L1 Regularizer.
This function leads to sparse solutions.

L1 Regularizer is given by:

Attributes

class_type [‘11°’] Defines class type.

Methods

(w) = fwil
i=1

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dregularizer(self, w)

Returns Norm-L1 derivative.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

reqularizer(self, w)

Returns Norm-L1.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dregularizer (self, w)
Returns Norm-L1 derivative.

Parameters
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w [CArray] Vector-like array.

regularizer (self, w)
Returns Norm-L1.

Parameters

w [CArray] Vector-like array.

CRegularizerL2

class secml.ml.classifiers.regularizer.c_regularizer_12.CRegularizerL2
Bases: secml.ml.classifiers.regularizer.c_regularizer.CRegularizer

Norm-L2 Regularizer.

L2 Regularizer is given by:

Attributes

class_type [‘12’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

dregularizer(self, w)

Return Norm-L2 derivative.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

regularizer(self, w)

Returns Norm-L2.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

dregularizer (self, w)
Return Norm-L2 derivative.

Parameters
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w [CArray] Vector-like array.

regularizer (self, w)
Returns Norm-L2.

Parameters

w [CArray] Vector-like array.

CClassifier

class secml.ml.classifiers.c_classifier.CClassifier (preprocess=None, n_jobs=1)

Bases: secml.ml.c_module.CModule
Abstract class that defines basic methods for Classifiers.
A classifier assign a label (class) to new patterns using the information learned from training set.

This interface implements a set of generic methods for training and classification that can be used for every
algorithms. However, all of them can be reimplemented if specific routines are needed.

Parameters

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

n_jobs [int, optional] Number of parallel workers to use for training the classifier. Cannot be
higher than processor’s number of cores. Default is 1.

Attributes
class_type Defines class type.
classes Return the list of classes on which training has been performed.
logger Logger for current object.
n_classes Number of classes of training dataset.
n_features Number of features (before preprocessing).
n_jobs
preprocess Inner preprocessor (if any).

verbose Verbosity level of logger output.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, x[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

Continued on next page
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Table 68 — continued from previous page

rit(self, x,y)

Trains the classifier.

fit_forward(self, X[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_ fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property classes

Return the list of classes on which training has been performed.

decision_function (self, x, y=None)

Computes the decision function for each pattern in x.

If a preprocess has been specified, input is normalized before computing the decision function.

Note: The actual decision function should be implemented inside _decision_function method.

Parameters

x [CArray] Array with new patterns to classify, 2-Dimensional of shape (n_patterns,

n_features).

y [int or None, optional] The label of the class wrt the function should be calculated. If
None, return the output for all classes.

Returns

score [CArray] Value of the decision function for each test pattern. Dense flat array of shape
(n_samples,) if y is not None, otherwise a (n_samples, n_classes) array.

estimate_parameters (self,

dataset,
perf_evaluator="xval")

parameters,

splitter, metric, pick=first',

Estimate parameter that give better result respect a chose metric.

Parameters

dataset [CDataset] Dataset to be used for evaluating parameters.
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parameters [dict] Dictionary with each item as {parameter: list of values to test}. Example:
{‘C’: [1, 10, 100], ‘gamma’: list(10.0 ** CArray.arange(-4, 4))}

splitter [CDataSplitter or str] Object to use for splitting the dataset into train and valida-
tion. A splitter type can be passed as string, in this case all default parameters will be
used. For data splitters, num_folds is set to 3 by default. See CDataSplitter docs for more
information.

metric [CMetric or str] Object with the metric to use while evaluating the performance. A
metric type can be passed as string, in this case all default parameters will be used. See
CMetric docs for more information.

pick [{‘first’, ‘last’, ‘random’}, optional] Defines which of the best parameters set pick.
Usually, “first’ correspond to the smallest parameters while ‘last’ correspond to the biggest.
The order is consistent to the parameters dict passed as input.

perf_evaluator [CPerfEvaluator or str, optional] Performance Evaluator to use. Default
‘xval’.

Returns

best_parameters [dict] Dictionary of best parameters found through performance evalua-
tion.

£it (self, x,y)
Trains the classifier.

If a preprocess has been specified, input is normalized before training.
For multiclass case see .CClassifierMulticlass.
Parameters
x [CArray] Array to be used for training with shape (n_samples, n_features).

y [CArray or None, optional] Array of shape (n_samples,) containing the class labels. Can
be None if not required by the algorithm.

Returns
CClassifier Trained classifier.

fit_forward (self, x, y=None, caching=False)
Fit estimator using data and then execute forward on the data.

To avoid returning over-fitted scores on the training set, this method runs a 5-fold cross validation on
training data and returns the validation scores.

Parameters

x [CArray] Array with shape (n_samples, n_features) to be transformed and to be used for
training.

y [CArray or None, optional] Array of shape (n_samples,) containing the class labels. Can
be None if not required by the algorithm.

caching: bool True if preprocessed x should be cached for backward pass
Returns
CArray Transformed input data.

See also:

fit fit the preprocessor.
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forward run forward function on input data.
grad_f£f_x (self, x,y)
Computes the gradient of the classifier’s decision function wrt x.
Parameters
x [CArray or None, optional] The input point. The gradient will be computed at x.
y [int] Binary index of the class wrt the gradient must be computed.
Returns

gradient [CArray] The gradient of the linear classifier’s decision function wrt decision func-
tion input. Vector-like array.

is_fitted (self)
Return True if the classifier is trained (fitted).

Returns
bool True or False depending on the result of the call to check_is_fitted.

property n_classes
Number of classes of training dataset.

property n_features
Number of features (before preprocessing).

predict (self, x, return_decision_function=False)
Perform classification of each pattern in x.

If preprocess has been specified, input is normalized before classification.
Parameters

x [CArray] Array with new patterns to classify, 2-Dimensional of shape (n_patterns,
n_features).

return_decision_function [bool, optional] Whether to return the decision_function value
along with predictions. Default False.

Returns

labels [CArray] Flat dense array of shape (n_patterns,) with the label assigned to each test
pattern. The classification label is the label of the class associated with the highest score.

scores [CArray, optional] Array of shape (n_patterns, n_classes) with classification score
of each test pattern with respect to each training class. Will be returned only if re-
turn_decision_function is True.

CClassifierLinear

class secml.ml.classifiers.c_classifier_linear.CClassifierLinearMixin
Bases: object

Mixin class that defines basic methods for linear classifiers.

A linear classifier assigns a label (class) to new patterns computing the inner product between the patterns and
a vector of weights for each training set feature.

This interface defines the weight and bias, and the forward and backward functions for linear classifiers.

Attributes
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b Bias term.
w Vector with feature weights (dense or sparse).

abstract property b
Bias term.

abstract property w
Vector with feature weights (dense or sparse).

CClassifierSkLearn

class secml.ml.classifiers.sklearn.c_classifier_sklearn.CClassifierSkLearn (sklearn_model,
pre-
pro-

cess=None)
Bases: secml.ml.classifiers.sklearn.c_classifier sklearn.

CWrapperSkLearnMixin, secml.ml.classifiers.c_classifier.CClassifier
Generic wrapper for SkLearn classifiers.
Parameters

sklearn_model [sklearn.base.BaseEstimator object] The scikit-learn model to wrap. Must im-
plement fit and either decision_function or predict_proba methods.

preprocess [CModule or str or None, optional] Features preprocess to be applied to input data.
Can be a CModule subclass or a string with the type of the desired preprocessor. If None,
input data is used as is.

Attributes

class_type [‘sklearn-clf’] Defines class type.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, x[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

fit(self, x,y) Trains the classifier.

fit_forward(self, x[, y, caching]) Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching]) Forward pass on input x.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

Continued on next page
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Table 69 — continued from previous page

grad_f_x(self, x,y) Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w]) Compute gradient at x by doing a backward pass.

is_fitted(self) Return True if the classifier is trained (fitted).

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

predict(self, X[, return_decision_function]) Perform classification of each pattern in x.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

class secml.ml.classifiers.sklearn.c_classifier_sklearn.CWrapperSkLearnMixin (sklearn_model)
Bases: object

Generic wrapper for SkLearn instances.
Parameters
sklearn_model [sklearn.base.BaseEstimator object] The scikit-learn instance to wrap.
Attributes

sklearn _model Wrapped SkLearn classifier.

Methods

get_params(self) Returns the dictionary of class and SkLearn model
parameters.

get_params (self)
Returns the dictionary of class and SkLearn model parameters.

A parameter is a PUBLIC or READ/WRITE attribute.

property sklearn_model
Wrapped SkLearn classifier.
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CClassifierDecisionTree

class secml.ml.classifiers.sklearn.c_classifier decision_tree.CClassifierDecisionTree (criteri

Bases: secml.ml.classifiers.sklearn.c _classifier sklearn.CClassifierSkLearn

Decision Tree Classifier.

Parameters

criterion [str, optional] The function to measure the quality of a split. Supported criteria are
‘gini’ (default) for the Gini impurity and ‘entropy’ for the information gain.

splitter [str, optional] The strategy used to choose the split at each node. Supported strategies
are ‘best’ (default) to choose the best split and ‘random’ to choose the best random split.

max_depth [int or None, optional] The maximum depth of the tree. If None (default),
then nodes are expanded until all leaves are pure or until all leaves contain less than

min_samples_split samples.

min_samples_split [int or float, optional] The minimum number of samples required to split an
internal node. If int, then consider min_samples_split as the minimum number. If float, then
min_samples_split is a fraction and ceil(min_samples_split * n_samples) are the minimum
number of samples for each split. Default 2.

random_state [int, RandomState or None, optional] The seed of the pseudo random number
generator to use when shuffling the data. If int, random_state is the seed used by the random
number generator; If RandomState instance, random_state is the random number generator;
If None, the random number generator is the RandomState instance used by np.random.

Default None.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

Attributes

class_type [‘dec-tree’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

Continued on next page
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Table 71 — continued from previous page

estimate_parameters(self, dataset,...[, ..

D

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

CClassifierKNN

class secml.ml.classifiers.sklearn.c_classifier_knn.CClassifierKNN (n_neighbors=35,

weights="uniform’,
algo-

rithm="auto',

leaf _size=30,

p=2, met-
ric="minkowski’,
met-
ric_params=None,
prepro-
cess=None)

Bases: secml.ml.classifiers.sklearn.c_classifier sklearn.CClassifierSkLearn

K Neighbors Classifiers.

Parameters

n_neighbors [int, optional] Number of neighbors to use by default for kneighbors queries.

Default 5.

weights [str or callable, optional] Weight function used in prediction. If ‘uniform’ (default), all
points in each neighborhood are weighted equally; if ‘distance’ points are weighted by the
inverse of their distance. Can also be an user-defined function which accepts an array of
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distances, and returns an array of the same shape containing the weights.

algorithm [{‘auto’, ‘ball_tree’, ‘kd_tree’, ‘brute’}, optional] Algorithm used to compute the
nearest neighbors. If ‘auto’ (default), the most appropriate algorithm is decided based on
the values passed to £it method.

leaf_size [int, optional] Leaf size passed to BallTree or KDTree. Default 30.

p [int, optional] Power parameter for the Minkowski metric. When p = 1, this is equivalent to
using manhattan_distance (11), and euclidean_distance (12) for p = 2 (default). For arbitrary
p, minkowski_distance (I_p) is used.

metric [str or callable, optional] The distance metric to use for the tree. If ‘minkowski’ (default)
and p = 2, it is equivalent to the standard Euclidean metric. If metric is ‘precomputed’, X is
assumed to be a distance matrix and must be square during fit.

metric_params [dict, optional] Additional keyword arguments for the metric function.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Attributes

class_type [‘knn’] Defines class type.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, x[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

fit(self, x,y) Trains the classifier.

fit_forward(self, x[, y, caching]) Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching]) Forward pass on input x.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

grad_f_x(self, x, y) Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w]) Compute gradient at x by doing a backward pass.

is_fitted(self) Return True if the classifier is trained (fitted).

kneighbors(self, X[, num_samples]) Find the training samples nearest to x

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

Continued on next page
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Table 72 — continued from previous page

predict(self, X[, return_decision_function]) Perform classification of each pattern in x.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

kneighbors (self, x, num_samples=None)
Find the training samples nearest to x

Parameters
x [CArray] The query point or points.
num_samples: int or None Number of neighbors to get. if None, use n_neighbors
Returns
dist [CArray] Array representing the lengths to points
index_point: CArray Indices of the nearest points in the training set
tr_dataset.X: CArray Training samples

property tr
Training set.

CClassifierLogistic

class secml.ml.classifiers.sklearn.c_classifier_logistic.CClassifierLogistic (C=]1.0,
max_iter=100,
ran-
dom_state=None,
pre-
pro-

cess=None)
Bases: secml.ml.classifiers.c classifier linear.CClassifierLinearMixin,

secml.ml.classifiers.sklearn.c classifier_sklearn.CClassifierSkLearn,
secml.ml.classifiers.gradients.mixin_classifier_gradient_logistic.
CClassifierGradientLogisticMixin

Logistic Regression (aka logit, MaxEnt) classifier.
Parameters
C [float, optional] Penalty parameter C of the error term. Default 1.0.

max_iter [int, optional] Maximum number of iterations taken for the solvers to converge. De-
fault 100.

random_state [int, RandomState or None, optional] The seed of the pseudo random number
generator to use when shuffling the data. If int, random_state is the seed used by the random
number generator; If RandomState instance, random_state is the random number generator;
If None, the random number generator is the RandomState instance used by np.random.
Default None.
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preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

Attributes

class_type [‘logistic’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[, ..

D

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, x[, y])

Derivative of the decision function w.r.t.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_params(self, x, y[, loss])

Derivative of the classifier loss w.r.t.

grad_tr_params(self, x, y)

Derivative of the classifier training objective w.r.t.
the classifier

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

hessian_tr_params(self, X, y)

Hessian of the training objective w.r.t.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property b
Bias term.

290

Chapter 4. Available extra components



SecML, Release 0.15.dev0+fd905aa

property w
Vector with feature weights (dense or sparse).

CClassifierNearestCentroid

class secml.ml.classifiers.sklearn.c_classifier nearest_centroid.CClassifierNearestCentroi

Bases: secml.ml.classifiers.sklearn.c_classifier sklearn.CClassifierSkLearn
CClassifierNearestCentroid.
Parameters

metric [str or callable, optional] The metric to use when calculating distance between instances
in a feature array. Default ‘euclidean’.

shrink_threshold [float, optional] Threshold for shrinking centroids to remove features.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Attributes

class_type [‘nrst-centroid’] Defines class type.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, X[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

fit(self, x,y) Trains the classifier.

fit_forward(self, x[, y, caching]) Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching]) Forward pass on input x.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

grad_f_x(self, x, y) Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w]) Compute gradient at x by doing a backward pass.

is_fitted(self) Return True if the classifier is trained (fitted).

Continued on next page
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Table 74 — continued from previous page

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

predict(self, X[, return_decision_function]) Perform classification of each pattern in x.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property centroids

property metric

CClassifierRandomForest

class secml.ml.classifiers.sklearn.c_classifier_random_forest.CClassifierRandomForest (n_esti

Bases: secml.ml.classifiers.sklearn.c_classifier_sklearn.CClassifierSkLearn
Random Forest classifier.
Parameters
n_estimators [int, optional] The number of trees in the forest. Default 10.

criterion [str, optional] The function to measure the quality of a split. Supported criteria are
‘gini’ (default) for the Gini impurity and ‘entropy’ for the information gain.

max_depth [int or None, optional] The maximum depth of the tree. If None (default),
then nodes are expanded until all leaves are pure or until all leaves contain less than
min_samples_split samples.

min_samples_split [int or float, optional] The minimum number of samples required to split an
internal node. If int, then consider min_samples_split as the minimum number. If float, then
min_samples_split is a fraction and ceil(min_samples_split * n_samples) are the minimum
number of samples for each split. Default 2.

random_state [int, RandomState or None, optional] The seed of the pseudo random number
generator to use when shuffling the data. If int, random_state is the seed used by the random
number generator; If RandomState instance, random_state is the random number generator;
If None, the random number generator is the RandomState instance used by np.random.
Default None.

292

Chapter 4. Available extra components

cri-

te-
rion="
max_d
min_s
ran-
dom_s
pre-
pro-
cess=I



SecML, Release 0.15.dev0+fd905aa

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

Attributes

class_type [‘random-forest’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[, ..

D

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, x[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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CClassifierRidge

class secml.ml.classifiers.sklearn.c_classifier_ridge.CClassifierRidge (alpha=1.0,

max_iter=100000.0,
class_weight=None,
tol=0.0001,
fit_intercept=True,
pre-

pro-

cess=None)
Bases: secml.ml.classifiers.c classifier _linear.CClassifierLinearMixin,

secml.ml.classifiers.sklearn.c_classifier sklearn.CClassifierSkLearn,
secml.ml.classifiers.gradients.mixin_classifier_gradient_ridge.
CClassifierGradientRidgeMixin

Ridge Classifier.
Parameters

alpha [float, optional] Regularization strength; must be a positive float. Regularization im-
proves the conditioning of the problem and reduces the variance of the estimates. Larger
values specify stronger regularization. Default 1.0.

max_iter [int, optional] Maximum number of iterations for conjugate gradient solver. Default
les.

class_weight [{dict, ‘balanced’, None}, optional] Set the parameter C of class i to
class_weight[i] * C. If not given (default), all classes are supposed to have weight one.
The ‘balanced’ mode uses the values of labels to automatically adjust weights inversely
proportional to class frequencies as n_samples / (n_classes * np.bincount(y)).

tol [float, optional] Precision of the solution. Default 1e-4.

fit_intercept [bool, optional] If True (default), the intercept is calculated, else no intercept will
be used in calculations (e.g. data is expected to be already centered).

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Attributes
class_type [‘ridge’] Defines class type.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, x[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

fit(self, x,y) Trains the classifier.

Continued on next page
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Table 76 — continued from previous page

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, x[, y])

Derivative of the decision function w.r.t.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_paramns(self, x, y[, loss])

Derivative of the classifier loss w.r.t.

grad_tr_params(self, x, y)

Derivative of the classifier training objective w.r.t.
the classifier

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

hessian_tr_params(self, x[, y])

Hessian of the training objective w.r.t.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property C

Constant that multiplies the regularization term.

Equal to 1/ alpha.

property b
Bias term.

property w
Vector with feature weights (dense or sparse).
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CClassifierSGD

class secml.ml.classifiers.sklearn.c_classifier_sgd.CClassifierSGD (loss, regu-

Bases:

larizer, al-
pha=0.01,
fit_intercept=True,
max_iter=1000,
tol=None,

shuf-

fle=True,

learn-
ing_rate='optimal’,
eta0=10.0,
power_t=0.5,
class_weight=None,
warm_start=False,

aver-
age=False,
ran-

dom_state=None,

prepro-
cess=None)

secml.ml.classifiers.c classifier linear.CClassifierLinearMixin,

secml.ml.classifiers.sklearn.c_classifier sklearn.CClassifierSkLearn,
secml.ml.classifiers.gradients.mixin_classifier_gradient_sgd.
CClassifierGradientSGDMixin

Stochastic Gradient Descent Classifier.

Parameters

loss [CLoss] Loss function to be used during classifier training.
regularizer [CRegularizer] Regularizer function to be used during classifier training.
kernel [None or CKernel subclass, optional] Deprecated since version 0.12.

Instance of a CKernel subclass to be used for computing similarity between patterns. If
None (default), a linear SVM will be created. In the future this parameter will be removed
from this classifier and kernels will have to be passed as preprocess.

alpha [float, optional] Constant that multiplies the regularization term. Default 0.01. Also used
to compute learning_rate when set to ‘optimal’.

fit_intercept [bool, optional] If True (default), the intercept is calculated, else no intercept will
be used in calculations (e.g. data is expected to be already centered).

max_iter [int, optional] The maximum number of passes over the training data (aka epochs).
Default 1000.

tol [float or None, optional] The stopping criterion. If it is not None, the iterations will stop
when (loss > best_loss - tol) for 5 consecutive epochs. Default None.

shuffle [bool, optional] If True (default) the training data is shuffled after each epoch.

learning_rate [str, optional] The learning rate schedule. If ‘constant’, eta = eta0; if ‘optimal’
(default), eta = 1.0 / (alpha * (t + t0)), where t0 is chosen by a heuristic proposed by Leon
Bottou; if ‘invscaling’, eta = eta0 / pow(t, power_t); if ‘adaptive’, eta = eta0, as long as the
training keeps decreasing.
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eta0 [float, optional] The initial learning rate for the ‘constant’, ‘invscaling’ or ‘adaptive’ sched-
ules. Default 10.0.

power_t [float, optional] The exponent for inverse scaling learning rate. Default 0.5.

class_weight [{dict, ‘balanced’, None}, optional] Set the parameter C of class i to
class_weight[i] * C. If not given (default), all classes are supposed to have weight one.
The ‘balanced’ mode uses the values of labels to automatically adjust weights inversely
proportional to class frequencies as n_samples / (n_classes * np.bincount(y)).

warm_start [bool, optional] If True, reuse the solution of the previous call to fit as initialization,
otherwise, just erase the previous solution. Default False.

average [bool or int, optional] If True, computes the averaged SGD weights and stores the
result in the coef _ attribute. If set to an int greater than 1, averaging will begin once the total
number of samples seen reaches average. Default False.

random_state [int, RandomState or None, optional] The seed of the pseudo random number
generator to use when shuffling the data. If int, random_state is the seed used by the random
number generator; If RandomState instance, random_state is the random number generator;
If None, the random number generator is the RandomState instance used by np.random.
Default None.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Attributes
class_type [‘sgd’] Defines class type.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, x[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

fit(self, x,y) Trains the classifier.

fit_forward(self, x[, y, caching]) Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching]) Forward pass on input X.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class and SkLearn model
parameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

grad_f_params(self, x[, y]) Derivative of the decision function w.r.t.

grad_f_x(self, x,y) Computes the gradient of the classifier’s decision
function wrt X.

grad_loss_parans(self, x, y[, loss]) Derivative of the classifier loss w.r.t.

Continued on next page
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Table 77 — continued from previous page

grad_tr_params(self, X, y)

Derivative of the classifier training objective function

Ww.rI.t.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

hessian_tr_params(self, x,y)

Hessian of the training objective w.r.t.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:

value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property C

Constant that multiplies the regularization term.

Equal to 1/ alpha.

property b
Bias term.

property loss

Returns the loss function used by classifier.

property regularizer

Returns the regularizer function used by classifier.

property w

Vector with feature weights (dense or sparse).

CClassifierSVM

class secml.ml.classifiers.sklearn.c_classifier_svm.CClassifierSVM (C=].0,

ker-
nel=None,

class_weight=None,

prepro-
cess=None,
n_jobs=1)

Bases: secml.ml.classifiers.c_classifier.CClassifier

Support Vector Machine (SVM) classifier.

Parameters

C [float, optional] Penalty hyper-parameter C of the error term. Default 1.0.

kernel [None or CKernel subclass, optional] Instance of a CKernel subclass to be used for
computing similarity between patterns. If None (default), a linear SVM is trained in the
primal; otherwise an SVM is trained in the dual, using the precomputed kernel values.
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class_weight [{dict,

‘balanced’, None}, optional] Set the parameter C of class i to

class_weight[i] * C. If not given (default), all classes are supposed to have weight one.
The ‘balanced’ mode uses the values of labels to automatically adjust weights inversely
proportional to class frequencies as n_samples / (n_classes * np.bincount(y)).

preprocess [CModule or str or None, optional] Features preprocess to be applied to input data.
Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If None,

input data is used as is.

n_jobs [int, optional] Number of parallel workers to use for the classifier. Cannot be higher
than processor’s number of cores. Default is 1.

See also:

CKernel Pairwise kernels and metrics.

Notes

Current implementation relies on sklearn. svm. SVC for the training step.

Attributes

class_type [‘svm’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...])

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, x[, y])

Derivative of the decision function w.r.t.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_params(self, X, y[, loss])

Derivative of the loss w.r.t.

grad_tr_params(self, x, y)

Derivative of the classifier training objective w.r.t.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

hessian_tr_params(self], x, y])

Hessian of the training objective w.r.t.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

Continued on next page
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Table 78 — continued from previous page

load(path) Loads object from file.
load_state(self, path) Sets the object state from file.
predict(self, X[, return_decision_function]) Perform classification of each pattern in x.
save(self, path) Save class object to file.
save_state(self, path, **kwargs) Store the object state to file.
set(self, param_name, param_value[, copy]) Set a parameter of the class.
set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.
timed([msg]) Timer decorator.

property C

Penalty parameter C of the error term.

property alpha
Signed coefficients of the SVs in the decision function.

property b

property class_weight
Weight of each training class.

grad_f£f_params (self, x, y=1)
Derivative of the decision function w.r.t. alpha and b

Parameters
x [CArray] Samples on which the training objective is computed.
y [int] Index of the class wrt the gradient must be computed.

grad_loss_params (self, x, y, loss=None)
Derivative of the loss w.r.t. the classifier parameters (alpha, b)

dL /d_params = dL / df * df / d_params
Parameters
x [CArray] Features of the dataset on which the loss is computed.
y [CArray] Labels of the training samples.

loss: None (default) or CLoss If the loss is equal to None (default) the classifier loss is used
to compute the derivative.

grad_tr_params (self, x, y)
Derivative of the classifier training objective w.r.t. the classifier parameters.

dL /d_params = dL / df * df / d_params + dReg / d_params
Parameters
x [CArray] Features of the dataset on which the loss is computed.
y [CArray] Features of the training samples

hessian_tr_params (self, x=None, y=None)
Hessian of the training objective w.r.t. the classifier parameters.

property kernel
Kernel type (None or string).
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property sv_idx
Indices of Support Vectors within the training dataset.

property w
CClassifierDNN

class secml.ml.classifiers.c_classifier_dnn.CClassifierDNN (model, in-

put_shape=None,
preprocess=None,
pretrained=False, pre-
trained_classes=None,
soft-
max_outputs=False,
n_jobs=1)

Bases: secml.ml.classifiers.c_classifier.CClassifier

CClassifierDNN, wrapper for DNN models.

Parameters
model [model dtype of the specific backend] The model to wrap.

input_shape [tuple or None, optional] Shape of the input for the DNN, it will be used for
reshaping the input data to the expected shape.

preprocess [CPreprocess or str or None, optional] Preprocessing module.

pretrained [bool, optional] Whether or not the model is pretrained. If the model is pretrained,
the user won’t need to call fit after loading the model. Default False.

pretrained_classes [None or CArray, optional] List of classes labels if the model is pretrained.
If set to None, the class labels for the pretrained model should be inferred at the moment of
initialization of the model and set to CArray.arange(n_classes). Default None.

softmax_outputs [bool, optional] Whether or not to add a softmax layer after the logits. Default
False.

n_jobs [int, optional] Number of parallel workers to use for training the classifier. Cannot be
higher than processor’s number of cores. Default is 1.

Attributes

class_type [‘dnn-clf’] Defines class type.

Methods
backward(self[, w]) Returns the preprocessor gradient wrt data.
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

create_chain(class_items, kwargs_list) Creates a chain of preprocessors.
decision_function(self, x[, y]) Computes the decision function for each pattern in x.
deepcopy(self) Returns a deep copy of current class.

estimate_parameters(self, dataset,...[,...]) Estimate parameter that give better result respect a
chose metric.

Continued on next page
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Table 79 — continued from previous page

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_layer_gradient(self, x, w[, layer])

Computes the gradient of the classifier’s decision
function wrt input.

get_layer_output(self, x[, layer])

Returns the output of the desired net layer(s).

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_x(self, x,y)

Computes the gradient of the classifier’s decision
function wrt x.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_model(self, filename)

Restores the model and optimization parameters.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_mode1(self, filename)

Stores the model and optimization parameters.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

get_layer gradient (self, x, w, layer=None)

Computes the gradient of the classifier’s decision function wrt input.

Parameters

X [CArray] Input sample

w [CArray] Will be passed to backward and must have a proper shape depending on the
chosen output layer (the last one if layer is None). This is required if layer is not None.

layer [str or None, optional] Name of the layer. If None, the gradient at the last layer will
be returned and y is required if w is None or softmax_outputs is True. If not None, w of

proper shape is required.

Returns

gradient [CArray] Gradient of the classifier’s df wrt its input. Vector-like array.

get_layer output (self, x, layer=None)
Returns the output of the desired net layer(s).

Parameters
x [CArray] Input data.

layer [str or None, optional] Name of the layer to get the output from. If None, the output
of the last layer will be returned.
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Returns
CArray Output of the desired layer.

property input_shape
Returns the input shape of the first layer of the neural network.

property layer_ names
Returns the names of the layers of the model.

abstract property layer_ shapes
Returns a dictionary containing the shapes of the output of each layer of the model.

abstract property layers
Returns list of tuples containing the layers of the model. Each tuple is structured as (layer_name, layer).

abstract load_model (self, filename)

Restores the model and optimization parameters. Notes: the model class should be defined before loading
the params.

Parameters
filename [str] path where to find the stored model

abstract save_model (self, filename)
Stores the model and optimization parameters.

Parameters
filename [str] path of the file for storing the model

property softmax outputs
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CClassifierPyTorch

class secml.ml.classifiers.pytorch.c_classifier_pytorch.CClassifierPyTorch (model,

loss=None,

op-

ti-

mizer=None,

op-

ti-
mizer_scheduler=None
pre-

trained=False,

pre-
trained_classes=None,
in-
put_shape=None,
ran-
dom_state=None,
pre-

pro-

cess=None,

soft-
max_outputs=False,
epochs=10,
batch_size=1,
n_jobs=1)

Bases: secml.ml.classifiers.c classifier. _dnn.CClassifierDNN, secml.ml.
classifiers.gradients.mixin_classifier_gradient.CClassifierGradientMixin

CClassifierPyTorch, wrapper for PyTorch models.
Parameters
model: rorch.nn.Module object to use as classifier
loss: loss object from forch.nn
optimizer: optimizer object from forch.optim

random_state: int or None, optional random state to use for initializing the model weights.
Default value is None.

preprocess: preprocessing module.

softmax_outputs: bool, optional if set to True, a softmax function will be applied to the return
value of the decision function. Note: some implementation adds the softmax function to
the network class as last layer or last forward function, or even in the loss function (see
torch.nn.CrossEntropyLoss). Be aware that the softmax may have already been applied.
Default value is False.

epochs: int number of epochs for training the neural network. Default value is 10.
batch_size: int size of the batches to use for loading the data. Default value is 1.

n_jobs: int number of workers to use for data loading and processing. This parameter follows
the library expected behavior of having 1 worker as the main process. The loader will spawn
n_jobs-1 workers. Default value for n_jobs is 1 (zero additional workers spawned).

Attributes
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class_type [‘pytorch-clf’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

decision_function(self, x[, y])

Computes the decision function for each pattern in x.

deepcopy(self)

Returns a deep copy of current class.

estimate_parameters(self, dataset,...[, ..

D

Estimate parameter that give better result respect a
chose metric.

fit(self, x,y)

Trains the classifier.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_layer_gradient(self, x, w[, layer])

Computes the gradient of the classifier’s decision
function wrt input.

get_layer_output(self, x[, layer])

Returns the output of the desired net layer(s).

get_params(self)

Returns the dictionary of class parameters.

get_ state(self[, return_optimizer])

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

grad_f_params(self, x, y)

Derivative of the decision function w.r.t.

grad_f_x(self, x, y)

Computes the gradient of the classifier’s decision
function wrt x.

grad_loss_params(self, x, y[, loss])

Derivative of a given loss w.r.t.

grad_tr_params(self, x, y)

Derivative of the classifier training objective function
W.I.L.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

hessian_tr_params(self, x,y)

Hessian of the training objective w.r.t.

hook_layer._output(self[, layer_names])

Creates handlers for the hooks that store the layer
outputs.

is_fitted(self)

Return True if the classifier is trained (fitted).

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_model(self, filename[, classes])

Restores the model and optimizer’s parameters.

load_state(self, path)

Sets the object state from file.

predict(self, X[, return_decision_function])

Perform classification of each pattern in x.

save(self, path)

Save class object to file.

save_mode 1(self, filename)

Stores the model and optimizer’s parameters.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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get_layer_shape | |

property batch_size
Returns the batch size used for the dataset loader.

property epochs
Returns the number of epochs for which the model will be trained.

get_layer_ shape (self, layer_name)

get_params (self)
Returns the dictionary of class parameters.

get_state (self, return_optimizer=True, **kwargs)
Returns the object state dictionary.

Parameters

return_optimizer [bool, optional] If True (default), state of optimizer and opti-
mizer_scheduler, if defined, will be included in the state dictionary.

**kwargs Arguments to be passed to get_state calls in the hierarchy.
Returns
dict Dictionary containing the state of the object.

hook_layer_output (self, layer_names=None)
Creates handlers for the hooks that store the layer outputs.

Parameters

layer_names ([list or str, optional] List of layer names to hook. Cleans previously defined
hooks to prevent multiple hook creations.

property layer_ shapes
Returns a dictionary containing the shapes of the output of each layer of the model.

property layers
Returns the layers of the model, if possible.

load_model (self, filename, classes=None)
Restores the model and optimizer’s parameters. Notes: the model class and optimizer should be defined
before loading the params.

Parameters
filename [str] path where to find the stored model

classes [list, tuple or None, optional] This parameter is used only if the model was stored
with native PyTorch. Class labels (sorted) for matching classes to indexes in the loaded
model. If classes is None, the classes will be assigned new indexes from O to n_classes.

property loss
Returns the loss function used by classifier.

property model
Returns the model used by classifier.

property optimizer
Returns the optimizer used by classifier.

property optimizer_ scheduler
Returns the optimizer used by classifier.
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save_model (self, filename)
Stores the model and optimizer’s parameters.

Parameters
filename [str] path of the file for storing the model

set_state (self, state_dict, copy=False)
Sets the object state using input dictionary.

property trained
True if the model has been trained.

secml.ml.classifiers.pytorch.c_classifier_pytorch.get_layers (net)

clf_utils

secml.ml.classifiers.clf_utils.check_binary labels (labels)
Check if input labels are binary {0, +1}.

Parameters

labels [CArray or int] Binary labels to be converted. As of PRALIib convention, binary labels
are {0, +1}.

Raises
ValueError If input labels are not binary.

secml.ml.classifiers.clf_utils.convert_binary labels (labels)
Convert input binary labels to {-1, +1}.

Parameters
labels [CArray or int] Binary labels in {0, +1} to be converted to {-1, +1}.
Returns

converted_labels [CArray or int] Binary labels converted to {-1, +1}.

Examples

>>> from secml.ml.classifiers.clf utils import convert_binary_labels
>>> from secml.array import CArray

>>> print (convert_binary_labels (0))
-1

>>> print (convert_binary_labels (CArray([0,1,1,1,0,01)))
CArray([-1 1 1 1 -1 -11)
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secml.ml.features

secml.ml.features.normalization

CNormalizer

class secml.ml.features.normalization.c_normalizer.CNormalizer (preprocess=None)
Bases: secml.ml. features.c_preprocess.CPreProcess

Common interface for normalization preprocessing algorithms.

Attributes

class_type Defines class type.

logger Logger for current object.

n_jobs

preprocess Inner preprocessor (if any).

verbose Verbosity level of logger output.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

Continued on next page
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Table 81 — continued from previous page
Apply the transformation algorithm on data.

transform(self, x)

CNormalizerLinear

class secml.ml.features.normalization.c_normalizer_ linear.CNormalizerLinear (preprocess=None)

Bases: secml.ml.features.normalization

Standardizes array by linearly scaling each feature.

.c_normalizer.CNormalizer

Input data must have one row for each patterns, so features to scale are on each array’s column.

The standardization is given by:

X_scaled m * X(axis=0) + g

where m, q are specific constants for each normalizati

Notes

on.

Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). This means that

normalizing a flat vector is equivalent to transform arr:
flat vectors, transpose array first.

Attributes
b Returns the bias of the linear normalizer.
class_type Defines class type.
logger Logger for current object.
n_jobs

preprocess Inner preprocessor (if any).

ay.atleast_2d(). To obtain a numpy-style normalization of

verbose Verbosity level of logger output.

w Returns the step of the linear normalizer.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

Continued on next page
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Table 82 — continued from previous page

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

transform(self, x)

Apply the transformation algorithm on data.

abstract property b
Returns the bias of the linear normalizer.

abstract property w
Returns the step of the linear normalizer.

CNormalizerMeanStd

class secml.ml.features.normalization.c_normalizer_mean_std.CNormalizerMeanStd (mean=None,

std=None,
with_std=True,
pre-

pro-
cess=None)

Bases: secml.ml. features.normalization.c normalizer linear.CNormalizerLinear

Normalize with given mean and standard deviation.

If mean/std are tuples of multiple values, input is expected to be uniformly splittable in a number of channels
equal to the number of values in the tuples. Both input tuples must have the same length.

Result will be: (input[channel] - mean[channel]) / std[channel]

If mean and std are None, values to use as mean and std will be computed from data. The result wil be an array
with 0 mean or/and unit variance (if with_std parameter is True, default). In this case, the standard deviation
calculated by numpy is the maximum likelihood estimate, i.e. the second moment of the set of values about
their mean. See also CArray. std for more information.

Parameters

mean [scalar or tuple of scalars or None, optional] Mean to use for normalization. If a tuple,
each value represent a channel of the input. The number of features of the training data
should be divisible by the number of values of the tuple. If a scalar, the same value is
applied to all features. If None, mean is computed from training data. Cannot be None if

std is not None and with_std is True.

std [scalar or tuple of scalars or None, optional] Variance to use for normalization. If a tuple,
each value represent a channel of the input. The number of features of the training data
should be divisible by the number of values of the tuple. If a scalar, the same value is
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applied to all features. If None, std is computed from training data. Cannot be None if mean

is not None and with_std is True.

with_std [bool, optional] If True (default), normalizer scales array using std too. If False, std

parameter is ignored.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

Attributes

class_type [‘mean-std’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

transform(self, x)

Apply the transformation algorithm on data.

property b
Returns the bias of the linear normalizer.

property mean
Mean to use for normalization.

One value for each training array feature.

property std
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Variance to use for normalization.
One value for each training array feature.

property w
Returns the slope of the linear normalizer.

property with_std
True if normalizer should transform array using variance too.

CNormalizerMinMax

class secml.ml.features.normalization.c_normalizer_minmax.CNormalizerMinMax (feature_range=None,
pre-
pro-
cess=None)
Bases: secml.ml. features.normalization.c_normalizer linear.CNormalizerLinear

Standardizes array by scaling each feature to a given range.

This estimator scales and translates each feature individually such that it is in the given range on the training
array, i.e. between zero and one.

Input data must have one row for each patterns, so features to scale are on each array’s column.

The standardization is given by:

X_std = (X - X.min(axis=0)) / (X.max (axis=0) - X.min (axis=0))
X_scaled = X_std * (max — min) + min

where min, max = feature_range.
Parameters

feature_range [tuple of scalars or None, optional] Desired range of transformed data, tuple of
2 scalars where feature_range[0] is the minimum and feature_range[1] is the maximum
value. If feature_range is None, features will be scaled using (0., 1.) range.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Notes

Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). This means that
normalizing a flat vector is equivalent to transform array.atleast_2d(). To obtain a numpy-style normalization of
flat vectors, transpose array first.
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Examples

>>> from secml.array import CArray
>>> from secml.ml.features.normalization import CNormalizerMinMax
>>> array = CArray([[l., -1., 2.],

0., 0.1, [0., 1., -1.11)

>>> print (CNormalizerMinMax () .fit_transform(array))
CArray ([[0.5 0. 1.

[1. 0.5 0.333333]

[0. 1. 0. 11)
>>> print (CNormalizerMinMax (feature_range=(-1,1)).fit_transform(array))
CArray ([[ O. -1. 1.

[ 1. 0. -0.333333]

[-1. 1. -1. 11)

Attributes

class_type [‘min-max’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input X.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

transform(self, x)

Apply the transformation algorithm on data.
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property b
Returns the bias of the linear normalizer.

property feature_range
Desired range of transformed data.

property m
Returns the slope of the linear normalizer. (excluding the feature range).

property max
Maximum of training array per feature.

Returns

train_max [CArray] Flat dense array with the maximum of each feature of the training
array. If the scaler has not been trained yet, returns None.

property min
Minimum of training array per feature.

Returns

train_min [CArray] Flat dense array with the minimum of each feature of the training array.
If the scaler has not been trained yet, returns None.

property g
Returns the bias of the linear normalizer (excluding the feature range).

property w
Returns the slope of the linear normalizer.

CNormalizerUnitNorm

class secml.ml.features.normalization.c_normalizer_unitnorm.CNormalizerUnitNorm (norm="12',
pre-
pro-
cess=None)
Bases: secml.ml. features.normalization.c_normalizer.CNormalizer

Normalize patterns individually to unit norm.

Each pattern (i.e. each row of the data matrix) with at least one non zero component is rescaled independently
of other patterns so that its norm (11 or 12 or max) equals one.

For the Row normalizer, no training routine is needed, so using fit_normalize() method is suggested for clarity.
Use fit() method, which does nothing, only to streamline a pipelined environment.

Parameters

norm [{‘I1’, ‘I2’, ‘max’}, optional] Order of the norm to normalize each pattern with. 12’ is the
default.

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.
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Notes

Differently from numpy, we manage flat vectors as 2-Dimensional of shape (1, array.size). This means that
normalizing a flat vector is equivalent to transform array.atleast_2d(). To obtain a numpy-style normalization of

flat vectors, transpose array first.

Examples

>>> from secml.array import CArray

>>>

>>> array = CArray([[l., -1., 2.1, [2.,

from secml.ml.features.normalization import CNormalizerUnitNorm

0., 0.1, [0., 1., -1.11)

>>> dense_normalized

>>> print (dense_normalized)

CArray ([[ 0.408248 -0.408248 0.816497]
[ 1. 0. 0. ]

[ 0. 0.707107 -0.70710711)

CNormalizerUnitNorm (norm="12") .fit_transform(array)

>>> print (dense_normalized)
CArray ([[ 0.25 -0.25 0.5 ]
[ 1. 0. 0. ]

[ 0. 0.5 -0.511)

>>> dense_normalized =(CNormalizerUnitNorm (norm="11").fit_transform(array))

>>> print (array / array.norm_2d(order=1,
CArray([[ 0.25 -0.25 0.5 ]
[ 1. 0. 0. 1

[ 0. 0.5 -0.511)

axis=1, keepdims=True))

Attributes

class_type [‘unit-norm’] Defines class

Methods

type.

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

Continued on next page
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Table 85 — continued from previous page

inverse_transform(self, x) Revert data to original form.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

transform(self, x) Apply the transformation algorithm on data.

property norm
Return the norm of each training array’s patterns.

CNormalizerDNN

class secml.ml.features.normalization.c_normalizer dnn.CNormalizerDNN (net,
out_layer=None,
pre-
pro-
cess=<no

value>)
Bases: secml.ml.features.normalization.c_normalizer.CNormalizer

Normalized features are the DNN deepfeatures
Parameters

net [CClassifierDNN] DNN to be used for extracting deepfeatures. This must be already
trained.

out_layer [str or None, optional] Identifier of the layer at which the features must be retrieved.
If None, the output of last layer will be returned.

Notes

Any additional inner preprocess should not be passed as the preprocess parameter but to the DNN instead.

Attributes

class_type [‘dnn’] Defines class type.
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Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

rit(self, x,y)

Fit normalization algorithm using data.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input X.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

transform(self, x)

Apply the transformation algorithm on data.

fit (self, x,y)

Fit normalization algorithm using data.

This fit function is just a placeholder and simply returns the normalizer itself.

Parameters

x [CArray] Array to be used for training normalization algorithm. Shape of input array

depends on the algorithm itself.

y [CArray or None, optional] Flat array with the label of each pattern. Not Used.

Returns

CNormalizer Instance of the trained normalizer.

property net
The DNN.
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secml.ml.features.reduction

CReducer

class secml.ml.features.reduction.c_reducer.CReducer (preprocess=None)
Bases: secml.ml. features.c_preprocess.CPreProcess

Interface for feature dimensionality reduction algorithms.
Attributes
class_type Defines class type.
logger Logger for current object.
n_jobs
preprocess Inner preprocessor (if any).

verbose Verbosity level of logger output.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

transform(self, x)

Apply the transformation algorithm on data.
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CLDA

class secml.ml.features.reduction.c_reducer_lda.CLDA (n_components=None, prepro-

cess=None)

Bases: secml.ml. features.reduction.c_reducer.CReducer

Linear Discriminant Analysis (LDA).

Parameters

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

Attributes

class_type [‘lda’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

transform(self, x)

Apply the transformation algorithm on data.

property classes
Unique targets used for training.

property eigenvec
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Eigenvectors estimated from the training data. Is a matrix of shape: n_eigenvectors * n_features.

property lda
Trained sklearn LDA transformer.

property mean

Per-feature empirical mean, estimated from the training data.

CPCA

class secml.ml.features.reduction.c_reducer_pca.CPCA (n_components=None, prepro-

cess=None)

Bases: secml.ml. features.reduction.c_reducer.CReducer

Principal Component Analysis (PCA).

Parameters

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If

None, input data is used as is.

Attributes

class_type [‘pca’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse_transform(self, x)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

Continued on next page
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Table 89 — continued from previous page

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.
timed([msg]) Timer decorator.
transform(self, x) Apply the transformation algorithm on data.

property components
Eigenvectors of inverse training array.

property eigenval
Eigenvalues estimated from the training data.

property eigenvec
Eigenvectors estimated from the training data.

property explained variance
Variance explained by each of the selected components.

property explained variance_ratio
Percentage of variance explained by each of the selected components.

If n_components is None, then all components are stored and the sum of explained variances is equal to
1.0

property mean
Per-feature empirical mean, estimated from the training data.

CPreProcess

class secml.ml.features.c_preprocess.CPreProcess (preprocess=None)
Bases: secml.ml.c_module.CModule

Common interface for feature preprocessing algorithms.
Parameters

preprocess [CPreProcess or str or None, optional] Features preprocess to be applied to input
data. Can be a CPreProcess subclass or a string with the type of the desired preprocessor. If
None, input data is used as is.

Attributes
class_type Defines class type.
logger Logger for current object.
n_jobs
preprocess Inner preprocessor (if any).

verbose Verbosity level of logger output.
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Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

rit(self, x[, y])

Fit the preprocessor.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

fit_transform(self, x[, y])

Fit preprocessor using data and then transform data.

forward(self, x[, caching])

Forward pass on input X.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

inverse transform(self, X)

Revert data to original form.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

t ransform(self, x)

Apply the transformation algorithm on data.

fit (self, x, y=None)
Fit the preprocessor.

Parameters

x [CArray] Array to be used as training set. Each row must correspond to one single patterns,

so each column is a different feature.

y [CArray or None, optional] Flat array with the label of each pattern. Can be None if not
required by the preprocessing algorithm.

Returns

CPreProcess Instance of the trained normalizer.

fit_transform (self, x, y=None)

Fit preprocessor using data and then transform data.

This method is equivalent to call fit(data) and transform(data) in sequence, but it’s useful when data is both
the training array and the array to be transformed.

Parameters

x [CArray] Array to be transformed. Each row must correspond to one single patterns, so

each column is a different feature.
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y [CArray or None, optional] Flat array with the label of each pattern. Can be None if not
required by the preprocessing algorithm.

Returns
CArray Transformed input data.

See also:

fit fit the preprocessor.
transform transform input data.
inverse_transform (self, x)
Revert data to original form.
Parameters

x [CArray] Transformed array to be reverted to original form. Shape of input array depends
on the algorithm itself.

Returns

CArray Original input data.

Warning: Reverting a transformed array is not always possible. See description of each preprocessor
for details.

transform (self, x)
Apply the transformation algorithm on data.

Parameters
x [CArray] Array to be transformed. Shape of input array depends on the algorithm itself.
Returns

CArray Transformed input data.

secml.ml.kernels

CKernel

class secml.ml.kernels.c_kernel.CKernel (preprocess=None)
Bases: secml.ml.c_module.CModule

Abstract class that defines basic methods for kernels.
A kernel is a pairwise metric that compute the distance between sets of patterns.

Kernels can be considered similarity measures, i.e. s(a, b) > s(a, c) if objects a and b are considered “more
similar” than objects a and c. A kernel must be positive semi-definite (PSD), even though non-PSD kernels can
also be used to train classifiers (e.g., SVMs, but losing convexity).

Parameters

preprocess [CModule or None, optional] Features preprocess to be applied to input data. Can
be a CModule subclass. If None, input data is used as is.

Attributes
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class_type Defines class type.

logger Logger for current object.

n_jobs

preprocess Inner preprocessor (if any).

rv Reference vectors with respect to compute the kernel.

verbose Verbosity level of logger output.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input X.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

k (self, x, rv=None)
Compute kernel between x and rv.

Parameters

x [CArray] First array of shape (n_x, n_features).

rv [CArray, optional] Second array of shape (n_rv, n_features). If not specified, it is set to x

and the kernel k(x,x) is computed.

Returns

kernel [CArray or scalar] Kernel between x and rv. Array of shape (n_x, n_rv) or scalar if

both x and y are vector-like.
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Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels import CKernelRBF

>>> arrayl = CArray ([[15,25],[45,55]])

>>> array2 = CArray ([[10,20],[40,5011])

>>> print (CKernelRBF () .k (arrayl, array?2))

CArray ([[1.92875e-22 0.00000e+00]
[0.00000e+00 1.92875e-2211)

>>> print (CKernelRBF () .k (arrayl))
CArray ([[1. 0.]
(0. 1.11)

>>> vector = CArray ([15,25])

>>> print (CKernelRBF () .k (vector, arrayl))
CArray ([[1. 0.11)

>>> print (CKernelRBF () .k (arrayl, vector))

CArray ([[1.]

[0.11)
>>> print (CKernelRBF () .k (vector, vector))
CArray ([[1.]1])

property rv
Reference vectors with respect to compute the kernel.

CKernelChebyshevDistance

class secml.ml.kernels.c_kernel chebyshev_distance.CKernelChebyshevDistance (preprocess=None)
Bases: secml.ml.kernels.c _kernel.CKernel

Chebyshev distance kernel.

Given matrices X and RV, this is computed as:

K(x, rv) = max(|x — rv]|)

for each pair of rows in X and in RV.

Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels import CKernelChebyshevDistance

>>> x = CArray ([[1,2],1[3,41])
>>> v = CArray ([[5,6]1,[7,811])

>>> print (CKernelChebyshevDistance () .k (x,Vv))
CArray ([[-4. —-6.]

[-2. =4.11)
>>> print (CKernelChebyshevDistance () .k (x))
CArray ([[-0. -2.]

[-2. -0.11)
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Attributes

class_type [‘chebyshev-dist’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

CKernelEuclidean

class secml.ml.kernels.c_kernel_euclidean.CKernelEuclidean (squared=False, pre-

process=None)
Bases: secml.ml.kernels.c kernel.CKernel

Euclidean distance kernel.

Given matrices X and RV, this is computed as the negative Euclidean dist.:

K(x, rv) = -sqgrt(dot(x, x) - 2 x dot(x, rv) + dot(rv, rv))

for each pair of rows in X and in RV. If parameter squared is True (default False), sqrt() operation is avoided.
Parameters
squared [bool, optional] If True, return squared Euclidean distances. Default False.

preprocess [CModule or None, optional] Features preprocess to be applied to input data. Can
be a CModule subclass. If None, input data is used as is.
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Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels.c_kernel_ euclidean import CKernelEuclidean

CArray ([[-20.124612 -47.801674]
[-17.464249 -45. 11)

>>> print (CKernelEuclidean() .k (CArray ([[1,2],13,41]1), CArray([[10,20]1,[30,4011)))

CArray ([[O. -2.828427]
[-2.828427 0. 1)

>>> print (CKernelEuclidean () .k (CArray ([[1,2],1[3,411)))

Attributes

class_type [‘euclidean’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property rv_norm_squared

Pre-computed dot-products of vectors in rv (e.g., (rv¥*2).sum(axis=1)).

property squared

If True, squared Euclidean distances are computed.
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property x_norm_squared

Pre-computed dot-products of vectors in X (e.g., (x**2).sum(axis=1)).

CKernelHistIntersect

class secml.ml.kernels.c_kernel_histintersect.CKernelHistIntersect (preprocess=None)
Bases: secml.ml.kernels.c_kernel.CKernel

Histogram Intersection Kernel.

Given matrices X and RV, this is computed by:

K(x, rv) = sum_1 ( min(x[i], xv[i]) )

for each pair of rows in X and in RV.

Examples

>>> from secml.array import CArray

>>> from secml.ml.kernels.c_kernel histintersect import CKernelHistIntersect

—4011)))
CArray ([[3. 3.]
[7. 7.11)

>>> print (CKernelHistIntersect () .k (CArray([[1,2],

[3,411), CArray([[10,20], [30,

CArray ([[3. 3.]
[3. 7.11)

>>> print (CKernelHistIntersect () .k (CArray ([[1,2]1,1[3,411)))

Attributes

class_type [‘hist-intersect’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

Continued on next page
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Table 94 — continued from previous page

gradient(self, x[, w]) Compute gradient at x by doing a backward pass.

k(self, x[, rv]) Compute kernel between x and rv.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

CKernelLaplacian

class secml.ml.kernels.c_kernel_laplacian.CKernelLaplacian (gamma=1.0, prepro-

cess=None)
Bases: secml.ml.kernels.c kernel.CKernel

Laplacian Kernel.

Given matrices X and RV, this is computed by:

K(x, rv) = exp(-gamma |x-rv]|)

for each pair of rows in X and in RV.
Parameters
gamma [float] Default is 1.0.

preprocess [CModule or None, optional] Features preprocess to be applied to input data. Can
be a CModule subclass. If None, input data is used as is.

Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels.c _kernel laplacian import CKernellaplacian

—4011)))
CArray ([[0.895834 0.677057]
[0.895834 0.677057]11])

>>> print (CKernellaplacian (gamma=0.01) .k (CArray ([[1,2]1,([3,4]]), CArray([[10,0]1,10,

>>> print (CKernellaplacian() .k (CArray ([[1,2],[3,411)))
CArray ([[1. 0.018316]
[0.018316 1. 11)

Attributes

class_type [‘laplacian’] Defines class type.

4.7. Copyright



SecML, Release 0.15.dev0+fd905aa

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property gamma
Gamma parameter.

CKernelLinear

class secml.ml.kernels.c_kernel_linear.CKernelLinear (preprocess=None)
Bases: secml.ml.kernels.c_kernel.CKernel

Linear kernel.

Given matrices X and RV, this is computed by:

K(x, rv) = x % rv" T

for each pair of rows in X and in RV.
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Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels.c_kernel linear import CKernellinear

>>> print (CKernellinear () .k (CArray ([[1,2]1,[3,411), CArray([[10,20]1,([30,4011)))
CArray ([[ 50. 110.]
[110. 250.11)

>>> print (CKernellLinear () .k (CArray ([[1,2]1,1[3,41]1)))
CArray([[ 5. 11.]
[11. 25.11)

Attributes

class_type [‘linear’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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CKernelPoly

class secml.ml.kernels.c_kernel_poly.CKernelPoly (degree=2, gamma=1.0, coef0=1.0,

preprocess=None)
Bases: secml.ml.kernels.c_kernel.CKernel

Polynomial kernel.

Given matrices X and RV, this is computed by:

K(x, rv) = (coef0 + gamma * <x, rv>)"“degree

for each pair of rows in X and in RV.
Parameters
degree [int, optional] Kernel degree. Default 2.

gamma [float, optional] Free parameter to be used for balancing. Default 1.0.

coef0 [float, optional] Free parameter used for trading off the influence of higher-order versus

lower-order terms in the kernel. Default 1.0.

preprocess [CModule or None, optional] Features preprocess to be applied to input data. Can

be a CModule subclass. If None, input data is used as is.

Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels.c_kernel poly import CKernelPoly

>>> print (CKernelPoly (degree=3, gamma=0.001, coef0=2) .k (CArray ([[1,2],I[3,411),.

—CArray ([[10,20],[30,40]11)))
CArray ([[ 8.615125 9.393931]
[ 9.393931 11.390625]17)

CArray ([[ 36. 144.]
[144. 676.11)

>>> print (CKernelPoly () .k (CArray ([[1,2]1,1[3,411)))

Attributes

class_type [‘poly’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

Continued on next page
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Table 97 — continued from previous page

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property coef0
Coef0 parameter.

property degree
Degree parameter.

property gamma
Gamma parameter.

CKernelRBF

class secml.ml.kernels.c_kernel_rbf.CKernelRBF (gamma=1.0, preprocess=None)
Bases: secml.ml.kernels.c_kernel.CKernel

Radial basis function (RBF) kernel.

Given matrices X and RV, this is computed by:

K(x, rv) = exp(-gamma | |x-rv]||["2)

for each pair of rows in X and in RV.
Parameters

gamma [float] Default is 1.0. Equals to -0.5 * sigma”-2 in the standard formulation of rbf
kernel, it is a free parameter to be used for balancing.

preprocess [CModule or None, optional] Features preprocess to be applied to input data. Can
be a CModule subclass. If None, input data is used as is.
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Examples

>>> from secml.array import CArray
>>> from secml.ml.kernels.c_kernel_ rbf import CKernelRBF

—4011)))
CArray ([[0.666977 0.101774]
[0.737123 0.131994]17)

>>> print (CKernelRBF (gamma=0.001) .k (CArray ([[1,2]1,1[3,411), CArray([[10,20],[30,

[3.354626e-04 1.000000e+0011)

>>> print (CKernelRBF () .k (CArray ([[1,2]1,[3,411)))
CArray ([[1.000000e+00 3.354626e-04]

Attributes

class_type [‘tbf’] Defines class type.

Methods

backward(self[, w])

Returns the preprocessor gradient wrt data.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

create_chain(class_items, kwargs_list)

Creates a chain of preprocessors.

deepcopy(self)

Returns a deep copy of current class.

fit(self, x,y)

Fit estimator.

fit_forward(self, x[, y, caching])

Fit estimator using data and then execute forward on
the data.

forward(self, x[, caching])

Forward pass on input x.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x[, w])

Compute gradient at x by doing a backward pass.

k(self, x[, rv])

Compute kernel between x and rv.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property gamma
Gamma parameter.
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secml.ml.peval

secml.ml.peval.metrics

CMetric

class secml.ml.peval.metrics.c_metric.CMetric
Bases: secml.core.c_creator.CCreator

Performance evaluation metrics.

Utility functions to measure classification performance. Some metrics might require probability estimates of the
positive class, confidence values, or binary decisions values.

Each metric can be use either y_true (true ground labels) or y_pred (predicted labels) or score (predicted scores)
or other data as inputs. Check documentation of each metric for more information.

Examples

>>> from secml.ml.peval.metrics import CMetric
>>> from secml.array import CArray

>>> peval = CMetric.create('accuracy')
>>> print (peval.performance_score (y_true=CArray ([0, 1, 2, 31), y_pred=CArray ([0,
K"ll 1/ 3] ) ) )
0.75
>>> peval = CMetric.create('tpr-at-fpr', fpr=0.1)
>>> print (peval.performance_score (y_true=CArray ([0, 1, 0, 0]), score=CArray([l, 1,
= 0, 01)))
0.3
Attributes

best_value [best metric value. This is commonly a scalar (0.0 or 1.0).]

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Continued on next page
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Table 99 — continued from previous page

performance_score(self[, y_true, y_pred, Compute the performance metric.

score])

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

best_value = None

performance_score (self, y_true=None, y_pred=None, score=None, **kwargs)
Compute the performance metric.

Each metric can use as input either:
* y_true (true ground labels)
* y_pred (predicted labels)
* score (predicted scores)
* or any other data
Check documentation of each metric for more information.

If not all the required data is passed, TypeError will be raised.

CMetricAccuracy

class secml.ml.peval.metrics.c_metric_accuracy.CMetricAccuracy
Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: Accuracy.
Accuracy score is the percentage (inside 0/1 range) of correctly predicted labels.
The metric uses:

e y_true (true ground labels)

* y_pred (predicted labels)

Examples

>>> from secml.ml.peval.metrics import CMetricAccuracy
>>> from secml.array import CArray

>>> peval = CMetricAccuracy ()
>>> print (peval.performance_score (CArray ([0, 1, 2, 3]), CArray ([0, 1, 1, 31)))
0.75

Attributes

class_type [‘accuracy’] Defines class type.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true,

y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0

CMetricAUC

class secml.ml.peval.metrics.c_metric_auc.CMetricAUC

Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: Area Under (ROC) Curve.

AUC is computed using the trapezoidal rule.

The metric uses:

e y_true (true ground labels)

* score (estimated target values)

Notes

This implementation is restricted to the binary classification task.
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Examples

>>> from secml.array import CArray

>>> from secml.ml.peval.metrics import CMetricAUC

>>> peval = CMetricAUC ()

=01)))
0.5

>>> print (peval.performance_score (CArray ([0, 1, O,

0]), score=CArray ([0, 0, O,

[

Attributes

class_type [‘auc’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0

CMetricAUCWMW

class secml.ml.peval.metrics.c_metric_auc_wmw.CMetricAUCWMW
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: Area Under (ROC) Curve with Wilcoxon-Mann-Whitney statistic.
The metric uses:
* y_true (true ground labels)

* score (estimated target values)
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Notes

This implementation is restricted to the binary classification task.

Examples
>>> from secml.ml.peval.metrics import CMetricAUCWMW
>>> from secml.array import CArray
>>> peval = CMetricAUCWMW ()
>>> print (peval.performance_score (CArray ([0, 1, O, 0]), score=CArray ([0, 0, 0,
=01)))
0.5
Attributes
class_type [‘auc-wmw’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0
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CMetricConfusionMatrix

class secml.ml.peval.metrics.c_confusion_matrix.CMetricConfusionMatrix

Bases: secml.ml.peval.metrics.c _metric.CMetric

Attributes
best_value
class_type Defines class type.

logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

CMetricF1

class secml.ml.peval.metrics.c_metric_f1l.CMetricFl
Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: F1.

The F1 score can be interpreted as a weighted average of the precision and recall, where an F1 score reaches its

best value at 1 and worst score at 0.

The relative contribution of precision and recall to the F1 score are equal. The formula for the F1 score is:

Fl = 2 % (precision * recall) /

(precision + recall)

The metric uses:
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* y_true (true ground labels)

* y_pred (predicted labels)

Examples

>>> from secml.array import CArray

>>> from secml.ml.peval.metrics import CMetricFl

>>> peval = CMetricF1()

0.6666666666666666

>>> print (peval.performance_score (CArray ([0,

1, 2, 31), CArray ([0, 1, 1, 31)))

Attributes

class_type [‘f1’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0
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CMetricMAE

class secml.ml.peval.metrics.c_metric_mae.CMetricMAE

Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: Mean Absolute Error.

Regression loss of ground truth (correct labels) and the predicted regression score.

The metric uses:
e y_true (true ground labels)

* score (estimated target values)

Examples

>>> from secml.array import CArray

>>> from secml.ml.peval.metrics import CMetricMAE

>>> peval = CMetricMAE ()

>>> print (peval.performance_score (CArray ([0, 1, O, 0]), score=CArray ([0, 0, 0,
=01)))
0.25
Attributes
class_type [‘mae’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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best_value = 0.0

CMetricMSE

class secml.ml.peval.metrics.c_metric_mse.CMetricMSE
Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: Mean Squared Error.

Regression loss of ground truth (correct labels) and the predicted regression score.

The metric uses:

e y_true (true ground labels)

* score (estimated target values)

Examples

>>> from secml.ml.peval.metrics import CMetricMSE
>>> from secml.array import CArray

>>> peval = CMetricMSE ()

>>> print (peval.performance_score (CArray ([0, 1, O, 0]), score=CArray ([0, 0, 0,
=01)))
0.25
Attributes
class_type [‘mse’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true,

y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

Continued on next page
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set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

best_value = 0.0

CMetricPartial AUC

class secml.ml.peval.metrics.c_metric_pauc.CMetricPartialAUC (fpr=0.01,

n_points=1000)
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: Partial Area Under (ROC) Curve.
ROC is only considered between 0 and fpr False Positive Rate.
AUC is computed using the trapezoidal rule.
The metric uses:

e y_true (true ground labels)

* score (estimated target values)

Notes

This implementation is restricted to the binary classification task.

Examples

>>> from secml.ml.peval.metrics import CMetricPartialAUC
>>> from secml.array import CArray

>>> peval = CMetricPartialAUC (fpr=0.5)

>>> print (peval.performance_score (CArray ([0, 1, 0, 0]), score=CArray ([0, 0, O,
—01)))

0.125

[

Attributes
class_type [‘pauc’] Defines class type.
fpr [float] Desired False Positive Rate in the interval [0,1]. Default 0.01 (1%)

n_points [int] Number of points to be used when interpolating the partial ROC. Higher points
means more accurate values but slower computation. Default 1000.
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Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

performance_score(self[, y_true, y_pred, Compute the performance metric.

score])

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

best_value = 1.0

CMetricPrecision

class secml.ml.peval.metrics.c_metric_precision.CMetricPrecision
Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: Precision.

The precision is the ratio tp / (tp + fp) where tp is the number of true positives and fp the number of false
positives. The precision is intuitively the ability of the classifier not to label as positive a sample that is negative.

The metric uses:
e y_true (true ground labels)

¢ y_pred (predicted labels)

Examples

>>> from secml.ml.peval.metrics import CMetricPrecision
>>> from secml.array import CArray

>>> peval = CMetricPrecision()
>>> print (peval.performance_score (CArray ([0, 1, 2, 3]), CArray ([0, 1, 1, 31)))
0.625

Attributes
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class_type [‘precision’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0

CMetricRecall

class secml.ml.peval.metrics.c_metric_recall.CMetricRecall
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: Recall (True Positive Rate).

The recall is the ratio tp / (tp + fn) where tp is the number of true positives and fn the number of false negatives.
The recall is intuitively the ability of the classifier to find all the positive samples. This is equivalent to True

Positive Rate.
The metric uses:
* y_true (true ground labels)

 y_pred (predicted labels)
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Examples

>>> from secml.array import CArray

>>> from secml.ml.peval.metrics import CMetricRecall

>>> peval = CMetricRecall ()
>>> print (peval.performance_score (CArray ([0, 1, 2, 31), CArray ([0, 1, 1, 31)))
0.75
Attributes
class_type [‘recall’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0

CRoc

Bases: object

class secml.ml.peval.metrics.c_roc.CBaseRoc

Computes the receiver operating characteristic curve, or ROC curve.

This base class manage a single classifier output (a single repetition).

See also:

CRoc class that fully supports ROC repetitions.
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Attributes
fpr False Positive Rates.
th Thresholds.

tpr True Positive Rates.

Methods
compute(self, y_true, score[, positive_label]) Compute TPR/FPR for classifier output.
reset(self) Reset stored data.

compute (self, y_true, score, positive_label=None)
Compute TPR/FPR for classifier output.

Parameters

y_true [CArray] Flat array with true binary labels in range {0, 1} for each patterns or a
single array. If labels are not binary, pos_label should be explicitly given.

score [CArray] Flat array with target scores for each pattern, can either be probability esti-
mates of the positive class or confidence values.

positive_label [int, optional] Label to consider as positive (others are considered negative).
Returns
single_roc [CBaseRoc] Instance of the roc curve (tpr, fpr, th).

property fpr
False Positive Rates.

Flat array with increasing False Positive Rates. Element i is the False Positive Rate of predictions
with score >= thresholds[i].

reset (self)
Reset stored data.

property th
Thresholds.

Flat array with decreasing thresholds on the decision function used to compute fpr and tpr. thresh-
olds[0] represents no instances being predicted and is arbitrarily set to max(score) + Ile-3.

property tpr
True Positive Rates.

Flat array with increasing True Positive Rates. Element i is the True Positive Rate of predictions with
score >= thresholds[i].

class secml.ml.peval.metrics.c_roc.CRoc
Bases: secml.ml.peval.metrics.c_roc.CBaseRoc

Computes the receiver operating characteristic curve, or ROC curve.

“A receiver operating characteristic (ROC), or simply ROC curve, is a graphical plot which illustrates
the performance of a binary classifier system as its discrimination threshold is varied. It is created
by plotting the fraction of True Positive Rates out of the Positives (TPR = True Positive Rate) vs.
the fraction of False Positives out of the Negatives (FPR = False Positive Rate), at various threshold
settings. TPR is also known as sensitivity, and FPR is one minus the specificity or true negative rate.”
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The class manage different repetitions of the same classification output.
Attributes
fpr False Positive Rates.
has_mean True if average has been computed for all ROCs.
has_std _dev True if standard deviation has been computed for all ROCs.
mean_ fpr Averaged False Positive Rates.
mean_tpr Averaged True Positive Rates.
n_reps Return the number of computed ROC.
std_dev_tpr Standard deviation of True Positive Rates.
th Thresholds.

tpr True Positive Rates.

Methods
average(self[, n_points, return_std]) Compute the average of computed ROC curves.
compute(self, y_true, score[, positive_label]) Compute ROC curve using input True labels and
Classification Scores.
reset(self) Reset stored data.

average (self, n_points=1000, return_std=False)
Compute the average of computed ROC curves.

The average ROC is reset each time .compute_roc is called.
Parameters
n_points [int, optional] Default 1000, is the number of points to be used for interpolation.

return_std [bool, optional] If True, standard deviation of True Positive Rates will be re-
turned.

Returns
mean_fpr [CArray]

Flat array with increasing False Positive Rates averaged over all available repeti-
tions. Element i is the false positive rate of predictions with score >= thresholds[i].

mean_tpr [CArray]

Flat array with increasing True Positive Rates averaged over all available repeti-
tions. Element i is the true positive rate of predictions with score >= thresholds[i].

std_dev_tpr [CArray] Flat array with standard deviation of True Positive Rates. Only if
return_std is True.

compute (self, y_true, score, positive_label=None)
Compute ROC curve using input True labels and Classification Scores.

For multi-class data, label to be considered positive should specified.

If y_true and score are both lists (with same length), one roc curve for each pair is returned. If y_true is a
single array, one roc curve for each (y_true, score[i]) is returned.
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Each time the function is called, result is appended to tpr, fpr’, and thr class attributes. Returned ROCs
are the only associated with LATEST input data.

Parameters

y_true [CArray, list] List of flat arrays with true binary labels in range {0, 1} for each
patterns or a single array. If a single array, one curve is returned for each (y_true, score[i])
pair. If labels are not binary, pos_label should be explicitly given.

score [CArray, list] List of flat array with target scores for each pattern, can either be prob-
ability estimates of the positive class or confidence values. If y_true is a single array, one
curve is returned for each (y_true, score[i]) pair.

positive_label [int, optional] Label to consider as positive (others are considered negative).
Returns
fpr [CArray or list]

Flat array with increasing False Positive Rates or a list with one array for each repeti-
tion. Element i is the False Positive Rate of predictions with score >= thresholds][i]

tpr [CArray or list]

Flat array with increasing True Positive Rates or a list with one array for each repeti-
tion. Element i is the True Positive Rate of predictions with score >= thresholds[i].

th [CArray or list]

Flat array with decreasing thresholds on the decision function used to compute fpr
and tpr or a list with one array for each repetition. thresholds[0] represents no instances
being predicted and is arbitrarily set to max(score) + le-3.

property fpr
False Positive Rates.

Flat array with increasing False Positive Rates or a list with one array for each repetition. Element i
is the False Positive Rate of predictions with score >= thresholds[i].

property has_mean
True if average has been computed for all ROCs.

property has_std dev
True if standard deviation has been computed for all ROCs.

property mean_f£fpr
Averaged False Positive Rates.

Flat array with increasing False Positive Rates averaged over all available repetitions. Element i is
the false positive rate of predictions with score >= thresholds][i].

property mean_tpr
Averaged True Positive Rates.

Flat array with increasing True Positive Rates averaged over all available repetitions. Element i is the
True Positive Rate of predictions with score >= thresholds[i].

property n_reps
Return the number of computed ROC.

property std _dev_tpr
Standard deviation of True Positive Rates.

property th
Thresholds.
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Flat array with decreasing thresholds on the decision function used to compute fpr and tpr or a list
with one array for each repetition. thresholds[0] represents no instances being predicted and is arbi-
trarily set to max(score) + le-3.

property tpr
True Positive Rates.

Flat array with increasing True Positive Rates or a list with one array for each repetition. Element i is
the True Positive Rate of predictions with score >= thresholds[i].

secml.ml.peval.metrics.c_roc.average (fpr, tpr, n_points=1000)
Compute the average of the input tpr/fpr pairs.

Parameters

fpr, tpr [CArray or list of CArray] CArray or list of CArrays with False/True Positive Rates as
output of . CRoc.

n_points [int, optional] Default 1000, is the number of points to be used for interpolation.
Returns

mean_fpr [CArray] Flat array with increasing False Positive Rates averaged over all available
repetitions. Element i is the False Positive Rate of predictions with score >= thresholds[i].

mean_tpr [CArray] Flat array with increasing True Positive Rates averaged over all available
repetitions. Element i is the True Positive Rate of predictions with score >= thresholds[i].

std_dev_tpr [CArray] Flat array with standard deviation of True Positive Rates.

secml.ml.peval.metrics.c_roc.refine_roc (fpr, tpr, th)
Function to ensure the bounds of a ROC.

The first and last points should be (0,0) and (1,1) respectively.
Parameters
fpr [CArray] False Positive Rates, as returned by .BaseRoc.compute().
tpr [CArray] True Positive Rates, as returned by . BaseRoc.compute().

th [CArray] Thresholds, as returned by .BaseRoc.compute().

CMetricTestError

class secml.ml.peval.metrics.c_metric_test_error.CMetricTestError
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: Test Error.
Test Error score is the percentage (inside 0/1 range) of wrongly predicted labels (inverse of accuracy).
The metric uses:

* y_true (true ground labels)

 y_pred (predicted labels)
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Examples

>>> from secml.array import CArray

>>> from secml.ml.peval.metrics import CMetricTestError

>>> peval = CMetricTestError ()

>>> print (peval.performance_score (CArray ([0, 1, 2, 31), CArray ([0, 1, 1, 31)))
0.25
Attributes
class_type [‘test-error’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 0.0

CMetricTPRatFPR

class secml.ml.peval.metrics.c_metric_tpr_at_fpr.CMetricTPRatFPR (fpr=0.01)
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: True Positive Rate @ False Positive Rate.

The metric uses:
e y_true (true ground labels)

* score (estimated target values)

Parameters
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fpr [float] Desired False Positive Rate in the interval [0,1]. Default 0.01 (1%)

Notes

This implementation is restricted to the binary classification task.

Examples
>>> from secml.ml.peval.metrics import CMetricTPRatFPR
>>> from secml.array import CArray
>>> peval = CMetricTPRatFPR (fpr=0.5)
>>> peval.performance_score (CArray ([0, 1, 0O, 0]), score=CArray ([0, O, 0, 01))
0.5
Attributes
class_type [‘tpr-at-fpr’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

y_pred,

performance_score(self],
score])

y_true,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0
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CMetricFNRatFPR

class secml.ml.peval.metrics.c_metric_fnr_at_fpr.CMetricFNRatFPR (fpr=0.01)
Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: False Negative Rate @ False Positive Rate.
The metric uses:
¢ y_true (true ground labels)

* score (estimated target values)

Parameters

fpr [float] Desired False Positive Rate in the interval [0,1]. Default 0.01 (1%)

Notes

This implementation is restricted to the binary classification task.

Examples

>>> from secml.ml.peval.metrics import CMetricFNRatFPR
>>> from secml.array import CArray

>>> peval = CMetricFNRatFPR (fpr=0.5)
>>> peval.performance_score (CArray ([0, 1, 0, 0]), score=CArray ([0, O, 0, 0]))

0.5
Attributes
class_type [‘for-at-fpr’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given
type.
deepcopy(self) Returns a deep copy of current class.
get_class_from_type(class_type) Return the class associated with input type.
get_params(self) Returns the dictionary of class hyperparameters.
get_state(self, **kwargs) Returns the object state dictionary.
get_subclasses() Get all the subclasses of the calling class.
list_class_types() This method lists all types of available subclasses of
calling one.
load(path) Loads object from file.
load_state(self, path) Sets the object state from file.
performance_score(self[, y_true, y_pred, Compute the performance metric.
score])
save(self, path) Save class object to file.
save_state(self, path, **kwargs) Store the object state to file.

Continued on next page
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Table 114 — continued from previous page

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

best_value = 1.0

CMetricTHatFPR

class secml.ml.peval.metrics.c_metric_th_at_fpr.CMetricTHatFPR (fpr=0.01)
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: ROC Threshold @ False Positive Rate.
The metric uses:
* y_true (true ground labels)

* score (estimated target values)

Parameters

fpr [float] Desired False Positive Rate in the interval [0,1]. Default 0.01 (1%)

Notes

This implementation is restricted to the binary classification task.

Examples

>>> from secml.ml.peval.metrics import CMetricTHatFPR
>>> from secml.array import CArray

>>> peval = CMetricTHatFPR (fpr=0.5)
>>> peval.performance_score (CArray ([0, 1, 0, 0]), score=CArray ([0, O, 0, 0]))

0.0005
Attributes
class_type [‘th-at-fpr’] Defines class type.

Methods
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given

type.

deepcopy(self) Returns a deep copy of current class.
get_class_from_type(class_type) Return the class associated with input type.
get_params(self) Returns the dictionary of class hyperparameters.

Continued on next page
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Table 115 — continued from previous page

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

performance_score(self[, y_true, y_pred, Compute the performance metric.

score])

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

best_value = 1.0

CMetricTPRatTH

class secml.ml.peval.metrics.c_metric_tpr_at_th.CMetricTPRatTH (th=0.0)
Bases: secml.ml.peval.metrics.c_metric.CMetric

Performance evaluation metric: True Positive Rate @ ROC Threshold.
The metric uses:
e y_true (true ground labels)

* score (estimated target values)

Parameters

th [float or list] ROC Threshold to use for computing True Positive Rate. Default 0. This can
be a list of multiple values.

Examples

>>> from secml.ml.peval.metrics import CMetricTPRatTH
>>> from secml.array import CArray

>>> peval = CMetricTPRatTH (th=1.7)
>>> peval.performance_score (CArray([1l, 1, 0, 0]), score=CArray([l.6, 2, 0.5, -11))
0.5

Attributes

class_type [‘tpr-at-th’] Defines class type.
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true,

y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0

CMetricFNRatTH

class secml.ml.peval.metrics.c_metric_fnr_at_th.CMetricFNRatTH (th=0.0)
Bases: secml.ml.peval.metrics.c _metric.CMetric

Performance evaluation metric: False Negative Rate @ ROC Threshold.

The metric uses:

e y_true (true ground labels)

* score (estimated target values)

Parameters

th [float or list] ROC Threshold to use for computing False Negative Rate. Default 0. This can

be a list of multiple values.
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Examples

>>> from secml.array import CArray

>>> from secml.ml.peval.metrics import CMetricFNRatTH

>>> peval = CMetricFNRatTH (th=1.7)

>>> peval.performance_score (CArray([1l, 1, 0, 0]), score=CArray([l.6, 2, 0.5, -11))
0.5
Attributes
class_type [‘fnr-at-th’] Defines class type.
Methods
copy(self) Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

performance_score(self],
score])

y_true, y_pred,

Compute the performance metric.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

best_value = 1.0

CPerfEvaluator

class secml.ml.peval.c_perfevaluator.CPerfEvaluator (splitter, metric)

Bases: secml.core.c creator.CCreator
Evaluate the best parameters for input estimator.

Parameters

splitter [CDataSplitter or str] Object to use for splitting the dataset into train and validation.

metric [CMetric or str] Name of the metric that we want maximize / minimize.

Attributes
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class_type Defines class type.

logger Logger for current object.

verbose Verbosity level of logger output.

Methods

compute_performance(self, estimator, dataset)

Compute estimator performance on input dataset.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

evaluate_ params(self, estimator, dataset, ...)

Evaluate parameters for input estimator on input
dataset.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

abstract compute_performance (self, estimator, dataset)
Compute estimator performance on input dataset.

This must be reimplemented by subclasses.

Parameters

estimator [CClassifier] The classifier that we want evaluate.

dataset [CDataset] Dataset that we want use for evaluate the classifier.

Returns

score [float] Performance score of estimator.

evaluate_params (self, estimator, dataset, parameters, pick=first', n_jobs=1)
Evaluate parameters for input estimator on input dataset.

Parameters

estimator [CClassifier] The classifier for witch we want chose best parameters.

dataset [CDataset] Dataset to be used for evaluating parameters.

parameters [dict] Dictionary with each entry as {parameter: list of values to test}.
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pick [{‘first’, ‘last’, ‘random’}, optional] Defines which of the best parameters set pick.
Usually, “first’ (default) correspond to the smallest parameters while ‘last’ correspond to
the biggest. The order is consistent to the parameters dict passed as input.

n_jobs [int, optional] Number of parallel workers to use. Default 1. Cannot be higher than

processor’s number of cores.

Returns

best_param_dict [dict] A dictionary with the best value for each evaluated parameter.

best_value [any] Metric value obtained on validation set by the estimator.

CPerfEvaluatorXVal

class secml.ml.peval.c_perfevaluator_xval.CPerfEvaluatorXval (splitter, metric)
Bases: secml.ml.peval.c perfevaluator.CPerfEvaluator

Evaluate the best estimator parameters using Cross-Validation.

Parameters

splitter [CXVal or str] XVal object to be used for splitting the dataset into train and validation.

metric [CMetric or str] Name of the metric that we want maximize / minimize.

Attributes

class_type [‘xval’] Defines class type.

Methods

compute_performance(self, estimator, dataset)

Split data in folds and return the mean estimator per-
formance.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

evaluate_params(self, estimator, dataset, ...

Evaluate parameters for input estimator on input
dataset.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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compute_performance (self, estimator, dataset)
Split data in folds and return the mean estimator performance.

Parameters

estimator [CClassifier] The Classifier that we want evaluate

dataset [CDataset] Dataset that we want use for evaluate the classifier
Returns

score [float] Mean performance score of estimator computed on the K-Folds.

CPerfEvaluatorXValMulticlass

class secml.ml.peval.c_perfevaluator_xval_multiclass.CPerfEvaluatorXvValMulticlass (splitter,
met-

Bases: secml.ml.peval.c_perfevaluator.CPerfEvaluator

Evaluate the best parameters for each single binary classifier using Cross-Validation.

Parameters

splitter [CXVal or str] XVal object to be used for splitting the dataset into train and validation.

metric [CMetric or str] Name of the metric that we want maximize / minimize.

Attributes

class_type [‘xval-multiclass’] Defines class type.

Methods

compute_performance(self, estimator, dataset)

Split data in folds and return the mean estimator per-
formance.

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

evaluate_params(self, estimator, dataset, ...)

Evaluate parameters for input estimator on input
dataset.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

Continued on next page

4.7. Copyright

ric)



SecML, Release 0.15.dev0+fd905aa

Table 120 — continued from previous page
timed([msg]) Timer decorator.

compute_performance (self, estimator, dataset)
Split data in folds and return the mean estimator performance.

Parameters

estimator [CClassifier] The Classifier that we want evaluate

dataset [CDataset] Dataset that we want use for evaluate the classifier
Returns

scores [list] Mean performance score of each binary estimator computed on the K-Folds.

secml.ml.stats

CDensityEstimation

class secml.ml.stats.c_density_estimation.CDensityEstimation (bandwidth=1.0,
algorithm="auto’,
kernel="gaussian’,
metric="euclidean',
atol=0, rtol=1e-08,
breadth_first=True,
leaf size=40, met-

ric_params=None)
Bases: secml.core.c creator.CCreator

Kernel Density Estimation
Parameters
bandwidth [float, optional] The bandwidth of the kernel. Default 1.

algorithm [str, optional] The tree algorithm to use. Valid options are
[‘kd_tree’I’ball_tree’l’auto’]. Default is ‘auto’.

kernel [str, optional] The kernel to use. Valid kernels are [‘gaus-
sian’I’tophat’l’epanechnikov’|’exponential’|’linear’|’cosine’]. Default is ‘gaussian’.

metric [str, optional] The distance metric to use. Note that not all metrics are valid with all
algorithms. Refer to the documentation of BallTree and KDTree for a description of avail-
able algorithms. Note that the normalization of the density output is correct only for the
Euclidean distance metric. Default is ‘euclidean’.

atol [float, optional] The desired absolute tolerance of the result. A larger tolerance will gener-
ally lead to faster execution. Default is 0.

rtol [float, optional] The desired relative tolerance of the result. A larger tolerance will generally
lead to faster execution. Default is 1E-8.

breadth_first [bool, optional] If true (default), use a breadth-first approach to the problem.
Otherwise use a depth-first approach.

leaf size [int, optional] Specify the leaf size of the underlying tree. See BallTree or KDTree for
details. Default is 40.

metric_params [dict, optional] Additional parameters to be passed to the tree for use with the
metric. For more information, see the documentation of BallTree or KDTree.
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Attributes
class_type Defines class type.
logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

estimate_density(self, X[, n_points])

Estimate density of input array.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

estimate_density (self, x, n_points=1000)

Estimate density of input array.

Returns

x [CArray] Arrays with coordinates used to estimate density.

df [CArray] Density function values.

CDistributionGaussian

class secml.ml.stats.c_distribution_gaussian.CDistributionGaussian (mean=0,

cov=1)
Bases: secml.core.c_creator.CCreator

A multivariate normal random variable.
Parameters
mean [scalar, optional] Mean of the distribution (default zero)
cov [array_like or scalar, optional] Covariance matrix of the distribution (default one)
Attributes

class_type Defines class type.
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logger Logger for current object.

verbose Verbosity level of logger output.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

logpdf(self, data)

Log of the probability density function.

pdf(self, data)

Probability density function.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

logpdf£ (self, data)
Log of the probability density function.

Parameters

data [CArray] Quantiles, with the last axis of x denoting the components.

Returns

pdf: CArray Probability density function computed at input data.

pdf£ (self, data)
Probability density function.

Parameters

data [CArray] Quantiles, with the last axis of x denoting the components.

Returns

pdf: CArray Probability density function computed at input data.
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4.7.9 secml.adv

Adversarial Machine Learning

secml.adv.attacks

secml.adv.attacks.evasion
CAttackEvasion

class secml.adv.attacks.evasion.c_attack_evasion.CAttackEvasion (classifier,
y_target=None,
at-

tack_classes="all")
Bases: secml.adv.attacks.c_attack.CAttack

Interface class for evasion and poisoning attacks.
Parameters
classifier [CClassifier] Target classifier (trained).

y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

attack_classes [‘all’ or CArray, optional] Array with the classes that can be manipulated by the
attacker or ‘all’ (default) if all classes can be manipulated.

Attributes
attack_classes
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

£ _opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, xX)

Objective function.

objective_ function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property attack_classes

is_attack_class (self,y)

Returns True/False if the input class can be attacked.

Parameters

y [int or CArray] CArray or single label of the class to to be checked.

Returns

bool or CArray

True if class y can be manipulated by the attacker, False otherwise.
True/False value for each input label will be returned.

If CArray, a

abstract objective_ function (self, x)
Objective function.

Parameters

x [CArray or CDataset]
Returns

f _obj [float or CArray of floats]

abstract objective_function_gradient (self, x)
Gradient of the objective function.

run (self, x, y, ds_init=None)
Runs evasion on a dataset.
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Parameters
x [CArray] Data points.
y [CArray] True labels.
ds_init [CDataset] Dataset for warm starts.
Returns
y_pred [CArray] Predicted labels for all ds samples by target classifier.
scores [CArray] Scores for all ds samples by target classifier.
adv_ds [CDataset] Dataset of manipulated samples.
f_obj [float] Mean value of the objective function computed on each data point.

property y target

CAttackEvasionPGD

class secml.adv.attacks.evasion.c_attack_evasion_pgd.CAttackEvasionPGD (classifier,

dou-
ble_init_ds=None,
dou-
ble_init=True,
dis-
tance="l1",
dmax=0,
1b=0,
ub=1,
y_target=None,
at-
tack_classes="all’,
solver_params=None)

Bases: secml.adv.attacks.evasion.c_attack_evasion_pgd_ls.CAttackEvasionPGDLS

Evasion attacks using Projected Gradient Descent.

This class implements the maximum-confidence evasion attacks proposed in:

e https://arxiv.org/abs/1708.06939, ICCV W. ViPAR, 2017.
This is the multi-class extension of our original work in:
e https://arxiv.org/abs/1708.06131, ECML 2013, implemented using a standard projected gradient solver.

It can also be used on sparse, high-dimensional feature spaces, using an L1 constraint on the manipulation of
samples to preserve sparsity, as we did for crafting adversarial Android malware in:

e https://arxiv.org/abs/1704.08996, IEEE TDSC 2017.
For more on evasion attacks, see also:

e https://arxiv.org/abs/1809.02861, USENIX Sec. 2019

e https://arxiv.org/abs/1712.03141, Patt. Rec. 2018

Parameters

classifier [CClassifier] Target classifier.
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double_init_ds [CDataset or None, optional] Dataset used to initialize an alternative init point

(double init).

double_init [bool, optional] If True (default), use double initialization point.

ble_init_ds not to be None.

Needs dou-

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial
example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default Ib =

0,ub=1.

y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

attack_classes [‘all’ or CArray, optional] Array with the classes that can be manipulated by the
attacker or ‘all’ (default) if all classes can be manipulated.

solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used. See COpt imizerPGD for more information.

Attributes

class_type [‘e-pgd’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Compute the objective function of the evasion attack.

objective_function_gradient(self, x)

Compute the gradient of the evasion objective func-
tion.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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CAttackEvasionPGDLS

class secml.adv.attacks.evasion.c_attack_evasion_pgd_ls.CAttackEvasionPGDLS (classifier,
dou-
ble_init_ds=None,
dou-
ble_init=True,
dis-
tance="11",
dmax=0,
Ib=0,
ub=1,
y_target=None,
at-
tack_classes="all’,

solver_params=None
Bases: secml.adv.attacks.evasion.c_attack_evasion.CAttackEvasion, secml.adv.

attacks.c_attack_mixin.CAttackMixin

Evasion attacks using Projected Gradient Descent with Line Search.

This class implements the maximum-confidence evasion attacks proposed in:
e https://arxiv.org/abs/1708.06939, ICCV W. ViPAR, 2017.

This is the multi-class extension of our original work in:
e https://arxiv.org/abs/1708.06131, ECML 2013,

implemented using a custom projected gradient solver that uses line search in each iteration to save gradient
computations and speed up the attack.

It can also be used on sparse, high-dimensional feature spaces, using an L1 constraint on the manipulation of
samples to preserve sparsity, as we did for crafting adversarial Android malware in:

e https://arxiv.org/abs/1704.08996, IEEE TDSC 2017.
For more on evasion attacks, see also:

e https://arxiv.org/abs/1809.02861, USENIX Sec. 2019

e https://arxiv.org/abs/1712.03141, Patt. Rec. 2018

Parameters
classifier [CClassifier] Target classifier.

double_init_ds [CDataset or None, optional] Dataset used to initialize an alternative init point
(double init).

double_init [bool, optional] If True (default), use double initialization point. Needs dou-
ble_init_ds not to be None.

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial
example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default b =
0,ub=1.
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y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

attack_classes [‘all’ or CArray, optional] Array with the classes that can be manipulated by the
attacker or ‘all’ (default) if all classes can be manipulated.

solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used. See COpt imizerPGDLS for more information.

Attributes

class_type [‘e-pgd-1s’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_ function(self, x)

Compute the objective function of the evasion attack.

objective_ function_gradient(self, x)

Compute the gradient of the evasion objective func-
tion.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property double_init

property double_init_ds

Returns the CDataset used for the double initialization

objective_function (self, x)

Compute the objective function of the evasion attack.
The objective function is:

* for error-generic attack: min f_obj(x) =f_{klo (if the sample is rejected) }(x) argmax_{(c !=k) and
(c !'=0)} f_c(x), where k is the true class, o is the reject class and c is the competing class, which
is the class with the maximum score, and can be neither k nor ¢

-for error-specific attack: min -f_obj(x) = -f_k(x) + argmax_{c !=k} f_c(x), where k is the target class
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and c is the competing class, which is the class with the maximum score except for the target class

Parameters
x [CArray] Array containing the data points (one or more than one).
Returns
f _obj [CArray] Values of objective function at x.
objective_function_gradient (self, x)
Compute the gradient of the evasion objective function.
Parameters
x [CArray] A single point.
property y_target

CAttackEvasionPGDEXxp

class secml.adv.attacks.evasion.c_attack_evasion_pgd_exp.CAttackEvasionPGDExp (classifier,

dou-
ble_init_ds=None,
dou-
ble_init=True,
dis-

tance="l1",
dmax=0,

1b=0,

ub=1,
y_target=None,
at-
tack_classes="all’,
solver_params=N

Bases: secml.adv.attacks.evasion.c_attack_evasion_pgd_ls.CAttackEvasionPGDLS

Evasion attacks using Projected Gradient Descent with Exponential line search.
This class implements the maximum-confidence evasion attacks proposed in:

e https://arxiv.org/abs/1910.00470, EURASIP JIS, 2020.

e https://arxiv.org/abs/1708.06939, ICCV W. ViPAR, 2017.

It is the multi-class extension of our original work in:

e https://arxiv.org/abs/1708.06131, ECML 2013, implemented using a standard projected gradient solver.

This attack uses a faster line search than PGD-LS.

In all our attacks, we use a smart double initialization to avoid using the mimicry term from our ECML 2013

paper, as described in: - https://pralab.diee.unica.it/sites/default/files/zhang 1 5-tcyb.pdf, IEEE TCYB, 2015

If the attack is not successful when starting from x0, we initialize the optimization by projecting a point from

another class onto the feasible domain and try again.
Parameters

classifier [CClassifier] Target classifier.
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double_init_ds [CDataset or None, optional] Dataset used to initialize an alternative init point

(double init).

double_init [bool, optional] If True (default), use double initialization point.

ble_init_ds not to be None.

Needs dou-

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial
example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default Ib =

0,ub=1.

y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

attack_classes [‘all’ or CArray, optional] Array with the classes that can be manipulated by the
attacker or ‘all’ (default) if all classes can be manipulated.

solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used. See COpt imizerPGDExp for more information.

Attributes

class_type [‘e-pgd-exp’] Defines class type.

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Compute the objective function of the evasion attack.

objective_function_gradient(self, x)

Compute the gradient of the evasion objective func-
tion.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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CAttackEvasionCleverhans

class secml.adv.attacks.evasion.cleverhans.c_attack _evasion_cleverhans.CAttackEvasionCleve:

Bases: secml.adv.attacks.evasion.c_attack evasion.CAttackEvasion, secml.
adv.attacks.evasion.cleverhans.c_attack_evasion_cleverhans_losses.
CAttackEvasionCleverhansLossesMixin

This class is a wrapper of the attacks implemented in the Cleverhans library.
Credits: https://github.com/tensorflow/cleverhans.
Parameters
classifier [CClassifier] Target classifier (trained).

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

clvh_attack_class: The CleverHans class that implement the attack

store_var_list: list list of variables to store from the graph during attack run. The variables will
be stored as key-value dictionary and can be retrieved through the property stored_vars.

**kwargs Any other parameter for the cleverhans attack.

Notes

The current Tensorflow default graph will be used.
Attributes
attack_classes
attack params Object containing all Cleverhans parameters
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

stored _vars Variables extracted from the graph during execution of the attack.
verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self, y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, xX)

Objective function.

objective_ function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property attack_ params

Object containing all Cleverhans parameters

property f_ eval

Returns the number of function evaluations made during the attack.

property grad_eval

Returns the number of gradient evaluations made during the attack.

objective_function (self, x)
Objective function.

Parameters
x [CArray or CDataset]
Returns

f_obj [float or CArray of floats]

objective_function_gradient (self, x)

Gradient of the objective function.

run (self, x, y, ds_init=None)
Runs evasion on a dataset.

Parameters
x [CArray] Data points.
y [CArray] True labels.

ds_init [CDataset] Dataset for warm starts.
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Returns
y_pred [CArray] Predicted labels for all ds samples by target classifier.
scores [CArray] Scores for all ds samples by target classifier.
adv_ds [CDataset] Dataset of manipulated samples.
f_obj [float] Mean value of the objective function computed on each data point.

set (self, param_name, param_value, copy=False)
Set a parameter of the class.

Only writable attributes of the class, i.e. PUBLIC or READ/WRITE, can be set.
The following checks are performed before setting:
* if param_name is an attribute of current class, set directly;

* else, iterate over __dict__ and look for a class attribute having the desired parameter as an at-
tribute;

* else, if attribute is not found on the 2nd level, raise AttributeError.

If possible, a reference to the attribute to set is assigned. Use copy=True to always make a deepcopy before
set.

Parameters
param_name [str] Name of the parameter to set.
param_value [any] Value to set for the parameter.

copy [bool] By default (False) a reference to the parameter to assign is set. If True or a
reference cannot be extracted, a deepcopy of the parameter value is done first.

property stored_vars
Variables extracted from the graph during execution of the attack.

secml.adv.attacks.evasion.foolbox
CAttackEvasionFoolbox

class secml.adv.attacks.evasion.foolbox.c_attack_evasion_foolbox.CAttackEvasionFoolbox (class
y_tar
Ib=0
ub=1
ep-
silon
Jfb_at
**at-
tack_

Bases: secml.adv.attacks.evasion.c_attack_evasion.CAttackEvasion

Wrapper for the attack classes in Foolbox library.
Credits: https://foolbox.readthedocs.io/en/stable/. Requires foolbox >= 3.3.0.
Parameters

classifier [CClassifier] Trained secml classifier.
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y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.

ub [float or None, optional] Upper bound of the model’s input space.

epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed

epsilon foolbox attacks.

fb_attack_class [fb.attacks.Attack] Attack class to wrap from Foolbox.

**attack_params [any] Init parameters for creating the attack, as kwargs.

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self, y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective function(self, x)

Objective function.

objective_ function_gradient(self, x)

Gradient of the objective function.

Continued on next page
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Table 128 — continued from previous page

run(self, x, y[, ds_init]) Runs evasion on a dataset.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property f eval
Returns the number of function evaluations made during the attack.

property grad_eval
Returns the number of gradient evaluations made during the attack.

objective_function (self, x)
Objective function.

Parameters

x [CArray or CDataset]
Returns

f_obj [float or CArray of floats]

objective_function_gradient (self, x)
Gradient of the objective function.

property x_seq
Returns a CArray (number of iteration * number of features) containing the values of the attack point path.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

CFoolboxBasiclterative

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_basic_iterative_attack.CFoolboxBasic:

Bases: secml.adv.attacks.evasion.foolbox.losses.ce_loss.CELoss, secml.adv.
attacks.evasion. foolbox.c _attack evasion_foolbox.CAttackEvasionFoolbox

Basic Iterative Method Attack [Kurakinl6].
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Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/basic_iterative_method.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.
ub [float or None, optional] Upper bound of the model’s input space.

epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed
epsilon foolbox attacks.

distance [str, optional] Norm of the attack. One of ‘11°, ‘12’ ‘linf”.
rel_stepsize [float, optional] Stepsize relative to epsilon.

abs_stepsize [float, optional] If given, it takes precedence over rel_stepsize.
steps [int, optional] Number of update steps to perform.

random_start [bool, optional] Whether the perturbation is initialized randomly or starts at zero.

References

[Kurakinl6]
Attributes
attack_classes
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

£f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self, y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_basic_iterative_attack.CFoolboxBasic:

Bases: secml.adv.attacks.evasion.foolbox.fb attacks.fb basic iterative attack.

CFoolboxBasicIterative
Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.
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grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_basic_iterative_attack.CFoolboxBasic.

Bases: secml.adv.attacks.evasion.foolbox.fb attacks.fb_basic iterative_attack.

CFoolboxBasicIterative

Attributes
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attack_classes

class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target
Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

is_attack_class(self,y) Returns True/False if the input class can be attacked.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

objective_function(self, x) Objective function.

objective_function_gradient(self, x) Gradient of the objective function.

run(self, x, y[, ds_init]) Runs evasion on a dataset.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.
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class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_basic_iterative_attack.CFoolboxBasic:

Bases: secml.adv.attacks.evasion.foolbox.fb attacks.fb_basic iterative_attack.
CFoolboxBasicIterative

Attributes
attack_classes
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

£ _opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Continued on next page
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Table 132 — continued from previous page

objective_function(self, x) Objective function.

objective_function_gradient(self, x) Gradient of the objective function.

run(self, x, y[, ds_init]) Runs evasion on a dataset.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

CFoolboxL2CarliniWagner

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_cw_attack.CFoolboxL2CarliniWagner (cla.

Bases: secml.adv.attacks.evasion.foolbox.losses.cw_loss.CWLoss, secml.adv.
attacks.evasion.foolbox.c_attack evasion_ foolbox.CAttackEvasionFoolbox

Carlini & Wagner L2 Attack'.
Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/carlini_wagner.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.
ub [float or None, optional] Upper bound of the model’s input space.

binary_search_steps [int, optional] The number of steps to perform in the binary search over
the constant c.

steps [int, optional] Number of update steps to perform within each binary search step.
stepsize [float, optional] Stepsize to update the examples.

confidence [float, optional] Confidence required to mark an example as adversarial. Controls
the gap between decision boundary and adversarial example.

! Nicholas Carlini, David Wagner, “Towards evaluating the robustness of neural networks. In 2017 ieee symposium on security and privacy”
https://arxiv.org/abs/1608.04644
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initial_const [float, optional] Initial value of the constant ¢ when the binary search starts.

abort_early [bool, optional] Stop inner search when an adversarial example has been found. It

does not affect the binary search.

References

Attributes
all_x_seq
attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

Continued on next page
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Table 133 — continued from previous page

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property all x seq

property x_seq
Returns a CArray (number of iteration * number of features) containing the values of the attack point path.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

CFoolboxL2DDN

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_ddn_attack.CFoolboxL2DDN (classifier,
y_target=None,
1b=0.0,
ub=1.0,
ep-
silons=None,
init_epsilon=1.0.
steps=10,
gamma=0.05)

Bases: secml.adv.attacks.evasion.foolbox.losses.ce_loss.CELoss, secml.adv.

attacks.evasion.foolbox.c_attack evasion foolbox.CAttackEvasionFoolbox
Decoupling Direction and Norm Attack”.
Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/ddn.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.
ub [float or None, optional] Upper bound of the model’s input space.

epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed
epsilon foolbox attacks.

init_epsilon [float, optional] Initial value for the norm/epsilon ball.
steps [int, optional] Number of steps for the optimization.

gamma [float, optional] Factor by which the norm will be modified: new_norm = norm * (1 +
or - gamma).

2 Jérome Rony, Luiz G. Hafemann, Luiz S. Oliveira, Ismail Ben Ayed, Robert Sabourin, Eric Granger, “Decoupling Direction and Norm for
Efficient Gradient-Based L2 Adversarial Attacks and Defenses”, https://arxiv.org/abs/1811.09600
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References

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

£f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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CFoolboxDeepfool

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_deepfool_attack.CFoolboxDeepfool (class

Bases: secml.adv.attacks.evasion.foolbox.losses.deepfool_loss.
DeepfoolLoss, secml.adv.attacks.evasion.foolbox.c_attack _evasion foolbox.
CAttackEvasionFoolbox

Deepfool Attack®.
Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/deepfool.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.
ub [float or None, optional] Upper bound of the model’s input space.

epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed
epsilon foolbox attacks.

distance [str, optional] Norm of the attack. One of ‘11°, ‘12’, ‘linf”.
steps [int, optional] Maximum number of steps to perform.

candidates [int, optional] Limit on the number of the most likely classes that should be consid-
ered. A small value is usually sufficient and much faster.

overshoot [float, optional] How much to overshoot the boundary.

loss [str, optional] Loss function to use inside the update function. Supported losses are
‘crossentropy’ and ‘logits’.

3 Seyed-Mohsen Moosavi-Dezfooli, Alhussein Fawzi, Pascal Frossard, “DeepFool: a simple and accurate method to fool deep neural networks”,
https://arxiv.org/abs/1511.04599
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References

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

£f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.
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ce_diff

get_distances

logits_diff

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_deepfool_attack.CFoolboxDeepfoolL2 (c/

Bases: secml.adv.attacks.evasion
CFoolboxDeepfool

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

.foolbox.fb_attacks.fb_deepfool_attack.

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

Continued on next page
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Table 136 — continued from previous page

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.

ce_diff
get_distances
logits_diff

Bases:
CFoolboxDeepfool

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

secml.adv.attacks.evasion

foolbox.fb_attacks.fb_deepfool_attack.CFoolboxDeepfoolLinf

.foolbox.fb_attacks.fb_deepfool_attack.

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
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logger Logger for current object.

verbose Verbosity level of logger

output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number
the attack point path.

y_target

Methods

of iteration * number of features) containing the values of

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

ce_diff

get_distances

logits_diff
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CFoolboxEAD

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_ead_attack.CFoolboxEAD (classifier:
secml.ml.classifiers.
y_target:
Any

None,

1b=0.0,

ub=1.0,

ep-

silons=None,

bi-
nary_search_steps=
steps=50,

ini-
tial_stepsize=0.01,
con-

fi-

dence=0.0,

ini-
tial_const=0.001,
reg-

u-

lar-

iza-

tion=0.01,

de-

ci-

sion_rule:

str

IEN’,
abort_early=False)
Bases: secml.adv.attacks.evasion.foolbox.losses.ead_loss.EADLoss, secml.adv.

attacks.evasion.foolbox.c_attack _evasion foolbox.CAttackEvasionFoolbox
EAD: Elastic-Net Attacks to Deep Neural Networks via Adversarial Examples®.
Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/ead.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.
ub [float or None, optional] Upper bound of the model’s input space.

epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed
epsilon foolbox attacks.

4 Chen, Pin-Yu, et al. “Ead: elastic-net attacks to deep neural networks via adversarial examples.” Proceedings of the AAAI Conference on
Artificial Intelligence. Vol. 32. No. 1. 2018.
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binary_search_steps [int, Optional] Number of steps used by the binary search algorithm for
tuning c, starting from the initial_const.

steps [int, optional] Number of steps for the optimization.

initial_stepsize [float, Optional] The initial step size for the search.

confidence [float, Optional] Specifies how much the attacker should enter inside the target class.
initial_const [float, Optional] Initial constant c used during the attack.

regularization [float, Optional] Controls the L1 regularization.

decision_rule [str, must be EN or L1, Optional] Specifies which regularization must be used,
either Elastic Net or L1.

abort_early [bool, Optional] Specifies if the attack should halt when stagnating or not.

References

Attributes

all_x_seq

attack_classes

class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

Continued on next page
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Table 138 — continued from previous page

get_subclasses() Get all the subclasses of the calling class.

is_attack_class(self,y) Returns True/False if the input class can be attacked.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

objective_function(self, x) Objective function.

objective_function_gradient(self, x) Gradient of the objective function.

run(self, x, y[, ds_init]) Runs evasion on a dataset.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property all x seq

property x_seq
Returns a CArray (number of iteration * number of features) containing the values of the attack point path.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

CFoolboxFGM

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_fgm_attack.CFoolboxFGM (classifier,
y_target=None,
1b=0.0,
ub=1.0,
ep-
silons=0.2,
dis-
tance="12',
ran-

dom_start=True)
Bases: secml.adv.attacks.evasion.foolbox.losses.ce_loss.CELoss, secml.adv.

attacks.evasion.foolbox.c_attack evasion_ foolbox.CAttackEvasionFoolbox
Fast Gradient Method Attack [Goodfellow14].
Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/fast_gradient_method.py.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.

ub [float or None, optional] Upper bound of the model’s input space.
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epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed

epsilon foolbox attacks.

distance [str, optional] Norm of the attack. One of ‘11°, ‘12’ ‘linf”.

random_start [bool, optional] Whether the perturbation is initialized randomly or starts at zero.

References

[Goodfellow14]
Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

£ _opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.

y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

Continued on next page
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Table 139 — continued from previous page

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_fgm_ attack.CFoolboxFGML1 (

Bases: secml.adv.attacks.evasion.foolbox.fb_attacks.fb_fgm attack.
CFoolboxFGM

Attributes
attack_classes
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target
Methods
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given
type.
deepcopy(self) Returns a deep copy of current class.
get_class_from_type(class_type) Return the class associated with input type.
get_params(self) Returns the dictionary of class hyperparameters.
get_state(self, **kwargs) Returns the object state dictionary.

Continued on next page
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Table 140 — continued from previous page

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_fgm_attack.CFoolboxFGML2 (classifier,

Bases:
CFoolboxFGM

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

secml.adv.attacks.evasion.foolbox.fb _attacks.fb_fgm attack.

f_eval Returns the number of function evaluations made during the attack.

£f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.

y_target

4.7. Copyright

397

y_target=None,
1b=0.0,

ub=1.0,

ep-

silon=0.2,

ran-
dom_start=True)



SecML, Release 0.15.dev0+fd905aa

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self, y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_fgm_attack.CFoolboxFGMLinf (classifier,

y_target=Non

1b=0.0,
ub=1.0,
ep-
silon=0.2,
ran-
dom_start=Tr

Bases: secml.adv.attacks.evasion.foolbox.fb_attacks.fb_fgm attack.

CFoolboxFGM

Attributes

attack_classes
class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.

grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.
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verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self, y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

CFoolboxPGD

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_pgd_attack.CFoolboxPGD (classifier,

y_target=None,
1b=0.0,

ub=1.0,

ep-

silons=0.2,

dis-

tance="12',
rel_stepsize=0.025,
abs_stepsize=None,
steps=350,

ran-
dom_start=True)

Bases: secml.adv.attacks.evasion.foolbox.losses.ce_loss.CELoss, secml.adv.
attacks.evasion.foolbox.c_attack evasion_ foolbox.CAttackEvasionFoolbox
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Projected Gradient Descent Attack”.
Credits: https://github.com/bethgelab/foolbox/blob/master/foolbox/attacks/projected_gradient_descent.py
Parameters
classifier [CClassifier] Trained secml classifier.

y_target [int or None, optional] If None an indiscriminate attack will be performed, else a
targeted attack to have the samples misclassified as belonging to the y_target class.

Ib [float or None, optional] Lower bound of the model’s input space.
ub [float or None, optional] Upper bound of the model’s input space.

epsilons [float or None, optional] The maximum size of the perturbations, required for the fixed
epsilon foolbox attacks.

distance [str, optional] Norm of the attack. One of ‘11°, ‘12’, ‘linf”.
rel_stepsize [float, optional] Stepsize relative to epsilon.

abs_stepsize [float, optional] If given, it takes precedence over rel_stepsize.
steps [int, optional] Number of update steps to perform.

random_start [bool, optional] Whether the perturbation is initialized randomly or starts at zero.

References

Attributes
attack_classes
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

£f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target

5 Madry, A., Makelov, A., Schmidt, L., Tsipras, D., & Vladu, A. “Towards deep learning models resistant to adversarial attacks”, https://arxiv.
org/abs/1706.06083
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self, y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_valuel[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_pgd_attack.CFoolboxPGDL1 (classifier,

Bases:
CFoolboxPGD

Attributes
attack_classes
class_type Defines class type.

classifier Returns classifier

secml.adv.attacks.evasion.foolbox.fb _attacks.fb _pgd _attack.

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by

the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by

the attack.
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grad_eval Returns the number of gradient evaluations made during the attack.

logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_pgd_attack.CFoolboxPGDL2 (classifier,

Bases:
CFoolboxPGD

Attributes

y_target=None,
1b=0.0,

ub=1.0,

ep-

silons=0.2,
rel_stepsize=0.0.
abs_stepsize=No
steps=50,

ran-
dom_start=True

secml.adv.attacks.evasion.foolbox.fb _attacks.fb_pgd _attack.
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attack_classes

class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

y_target
Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

is_attack_class(self,y) Returns True/False if the input class can be attacked.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

objective_function(self, x) Objective function.

objective_function_gradient(self, x) Gradient of the objective function.

run(self, x, y[, ds_init]) Runs evasion on a dataset.

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.
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class secml.adv.attacks.evasion.foolbox.fb_attacks.fb_pgd_attack.CFoolboxPGDLinf (classifier,

Bases: secml.adv.attacks.evasion.foolbox.fb_attacks.fb_pgd _attack.

CFoolboxPGD

Attributes

attack_classes

class_type Defines class type.

classifier Returns classifier

f_eval Returns the number of function evaluations made during the attack.

£ _opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
y_target

Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

is_attack_class(self,y)

Returns True/False if the input class can be attacked.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

Continued on next page
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Table 146 — continued from previous page

objective_function(self, x)

Objective function.

objective_function_gradient(self, x)

Gradient of the objective function.

run(self, x, y[, ds_init])

Runs evasion on a dataset.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

secml.adv.attacks.poisoning

CAttackPoisoning

class secml.adv.attacks.poisoning.c_attack_poisoning.CAttackPoisoning (classifier,

Bases: secml.adv.attacks.c_attack_mixin.CAttackMixin

Interface for poisoning attacks.

Parameters

classifier [CClassifier] Target classifier.
training_data [CDataset] Dataset on which the the classifier has been trained on.

val [CDataset] Validation set.

train-

ing_data,

val,

dis-

tance="12',
dmax=0,

1b=0,

ub=1,
y_target=None,
solver_type="pgd-
Is’,
solver_params=None,
init_type="random’,
ran-
dom_seed=None)

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial

example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default Ib =

0,ub=1.

y_target [int or None, optional] If None an error-generic attack will be performed, else a error-

specific attack to have the samples misclassified as belonging to the y_target class.

solver_type [str or None, optional] Identifier of the solver to be used. Default ‘pgd-Is’.
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solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used.

init_type [{‘random’, ‘loss_based’}, optional] Strategy used to chose the initial random sam-
ples. Default ‘random’.

random_seed [int or None, optional] If int, random_state is the seed used by the random num-
ber generator. If None, no fixed seed will be set.

Attributes
class_type Defines class type.
classifier Returns classifier
distance todo
dmax Returns dmax
f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of function evaluations made during the attack.
1b Returns Ib

logger Logger for current object.

n_points Returns the number of poisoning points.

random seed Returns the attacker’s validation data

solver_params

solver_type

training data Returns the training set used to learn the targeted classifier
ub Returns ub

val Returns the attacker’s validation data

verbose Verbosity level of logger output.

x0 Returns the attacker’s initial sample features

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

xc Returns the attacker’s sample features
y_target

yc Returns the attacker’s sample label
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Methods

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective function(self, xc[, acc])

Parameters

objective_function_gradient(self,

D

xc[,

Compute the loss derivative wrt the attack sample xc

run(self, x, y[, ds_init, max_iter])

Runs poisoning on multiple points.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

property n_points
Returns the number of poisoning points.

objective_function (self, xc, acc=False)
Parameters
Xc: poisoning point

Returns

f_obj: values of objective function (average hinge loss) at x

objective_function_gradient (self, xc, normalization=True)
Compute the loss derivative wrt the attack sample xc

The derivative is decomposed as:
dl/x =sum”n_c=1 (dl/df c*df c/x)

property random_seed
Returns the attacker’s validation data

run (self, x, y, ds_init=None, max_iter=1)
Runs poisoning on multiple points.

It reads n_points (previously set), initializes xc, yc at random, and then optimizes the poisoning points xc.

Parameters
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x [CArray] Validation set for evaluating classifier performance. Note that this is not the
validation data used by the attacker, which should be passed instead to CAttackPoisoning
init.

y [CArray] Corresponding true labels for samples in x.

ds_init [CDataset or None, optional.] Dataset for warm start.

max_iter [int, optional] Number of iterations to re-optimize poisoning data. Default 1.

Returns

y_pred [predicted labels for all val samples by targeted classifier]

scores [scores for all val samples by targeted classifier]

adv_xc [manipulated poisoning points xc (for subsequents warm starts)]

f_opt [final value of the objective function]

property training data
Returns the training set used to learn the targeted classifier

property val
Returns the attacker’s validation data

property x0
Returns the attacker’s initial sample features

property xc
Returns the attacker’s sample features

property y_target

property yc
Returns the attacker’s sample label

CAttackPoisoningLogisticRegression

class secml.adv.attacks.poisoning.c_attack_poisoning_logistic_regression.CAttackPoisoningL

Bases: secml.adv.attacks.poisoning.c_attack poisoning.CAttackPoisoning
Poisoning attacks against logistic regression.

This is an implementation of the attack developed in Sect. 3.3 in https://www.usenix.org/conference/
usenixsecurity 19/presentation/demontis:
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* A. Demontis, M. Melis, M. Pintor, M. Jagielski, B. Biggio, A. Oprea, C. Nita-Rotaru, and F. Roli. Why do

adversarial attacks transfer? Explaining transferability of evasion and poisoning attacks. In 28th USENIX
Security Symposium. USENIX Association, 2019.

For more details on poisoning attacks, see also:

e https://arxiv.org/abs/1804.00308, IEEE Symp. SP 2018

L]

https://arxiv.org/abs/1712.03141, Patt. Rec. 2018
https://arxiv.org/abs/1708.08689, AISec 2017
https://arxiv.org/abs/1804.07933, ICML 2015
https://arxiv.org/pdf/1206.6389, ICML 2012

Parameters

classifier [CClassifierLogistic] Target classifier.
training_data [CDataset] Dataset on which the the classifier has been trained on.
val [CDataset] Validation set.

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial
example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default Ib =
0,ub=1.

y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

solver_type [str or None, optional] Identifier of the solver to be used. Default ‘pgd-Is’.

solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used.

init_type [{‘random’, ‘loss_based’}, optional] Strategy used to chose the initial random sam-
ples. Default ‘random’.

random_seed [int or None, optional] If int, random_state is the seed used by the random num-
ber generator. If None, no fixed seed will be set.

Attributes

class_type Defines class type.

classifier Returns classifier

distance todo

dmax Returns dmax

f_eval Returns the number of function evaluations made during the attack.

£f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of function evaluations made during the attack.
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1b Returns Ib

logger Logger for current object.

n_points Returns the number of poisoning points.
random_seed Returns the attacker’s validation data
solver_params

solver_type

training data Returns the training set used to learn the targeted classifier
ub Returns ub

val Returns the attacker’s validation data

verbose Verbosity level of logger output.

x0 Returns the attacker’s initial sample features

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

xc Returns the attacker’s sample features
y_target

yc Returns the attacker’s sample label

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

objective_function(self, xc[, acc])

Parameters

objective_function_gradient(self, xc[, Compute the loss derivative wrt the attack sample xc

)
run(self, x, y[, ds_init, max_iter]) Runs poisoning on multiple points.
save(self, path) Save class object to file.
save_state(self, path, **kwargs) Store the object state to file.
set(self, param_name, param_value[, copy]) Set a parameter of the class.
set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

Continued on next page
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Table 148 — continued from previous page

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

CAttackPoisoningRidge

class secml.adv.attacks.poisoning.c_attack_poisoning_ridge.CAttackPoisoningRidge (classifier,

Bases: secml.adv.attacks.poisoning.c_attack_poisoning.CAttackPoisoning
Poisoning attacks against ridge regression.

This is an implementation of the attack developed in https://arxiv.org/abs/1804.07933:

¢ H. Xiao, B. Biggio, G. Brown, G. Fumera, C. Eckert, and F. Roli. Is feature selection secure against
training data poisoning? In F. Bach and D. Blei, editors, JMLR W&CP, Proc. 32nd Int’l Conf. Mach.

Learning (ICML), volume 37, pp. 1689-1698, 2015.
For more details on poisoning attacks, see also:
e https://arxiv.org/abs/1809.02861, USENIX Sec. 2019
e https://arxiv.org/abs/1804.00308, IEEE Symp. SP 2018
e https://arxiv.org/abs/1712.03141, Patt. Rec. 2018
e https://arxiv.org/abs/1708.08689, AlSec 2017
e https://arxiv.org/pdf/1206.6389, ICML 2012

Parameters
classifier [CClassifierRidge] Target classifier.
training_data [CDataset] Dataset on which the the classifier has been trained on.
val [CDataset] Validation set.

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial
example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default /b =
0,ub=1.
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y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

solver_type [str or None, optional] Identifier of the solver to be used. Default ‘pgd-Is’.

solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used.

init_type [{‘random’, ‘loss_based’}, optional] Strategy used to chose the initial random sam-
ples. Default ‘random’.

random_seed [int or None, optional] If int, random_state is the seed used by the random num-
ber generator. If None, no fixed seed will be set.

Attributes
class_type Defines class type.
classifier Returns classifier
distance todo
dmax Returns dmax
f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of function evaluations made during the attack.
1b Returns Ib

logger Logger for current object.

n_points Returns the number of poisoning points.

random_seed Returns the attacker’s validation data

solver_params

solver_type

training_data Returns the training set used to learn the targeted classifier
ub Returns ub

val Returns the attacker’s validation data

verbose Verbosity level of logger output.

x0 Returns the attacker’s initial sample features

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.

xc Returns the attacker’s sample features
y_target

yc Returns the attacker’s sample label
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Methods
copy(self) Returns a shallow copy of current class.
create([class_item]) This method creates an instance of a class with given
type.
deepcopy(self) Returns a deep copy of current class.
get_class_from_type(class_type) Return the class associated with input type.
get_params(self) Returns the dictionary of class hyperparameters.
get_state(self, **kwargs) Returns the object state dictionary.
get_subclasses() Get all the subclasses of the calling class.
list_class_types() This method lists all types of available subclasses of
calling one.
load(path) Loads object from file.
load_state(self, path) Sets the object state from file.
objective_function(self, xc[, acc])
Parameters

objective_function_gradient(self, xc[, Compute the loss derivative wrt the attack sample xc

)
run(self, x, y[, ds_init, max_iter]) Runs poisoning on multiple points.
save(self, path) Save class object to file.
save_state(self, path, **kwargs) Store the object state to file.
set(self, param_name, param_value[, copy]) Set a parameter of the class.
set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.
set_state(self, state_dict[, copy]) Sets the object state using input dictionary.
timed([msg]) Timer decorator.

CAttackPoisoningSVM

class secml.adv.attacks.poisoning.c_attack_poisoning_svm.CAttackPoisoningSVM (classifier,
train-
ing_data,
val,
dis-
tance="l1",
dmax=0,
1b=0,
ub=1,
y_target=None,
solver_type='pgd-
Is’,
solver_params=Noi
init_type="random’,
ran-

dom_seed=None)
Bases: secml.adv.attacks.poisoning.c _attack_poisoning.CAttackPoisoning

Poisoning attacks against Support Vector Machines (SVMs).
This is an implementation of the attack in https://arxiv.org/pdf/1206.6389:

* B. Biggio, B. Nelson, and P. Laskov. Poisoning attacks against support vector machines. In J. Langford
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and J. Pineau, editors, 29th Int’l Conf. on Machine Learning, pages 1807-1814. Omnipress, 2012.

where the gradient is computed as described in Eq. (10) in https://www.usenix.org/conference/usenixsecurity 19/
presentation/demontis:

¢ A. Demontis, M. Melis, M. Pintor, M. Jagielski, B. Biggio, A. Oprea, C. Nita-Rotaru, and F. Roli. Why do
adversarial attacks transfer? Explaining transferability of evasion and poisoning attacks. In 28th USENIX
Security Symposium. USENIX Association, 2019.

For more details on poisoning attacks, see also:
e https://arxiv.org/abs/1804.00308, IEEE Symp. SP 2018
e https://arxiv.org/abs/1712.03141, Patt. Rec. 2018
e https://arxiv.org/abs/1708.08689, AlSec 2017
e https://arxiv.org/abs/1804.07933, ICML 2015

Parameters
classifier [CClassifierSVM] Target SVM, trained in the dual (i.e., with kernel not set to None).
training_data [CDataset] Dataset on which the the classifier has been trained on.
val [CDataset] Validation set.

distance [{‘11’ or ‘12’}, optional] Norm to use for computing the distance of the adversarial
example from the original sample. Default ‘12°.

dmax [scalar, optional] Maximum value of the perturbation. Default 1.

Ib, ub [int or CArray, optional] Lower/Upper bounds. If int, the same bound will be applied to
all the features. If CArray, a different bound can be specified for each feature. Default Ib =
0,ub=1.

y_target [int or None, optional] If None an error-generic attack will be performed, else a error-
specific attack to have the samples misclassified as belonging to the y_target class.

solver_type [str or None, optional] Identifier of the solver to be used. Default ‘pgd-Is’.

solver_params [dict or None, optional] Parameters for the solver. Default None, meaning that
default parameters will be used.

init_type [{‘random’, ‘loss_based’}, optional] Strategy used to chose the initial random sam-
ples. Default ‘random’.

random_seed [int or None, optional] If int, random_state is the seed used by the random num-
ber generator. If None, no fixed seed will be set.

Attributes
class_type Defines class type.
classifier Returns classifier
distance todo
dmax Returns dmax
f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seq Returns a CArray containing the values of the objective function evaluations made by
the attack.
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grad_eval Returns the number of function evaluations made during the attack.

1b Returns Ib

logger Logger for current object.

n_points Returns the number of poisoning points.

random_seed Returns the attacker’s validation data

solver_params

solver_type

training_data Returns the training set used to learn the targeted classifier

ub Returns ub

val Returns the attacker’s validation data

verbose Verbosity level of logger output.

x0 Returns the attacker’s initial sample features

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of

the attack point path.
xc Returns the attacker’s sample features
y_target

yc Returns the attacker’s sample label

Methods

alpha_xc(self, xc)

Parameters

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

objective_function(self, xc[, acc])

Parameters

objective_function_gradient(self, xcl,

)

Compute the loss derivative wrt the attack sample xc

run(self, x, y[, ds_init, max_iter])

Runs poisoning on multiple points.

save(self, path)

Save class object to file.

Continued on next page
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Table 150 — continued from previous page

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

alpha_xc (self, xc)
Parameters
xc: poisoning point
Returns

f_obj: values of objective function (average hinge loss) at x

CAttack

class secml.adv.attacks.c_attack.CAttack (classifier)
Bases: secml.core.c creator.CCreator

Generic interface class for adversarial attacks.
Parameters
classifier [CClassifier] Target classifier.
Attributes
class_type Defines class type.
classifier Returns classifier
f_eval Returns the number of function evaluations made during the attack.

f_opt Returns the value of the objective function evaluated on the optimal point founded by
the attack.

f_seqg Returns a CArray containing the values of the objective function evaluations made by
the attack.

grad_eval Returns the number of gradient evaluations made during the attack.
logger Logger for current object.

verbose Verbosity level of logger output.

x_opt Returns the optimal point founded by the attack.

x_seq Returns a CArray (number of iteration * number of features) containing the values of
the attack point path.
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Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_state(self, path) Sets the object state from file.

run(self, x, y[, ds_init]) Run attack on the dataset x,y (with multiple attack
points).

save(self, path) Save class object to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property classifier
Returns classifier

abstract property f eval
Returns the number of function evaluations made during the attack.

property £ _opt
Returns the value of the objective function evaluated on the optimal point founded by the attack.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

property f seq
Returns a CArray containing the values of the objective function evaluations made by the attack.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

abstract property grad_eval
Returns the number of gradient evaluations made during the attack.

abstract run (self, x, y, ds_init=None)
Run attack on the dataset x,y (with multiple attack points).

Parameters

x [CArray] Initial samples.
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y [int or CArray] The true label of x.

ds_init [CDataset or None, optional.] Dataset for warm start.
Returns

y_pred [predicted labels for all samples by the targeted classifier]

scores [scores for all samples by targeted classifier]

adv_ds [manipulated attack samples (for subsequents warm starts)]

f_opt [final value of the objective function]

property x_opt
Returns the optimal point founded by the attack.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

property x_seq
Returns a CArray (number of iteration * number of features) containing the values of the attack point path.

Warning: Due to a known issue, if more then one sample is passed to . run (), this property will
only return the data relative to the last optimized one. This behavior will change in a future version.

secml.adv.seceval

CSecEval

class secml.adv.seceval.c_sec_eval.CSecEval (attack, param_name, param_values,

save_adv_ds=False)
Bases: secml.core.c _creator.CCreator

This class repeat the security evaluation (where security is measured with a given metric) while the power of the
attacker increase.

Parameters
attack [CAttack] Class that implements an attack (e.g evasion or poisoning)
param_name [str] Name of the parameter that represents the increasingly attacker power.

param_values [CArray] Array that contains values that param_name will assumes during the
attack (this define how the attacker power increases). If the first value is not zero, zero will
be added as first value

save_adv_ds [bool, optional] If True, the samples at each parameter will be stored. Default
False.

See also:
CAttack class that implements the attack.

Attributes

attack Return the attack object that is used from CSecEval to perform the attack.
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class_type Defines class type.

logger Logger for current object.

save adv _ds Returns

sec_eval_data Get a sec eval data objects.

verbose Verbosity level of logger output.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Loads object from file.

load_data(self, path) Restore Sec Eval data from file.

load_state(self, path) Sets the object state from file.

run_sec_eval(self, dataset, **kwargs) Performs attack while the power of the attacker
(named param_name) increase.

save(self, path) Save class object to file.

save_data(self, path) Store Sec Eval data to file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_value[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

timed([msg]) Timer decorator.

property attack
Return the attack object that is used from CSecEval to perform the attack.

load_data (self, path)
Restore Sec Eval data from file.

run_sec_eval (self, dataset, **kwargs)
Performs attack while the power of the attacker (named param_name) increase.

Parameters

dataset [CDataset] Dataset that contain samples that will be manipulated from the attacker
while his attack power increase

kwargs Additional keyword arguments for the CAttack.run method.
property save_adv_ds
Returns

True/False: whether to store or not the manipulated attack sample dataset
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save_data (self, path)
Store Sec Eval data to file.

property sec_eval_data
Get a sec eval data objects. It contains the Security Evaluation Results.

Returns

sec_eval_data: CSecEvalData object contains classifier security evaluation results

CSecEvalData

class secml.adv.seceval.c_sec_eval_data.CSecEvalData
Bases: secml.core.c_creator.CCreator

This class is a container for data computed during Classifier Security Evaluation.
Attributes

class_type [‘standard’] Defines class type.

Methods

copy(self) Returns a shallow copy of current class.

create([class_item]) This method creates an instance of a class with given
type.

deepcopy(self) Returns a deep copy of current class.

get_class_from_type(class_type) Return the class associated with input type.

get_params(self) Returns the dictionary of class hyperparameters.

get_state(self, **kwargs) Returns the object state dictionary.

get_subclasses() Get all the subclasses of the calling class.

list_class_types() This method lists all types of available subclasses of
calling one.

load(path) Load Security evaluation data from file.

load_state(self, path) Sets the object state from file.

save(self, path) Load Security evaluation data from file.

save_state(self, path, **kwargs) Store the object state to file.

set(self, param_name, param_valuel[, copy]) Set a parameter of the class.

set_params(self, params_dict[, copy]) Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy]) Sets the object state using input dictionary.

t imed([msg]) Timer decorator.

property Y

Returns the values of the dataset true labels.
property Y_pred
Returns

Y_pred [list of CArray] Contain one element for each attack power value. Each element
contain label assigned to all the dataset samples from the attack.

property Y_target
Returns the values of the desired predicted labels.
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property adv_ds
Returns
adv_ds [list of CDataset.] containing one dataset for each different parameter value.

property fobj
Return objective function values with the different attack power

classmethod load (path)
Load Security evaluation data from file.

Save a python dict containing all the results.

property param_name
Returns the name of the parameter representing the attack strenght.

property param values
Returns the values of the security-evaluation parameter.

save (self, path)
Load Security evaluation data from file.

Save a python dict containing all the results.
property scores
Returns

scores: list of CArray Contain one element for each attack power value. Each element
contain score assigned by the classifier to all the dataset samples.

property time
Returns

time [CArray (n_patterns, num parameter values)] Each array row contain the times of the
attack for one samples. Each row element represent a different attack power.

4.7.10 secml.optim

Optimization

secml.optim.function

CFunction

class secml.optim.function.c_function.CFunction (fun=None, gradient=None,

n_dim=None)
Bases: secml.core.c _creator.CCreator

Class that handles generic mathematical functions.
Either a function or its gradient can be passed in.
Number of expected space dimensions can be specified if applicable.
Parameters
fun [callable or None] Any python callable. Required if gradient is None.

gradient [callable or None] Any python callable that returns the gradient of fun. Required if
fun is None.
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n_dim [int or None, optional] Expected space dimensions.

Attributes

class_type [‘generic’] Defines class type.

Methods

approx_fprime(self, X,
**kwargs)

epsilon, *args,

Finite-difference approximation of the gradient of a
scalar function.

check_grad(self, x, epsilon, *args, **kwargs)

Check the correctness of a gradient function by com-
paring

copy(self)

Returns a shallow copy of current class.

create([class_item])

This method creates an instance of a class with given
type.

deepcopy(self)

Returns a deep copy of current class.

fun(self, x, *args, **kwargs)

Evaluates function on x.

fun_ndarray(self, x, *args, **kwargs)

Evaluates function on x (ndarray).

get_class_from_type(class_type)

Return the class associated with input type.

get_params(self)

Returns the dictionary of class hyperparameters.

get_state(self, **kwargs)

Returns the object state dictionary.

get_subclasses()

Get all the subclasses of the calling class.

gradient(self, x, *args, **kwargs)

Evaluates gradient of function at point x.

gradient_ndarray(self, x, *args, **kwargs)

Evaluates gradient of function at point x (ndarray).

has_ fun(self)

True if function has been set.

has_gradient(self)

True if gradient has been set.

is_equal(self, x, val[, tol])

Evaluates if function value is close to val within tol.

list_class_types()

This method lists all types of available subclasses of
calling one.

load(path)

Loads object from file.

load_state(self, path)

Sets the object state from file.

reset_eval(self)

Reset the count of function and gradient of function
evaluations.

save(self, path)

Save class object to file.

save_state(self, path, **kwargs)

Store the object state to file.

set(self, param_name, param_value[, copy])

Set a parameter of the class.

set_params(self, params_dict[, copy])

Set all parameters passed as a dictionary {key:
value}.

set_state(self, state_dict[, copy])

Sets the object state using input dictionary.

timed([msg])

Timer decorator.

approx_fprime (self, x, epsilon, *args, **kwargs)

Finite-difference approximation of the gradient of a scalar function.

Wrapper for scipy function scipy.optimize.approx_fprime.

Parameters

x [CArray] The flat dense vector with the point at which to determine the gradient of fun.

epsilon [scalar or CArray] Increment of x to use for determining the function gradient. If a
scalar, uses the same finite difference delta for all partial derivatives. If an array, should

contain one value per element of x.

args, kwargs Any other arguments that are to be passed to fun.
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Returns
grad [CArray] The gradient of fun at x.

See also:

check_grad Check correctness of function gradient against approx_ fprime.

Notes

The function gradient is determined by the forward finite difference formula:

fun(xk[1i] + epsilon[i]) - f(xk[i])

The main use of approx_fprime is to determine numerically the Jacobian of a function.

Examples

>>> from secml.array import CArray
>>> from secml.optim.function import CFunction
>>> from secml.core.constants import eps

>>> def func(x, c0, cl):
"Coordinate vector “x° should be an array of size two."
return c0 » x[0]#%2 + clxx[1]**2

>>> c0, cl = (1, 200)

>>> CFunction (func) .approx_fprime (CArray.ones (2), [eps, (200 xx 0.5) % eps],.
—c0, cl=cl)

CArray (2,) (dense: [ 2. 400.0000421)

check_grad (self, x, epsilon, *args, **kwargs)
Check the correctness of a gradient function by comparing it against a (forward) finite-difference ap-
proximation of the gradient.
Parameters

x [CArray] Flat dense pattern to check function gradient against forward difference approx-
imation of function gradient.

epsilon [scalar or CArray] Increment of x to use for determining the function gradient. If a
scalar, uses the same finite difference delta for all partial derivatives. If an array, should
contain one value per element of x.

args, kwargs Extra arguments passed to fun and fprime.
Returns

err [float] The square root of the sum of squares (i.e. the 1